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The work on the Europeawide open platform and community for assurance and certification of cybe
physical systemss close to its finalizatioth

AMASSs a H202€ECSEL project that is creatimgd constidating the defacto Europearwide open tool platform,
ecosystem and selfsustainable communityor assurance and certificationf cyberphysical systems (CPS)tlire
largestindustrialvertical markets.

The AMASS consortium includes theain stakeholdes for CPS assurance and certificaio®@EMs, systen
integrators, component suppliers, system assessors, certification authorities, tool vendors, research institut
universities. The main application domains on which AMASS is working are aerospaceotae, industrial
automation, space, and railwayhe AMASSroject coordinator is TECNALR&search & Innovatioand the named
Project Manager is DAlejandra Ruifrom the ICT Division.

The ultimate goal of AMAS&to lower the certification costsfor CPSn face of rapidly changing features and mar
needs. Thidas beenachieved by establishing a novel holistic and reaisented approach forarchitecturedriven
assurancéfully compatible with standardsuch asSysM, multi-concern assurancgor co-analysis and cassurance
of e.g.security and safety aspects), and E@amless interoperabilithetween assurance and engineering activit
along with thirdparty activities €.g. external assessments asdpplier assurancegociety will benefitfrom the use
of CPS with a higher confidence in their dependabilifgr a wide range of applications in transport, manufacturi
healthcare, energy, defence, and communications

AMASS work is building on thesults from previoussuccessful Eldrojects suich as OPENCOSS, SafeCer, CRY
and CHESS. The Eclipse Foundation, via the PolarSys initsapiaging a major role towards the creation of th
AMASS community.
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AMASSProgress between March 2018 and September 2018

During the fith semesterof the project, thetechnical work bythe AMASS consortium hadrongly focusedn the
design and implementation of the third version of the AMASS Tool Platform (Prototype P2)

For ArchitectureDriven Assurancehe new features of theAMASS PrototypdP2 have aimed to ensure thahe

provided functionalities include suppofor both (1)the left-hand side of the ¥nodel at high and lon-level design
and (2) thecorresponding V&V activities on the righ&nd side For exampleextended supporhas been prowed

for nominal and fault behavioural components specificati@amd to trace the elements of the ahitecture to

assurance cases and to evidence and process data. The new results fe€daérn Assurance incluggtensions
concerning the automatic genation of argument fragment$or dependability assurancehe integration ofsafety
and security analysis tools for system dependabilibanalysis and cassessmentandthe management omulti-

concern argument fragmentgor contractbased nulti-concern assurance Seamless Interoperability has be:
improvedby largely extending the set of tools with which the AMASS Tool Platform can exchange data with, ir
commercial tools commonly used in CPS engineemtjcovering tools from practically all dR&cycle phasesand
by providing new means for access management and data management towards enhanced collaborativ
Regarding crossand intradomain reuse, reuse assistance now exploits data mining and semantic technolog
identify reusable asets, new features have extended the available support for automatic argument generatio
for product, process and argumentelated reuse via management of variability, and compliance checking
formal approache$or complianceanalysif processs against standards

Deliverabled3.3, D4.3, D5.3 and D6describe the conceptual design for Prototype P3.6, D4.6, D5.6 and D6.
document the implementation results, and deliverablB8.8, D4.8, D5.8 and D6@resent the methodologica
guidance touse the resultsln relation to use by practitioner§1.6will present the application of the results on tt
industrial cae studiesandD1.7the benchmarking of the results. The analysis of the features that will be deploy
each case study is curréptunder finalisation.

Regardingnon-technical aspects the AMASS Open Platforthttps://www.polarsys.org/opencert), composed of
OpenCert, CHESS and EPF Composer and hosted by Polarsyshzdigsatived itsdevelopment and has bee
published ThePlatformwebsite has been updated, including getting started material to help the émlopf these
open source tools, andnaarticle about the AMASS Open Platform has been published in the Eclipse Four
newsletter, whichcounts250,006- subscribersFeedback has been collected from the EAB membeasvatkshop in
September 2018 ivasteras September. This workshop was hgldt before the SAFECOMP 2018 conference, w
has been one of the maiaventsat which AMASS partners have conducted dissemination activities, includin
DECSo0S, SASSUR, and WAISE workBimadly, the analysis dfie trends and market needs that the project inten
to addresshas been updated foexploitationtargeted purposesand contributions to several functional safet
standards and their related complementary cybersecurity standhad® been made for standardisation.
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Final Version of the AMASS Reference Tool Architecture

The AMASS consortium has been working ondbeelopment of theAMASS Reference Tool Architecture (AR
since the beginning of the project. The ARF Apecified aa conceptual entity that embodies a common set of to
interfaces/adaptors, working methods, tool usage methodologies, and protocibiat will allow any stakeholder ¢
the assurance and certification process to seamlessly integrate their activities (e.g., product engin
external/independent assessment, and component/parts supply) into tool chains adapted to the specific need:
targeted CPS markets

The final building blocks of the ARTA:are

1 The basicbuilding blocks are System Component Specification, Assurance Case Specification, Evic
Management, Compliance Management, Access Manager, and Data Manadgemrddition, the Common
Assurance and Certification MetamoddeLACM includes the concepts and data entities to manage in
assurance project according to the AMASS approaches.

1 For ArchitectureDriven Asurance System Architecture Modelling for Assurance, Architecturatterns for
Assurance, Requirements Suppor€ontractBased Assurance Composition, and V&V Activitiesable the
integration of assurance and certification activities with CPS development activities, including specificati
designandguaranteeing thaemerging behaviour does not interfere with the whole system assurance

1 For Multi-Concern Bsurance System Dependability GAnalysis/Assessment, Dependability Assurance, a
ContractBased MultiConcern Assurancdarget at supportingthe development of asurance cases, €
assessment, and contrabsed assurancaddressingnultiple system characteristics (mainly safety and secu
but also other dependability aspects such as availability, robustness and reljability

1 For Samless hteroperability Tool Integration Management, Collaborative Work Management, and Tc
Quality Characterisation and Assessmemtovide and @en and generically applicable approach to ensure
joint contribution of different tools and stakeholders towards CPS assurance aificaddn.

i For Cross and IntraDomain Assuranceellse Reuse Assistance, Impact Analysis, Automatic Generatior
Product and Proces€Based Arguments, Semantic Standards Equivalence Mappings, and ProdRrocess,
and Assurance CasRelatedReuse via Mnagement of Variabilityaim systematicdeuse based on a conceptu
framework to specify and manage assurance and certification assets

The implementation ofhe basic blocks mainlybased orresults fromLINA 2 NJ LINP 2SOGa o/ 19
The finctionality for the resbof the building blocks have mostheendeveloped during AMASS and include both of
source solutions (e.g. variability management with BVR) and proprietary tools (e.g. V&V activities with Veri
Studioby The REUSE Compprnyhe AMASS Tool Platform corresponds to the integration of the different of
source solutions adopted or developedvhereas the AMASS ecosystem corresponds to this open source sc
together with the commercial solutions built on top of the Platforntlwat interact with it.
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Safety Arbitect and Cyber Architecdn AMASS

The AMASS consortium has chosen to build the AV
Tool Platform around existing open technologies,

OpenCert and Papyrus. The AMASS Tool Platform
provides interoperabilityfeatures with other tools usec
by the AMASS consortium to addresket project
objectives, such asnulti-concern assurance. Syste
dependability ceanalysisto-assessment, an(
particularly system safety and security eanalysis is
an integral parbf multi-concern assurance aspects.
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Safety Architect and Cyber Architect are ALLATEC t«
integrated with the AMASS Tool Platforrfor system
safety and security canalysis.The toolsprovide a
comprehensive way toeduce the gap between safet)
and security anfyses and system architectur
assurance From CHESS models of a syst
architecture, Safety Architect allows performing a lo
FMEA of each architecture component a
automatically deduces systegiobal FMEA/FMEC
tables and fault trees of identified even It can be
combined withcompanydedicated FTA tools, such
FaultTree+ or Arbre Analyste for quantitative ri
analysis. In addition, thanks to the security viewpoint
Safety Architect,an assurance engineer can use tl
results of security analysi®alized in Cyber Architec
(e.g., vulnerabilities and threats analysis) toatlyse
safety and security risks and to generaterged safety
and security artéacts, such as Failure Mod
Vulnerabilities and Effect Analysis (FMVEA).

The integration scenaio between the AMASS Toc
Platform + CHESS tools and the Safety Architect
Cyber Architect tots for safety and security eanalysis
is presented below.
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Collaboration between Rapita and OHB for Cot
Coverage Analysis

The AMASS partners are collabamgt in the
execution of activities for CPS assurance anc
certification. This includes the study of how differe
technologies can make the activities more efficie
An example is thevork by Rapita and OHB Swede
for code coverage analysis in accordancethwDO-
178C

As part of AMASS, Rapita has worked with C
Sweden to improve the efficiency of structural
coverage analysis testing for an Attitude Orhbit:
Control Systemused n the Electra satellite, whil¢
supporting the future adoption of a DO178C
certification processes. OHB Sweden was using
opensource coverage analysis tool to provi
coverage data, for which no qualification support
available. Rapita was asked to provide a more effic
coverage analysis solution, also integrated with 1
exiging code generation and test environment ai
with a tool qualification path already in place.

Rapita has worked with OHB Sweden to integra
RapiCover into the existing build and tes
environment to collect structural coverage data
DO178C Level B while tests are run on source libi
functions. Because of the flexible architecture of bc
wlk LA/ 20SN) | yR hi. { ¢
environment, integration was accomplished wh
making minimal chages to the build system.

The benefits of the solution include40% reduction
in endto-end testing time, justifications for tracking
manual analysis of coverage, and full support fi
analysis of C code



AMASS Meetings

During the last six months, AMASS partners h
participated in thesecondproject review by ECSE
and organised a workshop with the members of t
External Advisory Board (EAB).

Thesecond AMASS project reviewas held on Junge
7th, in Brussels. As in thirst review, the expert
external reviewers were Philippe Baufreton, fro
SAFRAN Electronics & Defense, and Christo
Johnson, from the University of Glasgow.

The review team considered that the project
progressing very well. As main recommendatio
special attention must be paid to the industrial cas
studies (training needs, inclusion of policy make
and further consideration of security, of cres
domain, and of cybephysical aspects aspegctjool
evaluation criteria for inclusion in the AMAS
toolset, and how to facilitatethe industrial adoption
of the AMASS Tool Platform

The second workshop with the members of the
AMASS EABwas held in Vasterds, Sweden,
September 17th, hosted by MDH. This board cons
of international experts in critidesystem assuranc
and certification.

The EABmembersexpressed their vision regardir
how usage scenarios could be improved to g
impact in users, how to improve the AMASSser
guidance, the conceptual and implementatio
approach underlying the AMASS TodPlatform,
industry usage opportunities forspecific features,
and the soundness of the AMASS commun
building, exploitation, and dissemination strategies

Last but not least a meeting with the SafeCop EC
project (ttp://www.safecop.eul) was organised.

SASSUR 2018

The 7th International Workshop on Next Generatiol
of System Assurance Approaches for Saf€mtical
Systems was held on September #8 2018, in
Vasterds, Sweden, as a SAFECOMP 2018 work
SASSUR is one of the key events for scier
dissemination in AMASS, and the project supported
organisation of the workshop.

Over 30 people attended the workshgpincluding
people from academia and from industry. Alejanc
Ruizand Garazi Jue¢TEQ and Jose Luis de la Ve
(UC3) participated in the workshop as-@manisers,
and Martin Skoglund (SPS) presented a pafexeral
AMASS EAB members were present too.

The keynote speaker was Thor Mykleby®fesearchel
and Certification Manager at SINTEByway. With the
titted 9 @2t dziGA2y | NB RS@St 2L
2T &l TS {,8Thoa presdntBdviiedr recent wor
on the application of agile methods for th
development and assurance of softwargensive
critical systems. This work includesfe®crum and the
so called agile safety case.

As a novelty for this edition, each paper had
assigned discussant and the time for questions
answers and discussion was extended. The main tc
of the six accepted papers ardne comparison of
safety anaysis techniques, the comparison of safe
analysis techniques and security analysis ones, 1
estimation for automated vehicles, analysis ¢
genericcomponent integration in automated driving
vehicles, synergies between safety assuran
practices and cybesecurity assurance ones, an
challenges for assuring complex and large safe
critical systems

A panel on trends and needs for future assurance
safety-critical systems was also organised.aurent
Fabre, Thor Myklebust, and Timo Varkoi were °
panellsts. They are members of the AMASS EAB.

It is expected thata new edition of SASSUR will k
held next year at SAFECOMP 2049 urku, Finland.
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