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The work on the Europeawide open platform and community for assurance and certification of cybe
physical systemss starting its last phaske

AMASSs a H202€ECSEL project that is creatisugd constidating the defacto Europeasrwide open tool platform,
ecosystem and selfsustainable communityor assurance and certificatioof cyberphysical systems (CPS)tie
largestindustrialvertical markets.

The AMASS consortium includes theain stakeholders for CPS assurance and certificati@EMs, systen
integrators, component suppliers, system assessors, certification authorities, tool vendors, research institut
universities. The main application domains on which AMASS is working are aerospace, automotive, it
automation, space, and railwayhe AMASSroject coordinator is TECNALR&search & Innovatioand the named
Project Manager is DAlejandra Ruifrom the ICT Division.

The ultimate goal of AMASSto lower certification costs for CP# face of rapidly changing features and marl
needs. This will be achieved by establishing a novel holistic and-oglesged approach forarchitecturedriven
assurancgfully compatible with standardsuch asAUTOSAR and IMAQlti-concern assuranc@or co-analysis anc
co-assuranceof e.g. security and safety aspects), and feeamless interoperabilitybetween assurance an
engineering activities along with thiplrty activities €.g. external assessments asdpplier assurancefociety will
beneft from the use ofCPS with a higher confidence in their dependabilifipr a wide range of applications !
transport, manufacturing, healthcare, energy, defence, and communications

AMASS work is building on thesults from previoussuccessful Elgrojects such as OPENCOSS, SafeCer, CR)
and CHESS. The Eclipse Foundation, via the PolarSys initiative, will play a major role towards the creati
AMASS community.
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AMASS Overall Statuster the Second Project Year

During the fourth semestenf the project, thetechnical work bythe AMASS consortium hasrongly focusean two
main activities: (1) completion of the specification and implementation of the second tool platform protc
(Prototype P1), and (2) evaluation of the implemented taolsdustrial case studies.

For ArchitectureDriven Assurancehe AMASS Prototypd®lincludes solutions for the lethand side of the odel

at high- and lowv-level design (system architecture modelling, architectural patterns for assuranog&ractbased
design for assurance, requirements supppal well as corresponding V&V activities on the Hggund side of the V
model (i.e. V&Wased assuranceThe AMASS partners hadevelopedapproaches foMulti-Concern Assurande

relation to dependability assurance modelling, contrdogsed multiconcern assuranc@and system dependability ec
analysis and assessmeRurther tool interoperability technologies (e.g. O${@ andfor V&Vtools) and features for
collaborative work(e.g. fortraceabilty and data mininghave enhanced Seamless Interoperabilifie main new
solutionsfor Goss and IntraDomain Ruseare advancedreuseassistance, iocess and productrelated reuse via
variability management,and aitomatic generation of process argumenand of productbasedones. Deliverables
D3.5, D4.5, D5.5 and D6decument theimplementation results foPrototype P1and deliverable®3.7, D4.7, D5.
and D67 present the methodological guidance to use the results.

Theindustrial evaluationof Prototype P1 haseen documented in D1.9t presentsthe mainoutcome from the

implementationof the case stuigs by using the Prototype in treutomotive, ralway, aerospace, spacend energy
domains Some case studies have also used functionalitiethe Core Prototypee.g.OpenCert or EPF Composer
compliance management. For each catedy, the coverage with respect to the AMASS Prototype P1 has

identified and the feedback from industrial partners collected. This feedback is of vital importance and an
proof of the performance of the AMASS platform in the industry.

In addifon, different work packages have worked on tlw®nceptual and design view for théhird prototype

(Prototype P2)This conceptual and design work includé) assurance patterns for contraoased esign new
means for fault injection, and different wayte assess system artefact quality; (2) concepts for rmalticern
contracts, processs, and analyse(e.gthrough Failure Modes, Vulnerabilitieand Effect analy9is(3) integration of
the AMASS Tool Platform with further commercial tools developechbyAMASS partners; and (4) new support
assurance asset search and for analysis of reuse possibilities and consequences.

Last but not least, progress has been madenom-technical aspectssuch as community building and industr
impact, as well as diemination, training, exploitation, and standardization. This includes the organisation ¢
second EAB (External Advisory Board) workshop to be haldsteras Sweden, in September 2018, together w
the SafeComp 2018 Conference. Several AMASS pauaeticipate in the organisation of this conference and of

workshops (DECSo0S, SASSUR, and WAISE).

AMASS Reference Tool Architecture

Architecture-Driven Assurance (STO1) Multi-Concern Assurance (STO2)
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AMASSPrototype P1

The AMASS consortium has been working onseiond version of the AMASS Tool Platform (Prototype &diing
the last year. The implementation and its validation have already finished, and the Protugpeeenapplied and
evaluated in the project case studies.

Prototype P1 implementation has been documented in several deliverables in WP3, WP4, WP5, and WP6. Al

implemented new featuresthe Prototype supports:

1 For ArchitectureDriven Asurance, contracbased validation of component composition, managemerit
contractcomponent assignments, improved V&V results overview, advanced contract definition, and ent
requirements quality analysis.

1 For MultiConcern Asurance, argument architecture specification, advanced features for application of argt
patterns, argument import and export, generation of compositional arguments, -twacern relationshig
specification and analysis, contrdshsed multiconcern assurance, mutoncern assurance workflow, and-c
assessment and crogsncern reuse.

1 For ®amless hteroperability, new traceability features, new integration possibilities with V&V tools (
Manager and OCRA), implementation of O8MCapproach for generic tool interoperability, and prelimin:
collaborative features by means of wélased technolgies and data mining.

1 For Crossand IntraDomain Assuranceelse, enhanced compliance management, extended reuse assist
reusableartefact search for reuse discovery, seamtomatic generation of process and of product argumel
and variability managment from different perspectives.

A major achievement for P1 has been the improvement on the EPF composer tool by MDH. As a result, the |
has thanked Muhammad Atif Javed for his contributionghte latest release of the topland more concretelyof

solving someanigration fixes (including Java 8/Neon dependencies)content storage problemsnd for providing
new combo boxs rich text editor styles, and export of standalone application.

Prototype P1 validation has been performed in the scop®/®2. Theonclusions from the validatiorinclude that
most of the planned functionality for the Prototype has been implemented and successfully tested, that ¢
attention must be paid in future validation activities tioe testing of crosaVP requiremats, and that there exist:
room for improvement in the specification tife test cases.

Based on Prototype Pihe work for the final version of the AMASS Tool Platform (Prototype P2) has also alre
started. The main current focus is on its conceptuasiga, including the necessary approaches to realise the AN
vision for CPS assurance and certification and tool support design.
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OPENCERT Reference Framework Selection

Choose associated Reference Framework

Reference Framework Selection Baseline Selection
/ReferenceFrameworks/IEC61508 refframework Select the Criticality level: Select the Applicability level:
/ReferenceFrameworks/62443-4-2.refframework 4 | Ref Framework LEET-Security_Controls « | 1& Ref Framework LEET-Security_Controls
/Referenceframeworks/ECSS_E-40.refframework V|8 Ref Criticality Level A+ v |& Ref Applicability Level 1
/ReferenceFrameworks/ED-109A refframework § Ref Criticality Level A & Ref Applicability Level 2
/ReferenceFrameworks/LEE] curity_Controls.refframeworl : 2
. Ref Criticalit | & Ref Applicabilit 13

/ReferenceFrameworks/OneRef.refframework &% Ref Criticality Level B % Ref Applicability Level 3

/testingrefframwork/default.refframework @ Ref Criticality Level C
/defaultrefframework & Ref Criticality Level D

4 Y1 Ref Framework LEET-Security_Controls -
4 |03 Ref Activity 01. InfoSec Management Program
4 ¥ |3 Ref Activity MS.01. Security trategy and planning
() Ref Requirement G[MS.01]01.01-2. Infosec objectives clearly stated and formally approved by executive managemer
(Z) Ref Requirement G[MS.01]01.02-3. Infosec process integrated with relevant business processes (tactical goals), that ¢~
[E) Ref Requirement GIMS.01]01.03-3. Infosec management system implemented (plan, organization and resources cont
(Z) Ref Requirement G[MS.01]01.04-4. Direction and clear support to infosec initiatives
(Z) Ref Requirement G[MS.01]01.05-4. The infosec management process implemented is updated and improved contint
v |E) Ref Requirement G[MS.01]01.06-5. Clearly stated infosec strategy
v |E) Ref Requirement G[MS.01]02.01-2. Set of security indicators used to know the level of implementation of security me
v |E) Ref Requirement G[MS.01]02.02-3. Set of security indicators used to know the number, type and impact of security in
V |E) Ref Requirement GIMS.01]02,03-4. Set of security indicators used to measure security efficiency of security system
v | Ref Activity MS.02. Responsibilities assignment
v | Ref Activity MS.03. Risk Management

BIM™ Dt Acsiien. MAC AA Darniiven allacasion

Name for Baseline: tailoredRefframework « 1 ’
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AMASS Vision forr@ss and ntra-Domain RRuse

The vision of AMASS for cross/intra domain reust
exemplified in the figure below, which consists of thr
subfigures (a, b, and c). The sfibures are vertically
placed and depict respectively theemanticsbased
standards mapping, the reuse assistantand the
specification of families of processes, products,

assurance casesThis vision integrates and exten:
results achieved bythe OPENCOSS and Safe
projects, and incorporates and crefestilizes from

scratch and nefrom-scratch reuse.
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Fromscratch reuse is in focus on the toptbg figure
(subfigure (a)). Semanticsbased automatic
identification of commonalities is proposed as ¢
solution to identify reuse possibilities. This soluti
builds on top of initial exploration conducted in tf
framework of SafeCer and it is here empowered
considering recent advances in the semantic web an
tools interoperability.

Once commonalities are identified, threuse assistant
(subfigure (b)) is expected to exploit theto perform
more powerful compliance gap analysis

The bottom of thefigure (subfigure (c)) focuses c
systematic reuseln this case, reuse is not expected
be done from scratch or adoc, but experience is
systematized.Gathered experience is expected to |
derived from the left sidef the figure. Systematizatiol
is conducted by properly engineering the domain &
then by deriving desired processes, products,
assurance cases via valid configuration.

AMASMeetings

A workshop on the AMASS automotive case studi
was successfly held at Assystem Germany January
2018 in Berlin. Fourten participants from sevel
different partnersattended the workshopThree case
studies were addressed: "Eive Workbench",
"Advanced driver assistance function with elect
vehicle subsystem”, and "Collaborative automate
fleet of vehicles". Theyare demonstratos for the
research and development oautonomous driving

Among others, the followingesearch intentionswvere
expressed: creation of formalised requirements a
contractrefinement, automation of safety analyse
(fault injection, model simulation), contratiased
safety engineering, assurance case patternsseeaf
safety argument fragments and of monitors, combin
safety & security analyses for cars in plato
assurance cases and patterns, and the autome
generation of monitors and verification by simulatior

The AMASS consortium gathered together innvae
on March 21st, 22nd and 23rd for theth General
Meeting of the project. The meeting was hosted |
AIT. Fortysix people attended the meeting.

The discussions on technical aspects paid ¢
attention to the use of Prototype PIA Yy G K S
industrial case studiesThe consortium agreed upo
the final research and implementation work for tt
third prototype of the AMASS Tool Platform (a
Prototype P2). This work includes advanced featt
for CHESS, new means forammalysis, ceengineering,
and coeassurance of safety and security, finalisation
the features for tool integration and collaborativ
work of the AMASS Tool Platform, and the enactm
of reuse approaches in new scenarios that tac
crossdomain needs.




OpenCert Website

Among the activities for the development of thi
AMASS opesource community, a new version of tt
OpencCert websithas been released.

The homepage of the OpenCert website has be
improved and now lists the dferent components of
the platform upfront, and includes an introductor
video of the OpencCert

and “Documentation” h a
content is now listed with other content lik
“Training” und e rconterR wils e
added to this “Resource
to further support AMASS newcomers, users &
adopters. The partners havealso implemented a
more automatedmechanism to update the website.

The current version of the AMASS Open Platfc
website provides:

1 General information about OpenCert

1 Downloads of the OpenCert platform packa
(including OpenCert, Chess and Eclipse Pro
Framework)

Support for news and blog posts

Link to Source Code and downloads

Getting Started documentation

U s e docusientation

Devel oper’'s document a
Training material linking to videos from tt
OpenCert YouTube channel

E R N ]

In addition to making a continuous effort to improv
the content available on the website and keep this
to date, in the future we will focusroadding more
documentation for users and developers, an
publishing use cases reports.

WpenCert
OpencCert News

T e e New content on the OpenCert website
. %penCert e by Gt sl |
- ¥% PolarSys CHESS

New integrated prototype built by the
AMASS project team

@. 3 5/ Gaél Blondelle,

eeeeee by @EclipseFdn

Approach

AMASSrideos

A YouTube channelith videos about the results of

AMASS and about the technalies used for their
developmenthas been created. It currently includes
demo of the Core Prototype and videos of the p
training sessions.

« c @ D& youtube.com o n @ n o =
3 YouTube SIGN IN

HOME VIDEOS PLAYLISTS HANNELS DISCUSSION ABOUT >

MarketingVideoAMASSOpenCert

AMASS is an EU-funded project in which 29 organizations from
8 countries collaborate, with the support of 16 influential
advisory board members from industry and academia

AMASS is creating and consolidating the OpenCert tool
platform, as well as its self-sustaining community for assurance
and certification of Cyber-Physical Systems (CPS).

AMASS Training  PLAY A

EED  2:20:32] _ 27:44 [25:01 ]

AMASS Prototype P1 WP3 AMASS Prototype P1 WP3 AMASS Prototype P1 WP4 AMASS Prototype P1 WP4
Session#1 Session#2 Session#1 Session#2

Regarding thevideosthat have been created from th
sessionsfor training users in the Prototype Rlfor
Architecture-Driven  Asurance the  presenters
explained a workflow overview, requiremel
specification for system component specificatic
requirements formalization, requirements ear
validation through metrics, and functional refineme
(architectural  refinement, contract refinemen
contractbased views). Another session address
components nominal and faulty behaviour definitio
functional early verification, safety analysis, saft
cases, and upcoming features for Savona, simulat
based fault injection, and requirements eal
validation.

In the scope oMulti-Concern Asurance, the training
content was dependability assurance case modell
contractbased multiconcern assurance, syster
dependability ceanalysis (with Papyrus, Safe
Architect, and Concerto), and WEFACT.

Partrers working on Seamlessinteroperability
described the integration of the OSK® approach in
the AMASS Tool Platform. Other tool integrati
capabilities wee presented in the scope ¢
ArchitectureDriven Assurance.

Finally, the featuresfor Cross and IntraDomain
Assurance Reuseexplained were filtering during
assurance project generation by criticality/applicabil
level, reuse assistant, compliance map repc
management of familieBnes, and semautomatic
generation of arguments.


https://www.polarsys.org/opencert/
https://www.youtube.com/channel/UCw_D0l5sDgysEphi6tzzDyw

RecentAMASSPresence at Events (selection)

EclipseCon Europe 2017Ludwigsburg, Germany
October 2426, 2017

ER 2017- 36th Int Conference on Conceptu:
Modelling Valencia, Spain. Novembe®62017

ERTS2018- 9th European Congress Embedded R
Time Software and Systems. Toulouse, Franc
January 3¥February 2, 2018

ICRE 2017- 2nd International Conference o
Reliability EngineeringMilan, Italy. December 292,
2017

MODELSWARD 20186th International Conference
on ModetDriven Engineering and Seaofire
Development Madeira, Portugal. January -22,
2018

PESI day of the Safety Working Groupadrid,
Spain. March 21, 2017

Seminar at City University of Londorondon, UK
January 29, 2018

Seminars at FBK Trento, ltaly. September an
October 2017

TeReCom 2017 1st Workshop on Technologies f
Regulatory Compliance_.uxembourg. December 1.
2017

TRC ForumMadrid, Spain. November dDecember
1, 2017

WoSoCer 2017 7th IEEE International Workshop ¢
Software CertificationToulouse, France. Octob28-
26, 2017

RecentAMASS Publications (selection)

Alajrami, S., Gallina, B., Romanovsky EAabling GSL
Task Allocation via Clodmhsed Software Processe
International Journal of Networked and Distribute
Computing 5(4): 22232, 2017

de la Vara, J.LMarin, B., Ayora, C., Giachetti, G.:
Experimental Evaluation of the Understanding of Sa
Compliance Needs with Model86th International
Conference on Conceptuslodeling(ER 201y

de la Vara, J.L., Ruiz, A., EspinozaRétent Advanese
towards the Industrial Application of ModBFiven
Engineering for Assurance of Saf€mtical Systems
6th Int. Conference on ModdDriven Engineering an
Software Development (MODELSWARD 2018)

Gallina B., Haider, Z., Carlsson, A., Mazzini, S., PL
Multi-concern Dependabilitgentered Assurance fol
Space Systems via ConcertaFR3rd Int Conference
on Reliable Software Technologies (Aflaope 2018)

Gallina, B., Martinez, JReuse in (re)certification c
systems 17th International Conference on Softwar
Reuse (ICSR 2018)

Parra, E., de la Vara, J.L., Alonso, Analysis of
Requirements Quality Evolutiord0th International
Conference on Software Engineering (ICSE 2018)

Sljivo, 1., Gallina, B., Carlson, J., Hansson, H., Pu
Tod-Supported SafetiRelevant Component Reus
From Specification to Argumentatio3rd Int Con on
Reliable Softwardechnologies (AdBurope 2018)

A complete publication list is available on the AM/
website: http://amassecsel.eu/content/publications
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