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The work on the European-wide open platform and community for assurance and certification of cyber-
physical systems is progressing!

AMASS is a H2020-ECSEL project that is creating and consolidating the de-facto European-wide open tool platform,
ecosystem, and self-sustainable community for assurance and certification of cyber-physical systems (CPS) in the
largest industrial vertical markets.

The AMASS consortium includes the main stakeholders for CPS assurance and certification: OEMs, system
integrators, component suppliers, system assessors, certification authorities, tool vendors, research institutes, and
universities. The main application domains on which AMASS is working are aerospace, automotive, industrial
automation, space, and railway. The AMASS project coordinator is TECNALIA Research & Innovation and the named
Project Manager is Dr. Huascar Espinoza from the ICT Division.

The ultimate goal of AMASS is to lower certification costs for CPS in face of rapidly changing features and market
needs. This will be achieved by establishing a novel holistic and reuse-oriented approach for architecture-driven
assurance (fully compatible with standards such as AUTOSAR and IMA), multi-concern assurance (for co-analysis and
co-assurance of e.g. security and safety aspects), and for seamless interoperability between assurance and
engineering activities along with third-party activities (e.g. external assessments and supplier assurance). Society will
benefit from the use of CPS with a higher confidence in their dependability, for a wide range of applications in
transport, manufacturing, healthcare, energy, defence, and communications.

AMASS work is building on the results from previous successful EU projects such as OPENCOSS, SafeCer, CRYSTAL,
and CHESS. The Eclipse Foundation, via the PolarSys initiative, will play a major role towards the creation of the
AMASS community.
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AMASS Overall Status

During the second semester of the project, the AMASS consortium has worked on the following technical activities:
(1) completion of the specification and implementation of the first tool platform prototype (Prototype Core); (2)
evaluation of the implemented tools by using some representative industrial case studies, and; (3) specification of the
conceptual approach for the second prototype of the AMASS platform (Prototype P1).

The AMASS Prototype Core (figure below) is the result of merging pre-existing toolsets that were developed within
the OPENCOSS, SafeCer, and CHESS projects. The AMASS platform consists of a set of toolsets providing base
functionalities. The AMASS tool data specification has been documented in the Common Assurance and Certification
Metamodel (CACM), which merges and evolves the OPENCOSS Common Certification Language and SafeCer
metamodels. The three pre-existing toolsets are: (a) the OpenCert project at Polarsys/Eclipse to enable
argumentation edition, evidence management, and management of compliance with standards (substantiation
phase); (b) the CHESS project at Polarsys/Eclipse to enable system architecture specification, and; (c) the EPF (Eclipse
Process Framework) project at Eclipse to enable compliance management with standards (planning phase).

Deliverables D3.4, D4.4, D5.4 and D6.4 documented the Prototype Core and provided guidance through a User
Manual and a Developer Manual. The AMASS platform has further been validated. The main recommendations
resulting from the validation concern the platform development process for the next iterations, asking for stable and
consistent versions of the tools and of the documentation before the beginning of the validation, for more
traceability between requirements, use cases and developed functionalities, and for methodological guidelines.

The industrial evaluation of Prototype Core has focused on modelling standards for different application domains
(industrial automation, automotive, railway, avionics, space and air traffic management), establishing an assurance
project, and managing the assurance assets. Case Studies represent different potential applications within the target
industrial domains in the AMASS project. AMASS usage scenarios offer a general overview of how the AMASS
solutions are intended to be used in the proposed case studies.

The approach to specify usage scenarios is based on the following principles: (a) description of usage scenarios are
centred on the AMASS platform “user” perspective, i.e. how users will interact with the AMASS tools, in the context
of typical business cases; (b) realization of usage scenarios reports the results of the application of usage scenarios in
each of the AMASS prototyping iterations, and; (c) benchmarking of usage scenarios will use a number of
research/industrial questions and metrics to measure the effectiveness of AMASS tools regarding the proposed
business goals.

For the third aspect, different work packages have worked on a conceptual and design view for the second
prototype (Prototype P1), including: (1) the approach for contract-based system modelling, integration with V&V
tools, and specification of architectural and technological patterns; (b) the multi-concern assurance approach, which
includes safety and security interplay; (3) tool interoperability, collaborative features, and data access management,
and; (d) the solutions for process- and product-based assurance reuse.

In addition, progress has been made on non-technical aspects such as community building and industrial impact, as
well as dissemination, training, exploitation, and standardization. A report about open source platform project
creation in the AMASS project has been prepared. We have also coordinated the first EAB (External Advisory Board)
workshop to be held in Trento, Italy, in September 2017, together with the SafeComp 2017 Conference.
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AMASS Vision for Seamless Interoperability

John is an assurance manager involved in the engineering of light small aircrafts regarded as the new generation of
autonomous ‘flying cars’. Such systems, which include advanced features such as coordination and cooperation with
road vehicles and other aircrafts, require the demonstration of the fulfilment of stringent regulatory requirements
from different assurance standards, as well as the assurance of highly-critical system dependability requirements.

The systems engineering processes need and produce a vast amount of artefacts that must be provided as assurance
evidence for aircraft certification. The AMASS Tool Platform allows John to gather information about all the evidence
artefacts generated by assurance engineers and system engineers, recording the whole artefacts’ lifecycles because
assessors might want to check them to gain confidence in system dependability. Once John is successfully logged in
the AMASS Platform according to the access rights granted to him, he can indicate the specific parts of a file (e.g. a
document) that correspond to the artefacts to manage as assurance evidence, such as the hazard log template
presented in the initial system’s safety plan document. John’s profiles for using the AMASS Tool Platform allow him to
access both specific tool functionality and different information types. The AMASS Tool Platform performs a detailed
data management of all the actions and data involved in John’s job, keeping track of all the changes made and
supporting the continuous analysis, verification, and integration of the data that other users also employ.

Many different tools are used in the lifecycle of the aircraft. From purpose-specific tools, such as DOORS for
requirements management, Papyrus for modelling, and medini analyze for safety analysis, to general tools such as
Word and Excel, John and the other system stakeholders (assurance engineers, system engineers, assessors, etc.)
need to deal with tools and data of different types. In the past, this required the use of a wide variety of tool
environments and data formats. However, the AMASS Tool Platform has enabled the management of assurance
information in a much more effective and efficient way thanks to its advanced tool integration mechanisms. The
application of novel web and standardised technologies (e.g. ModelBus and OSLC) allows John to only need to sign in
in the AMASS Tool Platform to retrieve information from different tools. The Platform has simplified the installation
procedures by centralising tasks such as tool configuration, as well as data exchange and consistency management
through automatic data import and export and the use of non-proprietary data formats. All the assurance
information is now available in a single, centralised repository that contains metadata about the specific system
artefacts. The stakeholders create and enter data only once, and assessors can easily check data provenance and
status for the whole system lifecycle without having to use several tools. All in all, the amount of manual procedures
for tool and data integration has been decreased considerably. In addition, the AMASS Tool Platform supports tool
characterisation and quality assessment for the toolchain used for system engineering, providing John with
information about tool qualification requirements and the associated evidence collection needs.

The AMASS Tool Platform has also enhanced collaborative work between John and his colleagues. They all need to
cooperate for system assurance and certification in many activities: system analysis, system specification, system
implementation, system V&V, system assessment... The Platform allows them to perform live collaboration on the
same data without having to use complicated or cooperation-hindering procedures such as data merge or coarse-
grain data locking. Real-time feedback is provided about data access by different users, including concurrent access,
about data integrity, and about concurrence modification rules and effects. John can consult metrics and
measurements about collaborative creation and management of assurance information.
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Alstom Has Joined AMASS!

Alstom Transport S.A., a French multinational company
operating worldwide in rail transport markets, has
joined the AMASS consortium. The company will
contribute to the project objectives by providing (1) its
expertise in railway system assurance and
certification, and (2) a case study for the validation and
benchmarking of AMASS results.

Alstom is a large industrial partner playing a central
role in the European industry, in particular in the
railway manufacturing domain. As a promoter of
sustainable mobility, Alstom develops and markets
systems, equipment and services for the railway sector.
Alstom manages the widest range of solutions in the
market, from high-speed trains to metro and tramways
customized services (maintenance, modernisation...),
as well as infrastructure and signalling solutions.
Alstom is a world leader in integrated railway systems.

Within the company, Alstom Signalling France develops
and installs safety critical signalling systems for
railway applications (mass transit or main lines). These
systems must comply with international safety
standards such as CENELEC EN50126/8/9, specific
national safety regulations, and technical specification
for interoperability (e.g. ERTMS specification in
Europe).

Following the previous success in the OPENCOSS
project, in which the benefits of a common certification
framework shared between all safety certification
stakeholders were demonstrated, Alstom Signalling
France has joined AMASS to pursue the engaged effort
to include formal safety demonstration of systems in
the AMASS framework. Indeed, the case study for
AMASS deals with the formal verification of safety
properties of signalling system or subsystems. We think
that these techniques can improve safety
demonstration by rigorous automation, exhaustive
verification, and unfalsifiable arguments. Their
application prompts the AMASS objectives by
improving the safety demonstration and reducing
cost.

AMASS Meetings

Two general meetings have been held during the
second semester of AMASS: one in Munich and
another in Seville. At both meetings, the partners
showed the work performed in the project, presented
the ongoing work, and discussed the work in the next
six months to reach the project objectives. Both
technical and non-technical aspects were covered.

At the second general meeting, hosted by Infineon on
October 27th and 28th, the main decisions on
technical aspects included the specification of a
detailed plan among the different technical WPs for
coordinated prototype development, the beginning of
data collection of the industrial case studies, and the
adoption of a case study-driven approach to work in
WP3-6 and show their expected outcomes.

Regarding the non-technical aspects, the AMASS
consortium was about to finish its initial “Exploitation
Plans and Initial Market Megatrends Analysis” and
had to start further working on the consolidation of
the External Advisory Board, the Industrial Adoption
Program, and the creation of the AMASS open-source
project. Dissemination (including publication writing)
and training were progressing well, and work on
standardisation would formally start in 2017.

At the third general meeting, hosted by Schneider
Electric on March 29th, 30th, and 31st, the main
technical decisions included the aspects that will be
finally covered in the case studies for the first
prototype of the AMASS Tool Platform (aka core
prototype), the development of a common vision for
the second prototype, and the specification of a plan
to resume the joint work of the conceptual and
implementation teams.

Regarding non-technical decisions, the AMASS
consortium agreed to review, and update if necessary,
its exploitations plans before summer, and will
continue working on the preparation of the workshop
with the External Advisory Board and on building its
open-source platform and community in the Eclipse
ecosystem. Dissemination opportunities at several
events, including SAFECOMP and its workshops, were
reminded to the attendees.



AMASS at SAFECOMP 2016

SAFECOMP 2016, the 35th International Conference
on Computer Safety, Reliability and Security, was
held on September 20-23 in Trondheim, Norway.
SAFECOMP is the main annual event in Europe
covering the state-of-the-art, experience and new
trends in the areas of safety, security and reliability
of critical computer applications. It is further one of
the key events for dissemination in AMASS.

AMASS supported the organization of SASSUR 2016,
the Fifth International Workshop on Next Generation
of System Assurance Approaches for Safety-Critical
Systems, which was as a SAFECOMP 2016 workshop.
Twenty people attended the workshop, including
people from academia and from industry. Among the
AMASS partners, Alejandra Ruiz (TEC) and Jose Luis
de la Vara (UC3) participated in the workshop as co-
organisers, and Fredrik Warg (SPS) presented a
paper. Barbara Gallina (MDH) was one of the most
active attendees, getting engaged in many paper
discussions. The keynote speaker was Odd Ivar
Haugen, from the DNV GL unit called Marine
Cybernetics. He presented DNV’s vision for system
assurance and certification, which includes the use of
both prescriptive standards and goal-based ones, and
the introduction of digital twins in the maritime
domain. SASSUR papers were divided into two main
general areas: assurance approaches and tool
support. The AMASS “white paper” was presented at
SASSUR.

Stefano Tonetta (FBK) participated in the main
conference, the EWICS meeting, and the workshops.
He presented a paper related to another project
(CATSY). At the end of the conference, Stefano
presented a few slides on the next edition of
SAFECOMP to be held in Trento, which he will co-
organise with Erwin Schoitsch (AIT).

Barbara Gallina and Irfan Sljivo (MDH) attended and
contributed to SAFECOMP actively. They co-
authored two  papers. “Configuration-aware
contracts” was presented by Irfan at the ASSURE
2016 workshop, and “Towards Cloud-Based
Enactment of Safety-Related Processes” was
presented by Sami Alajrami (University of Newcastle)
at the main conference. In addition, Barbara was the
chair of the Safety Assurance session at SAFECOMP.
Finally, Barbara presented an overview of the AMASS
project at the EWICS meeting.

In summary, SAFECOMP 2016 was a great
opportunity for AMASS to disseminate the project
vision and some initial results. AMASS partners are
looking forward to SAFECOMP 2017 to repeat the
large and successful participation.

AMASS Presence at Events (selection)

OSS4MDE: 2nd International Workshop on Open
Source Software for Model Driven Engineering. October
3rd, 2016, Saint-Malo (France).

ARTEMIS Technology Conference 2016. October 4th-
6th, 2016, Madrid (Spain).

TRC World 2016. October 6th-7th, 2016, Madrid
(Spain).

ADCSS 2016: 10th Workshop on Avionics, Data, Control
and Software Systems. October 18th-20th, 2016,
Noordwijk (Netherlands).

FUSACOM: Functional Safety Community - Safety and
Security Analysis in the Automotive Domain. October
27th, 2016, and January 23rd, 2017, Graz (Austria).

PROFES 2016: 17th International Conference on
Product-Focused Software Process Improvement.
November 22nd-24th, 2016, Trondheim (Norway).

FISMA 2016 - Safety Panel. November 23rd, 2016,
Espoo (Finland).

ISSA 2016: International workshop on Interplay of
Security, Safety and System/Software Architecture.
November 28th, 2016, Copenhagen (Denmark).

MODELSWARD 2017: 5th International Conference on
Model-Driven Engineering and Software Development.
February 19th-21st, 2017, Porto (Portugal).

European Robotics Forum 2017. March 22nd-24th,
2017. Edinburgh (UK).

Safety meets Security 2017. March 9th, 2017,
Stuttgart-Ndrtingen (Germany).




Recent AMASS Publications (selection)

Gallina, B., Gomez-Martinez, E., Benac-Earle, C.:
Promoting MBA in the Rail Sector by Deriving
Process-related Evidence via MDSafeCer. Computer
Standards & Interfaces (accepted paper).

Juez Uriagereka, G., Lattarulo, R., Pérez Rastelli,J.,
Amparan Calonge, E., Ruiz Lopez, A., Espinoza, H.:
Fault Injection method for Safety and Controllability
Evaluation of Automated Driving. IEEE Intelligent
Vehicles Symposium (IV 2017) (accepted paper).

Bendik, J., Benes, N., Cernd, I., Barnat, J.: Tunable
Online MUS/MSS Enumeration. 36th International
Conference on Foundations of Software Technology
and Theoretical Computer Science (FSTTCS 2016).

Mendieta, R., de la Vara, J.L., Llorens, J., Alvarez-
Rodriguez, J.M.: Towards Effective SysML Model
Reuse. 5th International Conference on Model-Driven
Engineering and Software Development
(MODELSWARD 2017).

Schmittner, C., Ma, Z., Puschner, P.: Limitation and
Improvement of STPA-Sec for Safety and Security Co-
analysis. ERCIM/EWICS/ARTEMIS Workshop on
“Dependable Embedded and Cyber-physical Systems
and Systems-of-Systems” (DECSoS 2016).

Mazzini, S., Favaro, J., Puri, S., Baracchi, L.: CHESS: an
open source methodology and toolset for the
development of critical systems. Third Workshop on
Open Source Software for Model Driven Engineering
(OSS4MDE 2016).

A complete publication list is available on the AMASS
website: http://amass-ecsel.eu/content/publications

Public AMASS Deliverables (until March 2017;
selection)

D1.1 - Case studies description and business impact

D2.1 - Business cases and high-level requirements

D3.1 - Baseline and requirements for architecture-
driven

D3.4 - Prototype for architecture-driven assurance (a)

D4.1 - Baseline and requirements for multiconcern
assurance

D4.4 - Prototype for multiconcern assurance (a)

D5.1 - Baseline requirements for seamless
interoperability

D5.4 - Prototype for seamless interoperability (a)

D6.1 - Baseline and requirements for cross/intra-
domain reuse

D6.4 - Prototype for cross/intra-domain reuse (a)

D7.1 - External advisory board and industrial adoption
program roadmap

D7.3 - AMASS open source platform project proposal

D8.2 - Exploitation Plans and Initial Market
Megatrends Analysis (a)

D8.5 - Dissemination and Training Plan
D8.6 - Dissemination and Training Progress (a)
D8.9 - Standardization Survey

A complete deliverable list is available on the AMASS
website: http://amass-ecsel.eu/content/deliverables
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