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Executive Summary

This deliverable (D6-Design of the AMASS tools and methodscfoiss/intradomain reuse () is conceived

as anupdate3 of D6.2- Desgn of the AMASS tools and methods fooss/intradomain reuse (g[18], which
was delivered as a confidential documeii6.3 is the final and public outcome ®ask 6.2Conceptual
Approach for CrosBomain and IntreDomain Rese

This deliverablepresentsthe final design of the AMASS cross/intlamain reuse visignembracingthree
dimensions: process, product, and assurance csdso targets thdinal design othe strengthenedvision
for compliance management.

Thefinal design of both visionécross/intra domain and compliance managemea)braces functionalities
related to reuse assistance, semantizmsed mapping of standards, specification of families of
processes/products/assurance cases, and logmed automatic @ampliance checkingThe final design is
conceived as an extension of the AMASSerence Tool Architecture, initialpecified in D2.24], then in
D2.3[5], and firally in D2.46]. The design of both visions consiststw# finalspecification of the architectural
solution and of the identification of the extension the AMASS Common Assurance and Certification Meta
model (CACMYo support the Sientific TechnicalObjective (STO}egardingCross/IntraDomain ReuseSTO4,
and compliance management.

Reldions with D3.3[10], D4.3 [13], and D5.3 [16] are explained, whenever reugelated concerns involve
other work packages

The solutionspresented in this deliverable, will guide the implementation oftthied iteration of the AMASS
prototype, P2,in Task6.3 (Implementation for cross/intralomain reuse) for what regards the cross/intra
domain reusdeatures of the AMASS platforas well as its stretbened compliance management features

Finally, Task.8 (Methodological Guidancor cross/intradomain rewse) will build upon the results identified
in this deliverableto provide methodological guidance to the AMASS-asdrs for the application of the
cross/intradomain reuse solution

3 The sections modified with respeto D6.2 have been marked with (*), then the details about the differences and
modifications are provided in Appendix C: Document changes with respect to D6.2 (*)
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1. Introduction (*)

In the context of Cyber Physical Systems g e pace of assurance and certification will be determined by
the ability of both industry and certification/assessment authorities to overcome technical, regulatory, and
operational challenges. A key regulategfated challengésfaced when tryingd reuse CPS produaisalified

or certified forone application domain in anoth@ne. This challenge emergéscausdlifferent domainsare
constrained by different standards and the full assurance and certification process must be applieda=®if it
atotally new product, thus reducing the return on investmentlo reuse decisions. Similarly, reuseften
hindered even within the same domain, when trying to reuse CPS proftmienin use inone projectin
another, where assumptions change.g., &out the environment) andsometimes alsdhe criticality level.
The increased connectivity of GP&so catributes to hinderingtheir reuse. Securityininformed CPS
products developed for norconnected safetycritical systemsrequire new solutions foenabling cross
concern reuse when concespecific regulations are in place and conespecific threatsimpact CP& Q
dependability.

WP6 aims at addressinbese challenges related toross and intradomain reuseas well as crossoncern

reuse More spefically, this deliverabléD6.3 documents the work conducteid the scopeof Taskb.2, which
mainlyaddresses the design of the AMASS tools and methods related to: Goal 2 (G2), the corresponding projec
objective O3, and the proje&ientific andTechnical Objective STO4. G2, O3 and8Tare recalled here to

make the deliverable setfontained.

G2demonstrates a potentialeuseof assurance resultégrmerly eitherqualified or certified), leading to 40%
of cost reductions for component/product (re)cditiation/qualification activities.

O3 consolidates acrossdomain and intradomain assuranceeuse approach to improvehe mutual
recognition agreement of compliance approvals and to help assessing the return of investment of reuse
decisions.

STO4ocuses on Cross/Intrdomain Reusand isconstituted of three sulbbjectives:

1 Semanticsbased Standards EquivalencEhis sukobjective is expected to solve or at least reduce the
terminological and semantic inconsistencies, which are present across diffgophitation domains

and which hindean efficient reuse of assuranaatefacts?.

1 Mapping, Reuse Assistant (Cross/Intra DomgirThis sukbbjective is expected tcease the
understanding of the role played by each activity and artefact in the overall assuedfort.

9 Product/Process/Assuranc€asd.ine SpecificationThis subobjective is expected to ease variability
managementvithin interconnected families of products (product lines), processes (process lines), and
Assurance Cases (assurance case lines)

WP6Task6.2 contributes to the achievement of theseib-objectivesas follows:

1 Regarding semanticsbased Standards Equivalence MappindMASS extends the OPENCOSS
functionality for mapping between standardsy supportingontology-basedanalysis fothe creation
of the maps.

1 Regarding theReuse Assistant (Cross/Intra DomaiiAMASS suppastusersin evaluatingwhether
reuse of the assurance assetédasible (appropriatedr determiringwhat further analysis is required
to justify claims of compliancélhe Reuse Assistant will benefit frorthé compositional argument
approach which was developed by SafeCer and OPENCOSS to achielaracteriation of pre-
existing argument moduleis orderto meetthe intent of the applicable standards.

4 For sake of clarity, it is worth noting that in this documartifact and artefact co-exist. The AMAS&ocuments are
written in UK English (artefact). However, OMG specifications make use of US English and the OMG SACM specificati
contains the meteclassartifact.
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1 Regarding Product/Process/Assurance Casekine Specification AMASSdevelops asystematic
approachfor dealng with software/hardware variability management, but also with process and
assurance caseelated variability. The AMASS projémtuseson extending and integratindne current
methods (developed within SafeCem order to manage, for instance, the ripple effe¢i®., the
impact)on processes as well as assurance cases, as results of changes in product requirements.

In addition, WPéTask6.2 is responsible fofurther developinghe Compliancemanagement building blogck
which was delivered as part of the AMASS first prototype, called @gparticular, the expected development
within T6.2 consists of elaborating solutions for enabling autonaticessbased argurantation generation
ontology-based compliance management, acmimpliance checking.

Based on theproposed solutionsa way forwardenabling theémplementation ofthe AMASS visions regarding
compliance management amguse isgiven

The rest of the delerable isorganizedas follows

1 Chapter2 givesa recap concerning industrial needs with respect to STOA4.

9 Chapter3 givesthe AMASS vision regarding cross/intra domreuse.

9 Chapter4+6 presentthe conceptual solutionthe design solution and the way forward for the

implementation slution regarding the AMASS vision for cross/intra domain reuse

Chapter7 providesthe AMASS extendedsion regarding compliance management.

Chaptes 8+11 developsuch vision by presenting solutions at conceptual, desigd implementation

levels, focusing on sersautomatic compliance checking

i Chaptes 12+13 further develop such vision by presenting @wbns at conceptual, desigrand
implementation leved, focusing orontology-basedsolutions

9 Chapterl4 proposes a set ofmetrics aimed at measurinthe advantage which could begained
throughadoption/application ofthe proposed solution for cross/intra domain reuse

1 Finally, Chaptet5draws some conclusions.

= =
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2. Recap concerning industrial needs with respect to STH4

AMASS&xpected results will be benchmarked by ele@aseSudies:

1 CSi(Indudrial Automatior) Industrial and Automation Control Systems;
CS2(Automotive)Advanced driver assistance function with electric vehiclesdtem;
CS3(Automotive) Collaborative automated fleet of vehicles;

CS4(Spacé Design and safety assessment ofmard software applications;

CS5(Railway) Platform Screen Doors Controller;

CS6(Railways) Automatic Train Control & Interlocking Formal Verification

CS7(Avionics& Automotive Safety assessment of muftiodal interactions in cockpits;

CS8(Automotive) Telematics function

CS9: (AiTraffic ManagementSafetyCritical SW.ife-cycle of a Monitoring Systefar Navigational Aid

(NavAig;

1 CS10: $pacg Certification basis to boost the usage Miltiprocessor Systeron-Chip (MPSo(Q
architectures

1 CS11(Spacé Design and efficiency assessment of mdabded Attitude and Orbit Control software
development

= =4 =4 =4 -4 -4 -8 4

All case studies except C&Yd CSare singledomaincentred Thus, theimaininterest is intra domain reuse.
CS7focuses on avionichpwever itpresents scen@os relatednot onlyto intra domain reuse but also scenarios
related to the exploration of crosdgomain reuse with focusroreuse ofprocessrelated informationfrom
automotiveto avionicsregarding hardware COTSimilarly, CS2 focuses ont@amotive, however it presents
also one scenario related to the exploration of crolegnain reuse with focus on reuse of produetated
information from avionics to automotivelhis scenario however is not expected to be developed in detail. It
isonly expected to be a very preliminafgarning experience.

As it wagnitially elicited in D1.11] and then refineddue to changes within the consortignthe abovelisted
elevencase stdiesfocus on the different dimensions of ree. Table 1Isummarize the industrial needs with
respect to STO4.

Table 1.Summary of STO#lated Use Cases [D1.1], where y stands for low priority, Y stands for high priority and N/A
stands for Not Applicable (in the context of AMASS)

STO4 Intra Domain Reusegg CS1 | CS2| CS3 | CS4 | CS5| CS6| CS7| CS8| CS9| CS10| Csi1
Product Y Y Y N/A | N/A| Y N/A |y Y Y
Process y y Y N/A | N/A| Y y y y N/A Y
Assurance Case (Product) Y Y Y N/A | NJA| Y Y | NA y Y Y
Assurance Case (Process] vy y Y N/A | NJA| Y | NA y y N/A Y

FromTable 1it emerges thahine CSs are related to STO4. Their speadmdswith respect to the different
dimensionsarerecalled in the following subsections.

2.1 Industrial needs vith respect to procesgngneering

Thissubsection recalls the industrial needih respect to process engineeringore specifically tie folowing
bulleted list recalls the specific needs stemming from fillowing AMASS &se Studies &), astaken from
former comprehensive lis
1 CS1Given the interestin product reuse and in compliance management, indigatthterest in reuse
of processrelated information emerges.

i CS3Reuse or enhancement of current safety methods (HARA) for other concras asyber
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security(TARA).
1 CS6: Reuse of compliance managensetefacts, e.g. safety plans.
1 CS8Methodology for handling interplay between concerns and/ouse between concerns for mudti

concern assurance and assessment for multiple standards.
1 CS11: Reuse of procdsased engiaering and assurancatefacts.

In D6.1[17], the reuse scenarios related to the procelisiension were identifiedThey are briefly recalled
here:

1. Regulatory jurisdiction Critical systems may operate in places where diffejarsdictions apply, for
example a plane landing in different countries. In this case, different jurisdictions apply to the same
product/component andthe certification artefacts generated for one jurisdiction can be used in
order to achieve compliance ith other jurisdiction(s) When components are expected to be used in
different countries, the different jurisdictions of each country shall be taken into account during the
component design.

2. Communities of practiceReuse of the methodologies and pracigelated to one or more activities
mentioned in a standard and shared between different communities with the same objectives.

Based on D1.]1], none of theCS focuses on regulatory jurisdiction¥he main focus ien communties of
practice.Despite the absence of a specific CS focusing on regulatory jurisdictions, a brainstossiogveas
held, during a meetingto identify cases where regulatory jurisdictemay play a decisive rol8uch aession
was held in order tahallenge our design solutiommd make them robust in case of additive or conflicting
requirements stemming from different jurisdiction§pecifically discussed waa hypothetic casef a Bi
Standards ERTM&uropean Rail Traffic Management Sysy@nM (Transmission VoiMachine Englis:
track-to-train transmission, whiclis a form of ircab signallingon-board system that crossdaench/Swiss
border. In thiscase, depending on the country, the-board system is running two conflictingehaviours
presaibed for the same systerand appropriate context switching has to be guaranteed

TheSwiss national requiremeniOFT (Office Fédéral des Transports:TSHHLOC&PAR2[113] is in conflct

with the French ntional requirement- EPSF (Etablissement Public de Sécurité Ferroviaire): SAMZPD6

To reduce time and cost while spotting inconsistencies, new means are needed. More specifically, specificatior
means connecting requirements stemming from standards and architectural requiremargsessentialFor
instance, the solution presented in ChapfeB.5is expected to serve this purpose, where constraints can be
specified to limit he inclusion/exclusion of functionalities depending on specific choices (e.g., contextual
choices related to jurisdictions).

Essential might also be automatic compliance checking methods able to identify contradanibissipport
standardization bodies teolve the issues at the sourdeor instance, the solution presented in Chapris
expected to serve this purpose.

2.2 Industrial needs with respect to product engineering

This subsection recalls the industrial neeadth respect to product engineering. More specifically, the
following bulleted list recalls the specific needs stemming fromfti®wing AMASS Case Studies (CSs), as
taken from former comprehensivést:
1 CS1Reusdn the case oproduct upgrades and product fangs
1 CS2Reuse obelfassessmenartefacts whenundergang partial changes, be # variantof a product
family orachange of components due to new suppliers.
CS6: Reuse of product evidence such as formal proofs.
CS7Reuse of the existingrtefacts (Auomated safety assessment results, formal verification results)
within aerospace domain.
i CS8: Reuse of e.g. analysis and verification results betdd#f=ment concerns(e. g., safety and
security)in a multtconcern assurance case.

)l
)l
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1

CS1@s well as CSiReuse of preualified components, or components that have been certified in a
previous space mission.

In D6.1[17], the reuse scenarios related to the product were identified. In this subsedtiey are briefly
recalled:

1.

2.3

(Same project) Upgrade new feature A component associated with a particular hardware and/or
software will include new features that the previous component did not haleere isa basic
component that will include a new featureiits next version.

(Sameproject) Upgrade; Enhance performanceA component associated with a particular hardware
and/or software will be modified as part of its maintenance and will keep the same functionalities as
the previous version but with enhanced performance.

Similar prgect: A component is reused and integrated into a new system with the same context and
domain as previously used. The functionalities needed in both projects are the same and so the
componentcan be straightforwardlyeused.

Similar Project- Product Lines A software product line is a set of softwdrgensive systems that
share a common, managed set of features satisfying the specific needs of a particular market segment
or mission and are developed from a common set of assets in a prescribed way.

Different project - same domain A component developed for a specific project in a certain domain is
reused in another project with a different cont&tbut in the same domain. The operational
environments and/or systems in which the component is integrated trtighdifferent.

Different project- different domain: Generalpurpose components(e.g., operatig systemg may be

reused not only in projects from the same domain but also in projects from different domains.
(C)OTSIn this case, the reuse is of a compghé RS&EONA O SR | &hefi K652 Y& & ND
components are usually genefalirpose ones that can apply to different domains and purposes. OTS
(withoutleadingd / 2 YY SNIA | f ére ihstbad ildveopdi § Novise and may or may not cross
the orignal domain.

In the scientific literature, COF8f software)are identified as Software of Unknown Pedigree (SOUP)
whenit is not proven (documented) thaheir development has followed the best practices mandated

by the applicabledomain standardsComlLlJ2 y Sy ia ¢AGK | GLISRAINBSE |
compliant SEooC (Safety Elements out of Confefi)

Industrial needs with respect to assurance case engineering

Thissubsection recalls the industrial needgth respect b assurance case engineering. More specifically, the
following bulleted list recalls the specific needs stemming ftbmfollowing AMASS Case Studies (CSs), as
taken from former comprehensive list

T
T
T

T

CS6Reuse of ssurance caséstructure.
CS7Reuse oflte existingartefacts (Safety assessment argumentation methods).

CS9Automatic generation of reports, checklists and evidences to support the certification. Automatic
check to verify that all the objectivestated in the standardfiave been satisfied.

CS11Systematic reusaf productbased assurancartefacts.

In D6.1[17], the reuse scenarios related to the assurance case were identified. In what follows, they are briefly
recalled:

S Note that the different contexts in which a differently configured componisntieployed could to some extent be
addressed via product line techniques. The set of differently configured components may also be interpreted as a product
line and thus product line best practices can be used.

6 Note that a COTS could be addressed véapct line best practices since a COTS could to some extent be seen as a set
of components with different configuration parameters.
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1. Argumentationg Patterns Assurance caspatterns are considered as one of the main approaches for
managing reuse of assurance. An assurance case pattern provides a means of explicitly and clearl
documenting the structure of common reasoning as found in assurance cases, and it promotes the
reuse of best practices for assurance

2. Argumentation¢ Modules Assurance case modules are parts of an overall assurance case containing
part of an argument and relevant citations of evidence.
For instance, when contributing to an argument aimed at showioggss compliance, an assurance
case module may correspond to an interrelated set of assurance activities, scope of responsibilities of
a particular engineeringrganisation or welldefined subsystem or equipment used within the overall
CPS platform

Giwen the elicited needs, within D2[B], highlevel requirements where specified aimed at addressing such
needs.Table 2recalls such requirement®ote that in the fdlowing chapters, at the end of each designed
solution,sometables detailing the covered requirements artbir descriptions are presented

Table 2.Summary of STOlated highlevel requirements and related CSs

Requirement(as it was formulated in D2.13]) Case StudyCS)
Intra-Domain, Intra standard, Reuse Assistance CS1, CS9
Intra-Domain, Cross version, Reuse Assistance Cs1

Reusable off the shelf components CSs1, Cs11

Intra-Domain, htra standard, Different Stakeholders, Reuse/Integration | CS2, CS11, CS10
STO4 Assistance

Intra Domain | The AMASS tools must support variability management at process level | CS3, CS7, CSTIS8
Reuse The AMASS tools must support variability management at product level | CS1, CSZS11
The AMASS tools must support variability management at assurance Csi11

case level
Semiautomatic generation of product arguments CS6, CS1Ts3
Semiautomatic generation of process arguments CS6CS9
Requirement(as it was formulated in D2.[3]) Case StudyCS)
CrossDomain Reuse Assistance CS7,CS2

Cro;ssTlg:mair' The AMASS tools must support variability management at process level | CS7

SEES | The AMASS tools must support variability managena¢ product level Cs2

Semanticsdbased mapping of standards Cs7
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3. AMASS vision for cross/intra domain reuse

The vision of AMASS for cross/intra domain reuse is exemplifieyimel, which is composed of theesub
figures(a, b, and c)The suHigures are verticallplaced and depiatespectively the semantidsased standards
mapping, the reuse assistgnand the specification of families of processes/products/assurance .cases
Coherently with the engioned way forward, which was sketched in D§1I7], this vision integrates and
extendsthe results achieved by OPENCOSS and SafeCer projastsisiorincorporates and crostertilizes
dfrom-scratck  NB dzaA S 0 NB dza Sed/enalfetl Bokh cdnéurreyitly éngingdérédyassets, part of the
same family)and notfrom-scratch reuse(reuse, which, instead, is planned/enabled from concurrently
engineered assets, part of the same family)

More specifically, o thetop of Figurel (subfigure (a))from-scratchreuse is in focus. In particulagmantics
based automatic identification of commonalitissproposed as a solution to identify reuse possibilities from
scratch This solution builds on foof initial exploratios, conducted in the framework of SafeCandin this
documentempowered by considering recent advances in the semantic web and in tools interoper&aitity
sake of clarity, it should be noted that subfigure (a) is taken ff@rhand wasthe underlying approacthat
wasalready extensivelyecalledin D5.1[14].

Once commonalities are identified,aheuse assistanfsubfigure (b))is expected to exploit therin orderto
perform amore powerfulcompliance gap analysis.

Moving onto the bottom of the Figure (subfigure (¢)pystematic reuse is in focus. In this case, reuse is not
expected to be done from scratch or-hdc. Gathered experience is here systematized. Gathexpdréence

is expected to be derived from the left side of the figuBgstematization is conducted by properly engineering
the domain and then by deriving desired processes/products/assurance cases via valid configboatsake

of clarity, it should benoted that subfigure (a) is taken frof86] and was alreadyncluded andextensively
explained in D6.117].
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4. Conceptal solution

This chapter addresses the conceptual solutfon intra and crosslomain reuse.To realise the vision
presented in Chaptes, first of allit is necessary to identify which candidate reusadlementsshould be
targeted and at which granularity. As it wasalledin Chapter2, various reuse scenarios are of interest in the
context ofthe AMASS Use Caselhese scenarios embrace three coarse graimegdroelements: process,
product and a@surance case.

However, the monolithic reuse of these coarggainedmacroelements is not feasible. The internal structure
of theseelements needto be revealed in order to identifjnore fine-grained reusablenicro elements.Once
the macro and micro eleents are conceptually identifiedhe intended AMASSconceptualand design
solutions aimed at targeting reuse of specific elements or structyaee proposed

4.1 Processrelated reuse

This section explafithe canceptsand conceptuasolutionsthat are ne@led toimplementthe cross and intra
domainreuserelated functionalities (Prototype Pdnd P2, when processelated information is in focus

4.1.1 Procesgelated macro and micrqreusable) elements(*)

Toenable reuse of procesglated information, first ofall macro and micro reusable elementged to be
identified. Typically, a basic process structure is constituted of: a unit of wWarket ofyole(s), (a set ofwork
product(s), (a set ofjool(s),and (a set of)guidelings)

1 Unit of work indicateswhat should be done.
1 Roleindicateswho is responsible for the execution of the work

1 Work productindicatesthe documents, more generalfrtefacts, whichare expected to be produced
during the execution of the work or used as input information to be &dkexecute the work

9 Tool indicatesthe application that should be used to automé&apportthe execution of the work.

1 Guideline indicates specific guidance, methods aruinciplesthat should be followed during the
execution of the work.

All these contuting elements can be considered as reusable micro elements. The ajvome basic process
structure can be used to create more complex process structures: by chainingrdndnestingWhen an
entire basic structure or a more complex process structae be reused, we am@readyaddressingeusable
macro elements, calledrocess patterns

Note that the above listed concepts are part of the most widely used languages for procesdimgottel
process engineeringelatedliterature, various referenchfe-cycle modelfiave been proposed for developing
systems(e.g., waterfall, Mnodel, etc.) In the context of safetgritical CPSs, the-Model is the one that is
frequently suggested within.g. automotivestandards.

Note that in the context of certifation/self assessmerit is fundamental to be able to model processes that
represent plangas safety plansys well as processes that represent the actual execution of the gilahSO
HCHCHIX tFNI HXZ [/t dzaS p dThekeymandgeneht fasksiaielto/plus Eoordinate A &
and track the activities related to functional safetgp ¢ KS NBadzZ G 2F LX FyyAy3 |
coordination and tracking is the model of the executed plan (where the deviations are also highlighted)

More specifically, in 1ISO 26262, Part 2, Clause 5.4.2.2, it is also statetidhafgnization shall institute,
execute and maintain organizatieapecific rules and processtscomply with the requirements of ISO 26262.

Moreover, these modelé&he madel of the plan and the model of the executi@tould betailored according
to the criticality level of the system under developmext well as according to the recommettisafety,
performance, protection or securitevel Thus,theselevels represenadditional conceptghat need to be
modeledto support the tailoringln addition, since different domains have different notions for these levels,
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ways to compare them, when possible, should also be considered.

Given this tailoring possibility, it becomelgear that a single process model does not fit all development needs.
One size does not fit all. An entire family of procegpescess linejs embracedThus, additional concepts are
needed to enable the systematization of reusable process elements leetfenily members. Such concepts
are:
1 Procesgelated commonalityindicating the process elements that do not vary and that characterize
the family of processes.

1 Procesgelated variability indicating the process elements that vary and that charactetize
individuals within a family of processes.
1 Processrelated variation pointindicating points of variation where a process elemenymepresent:
0 Procesgelated optiors
0 Procesgelated alternatives

Families of ppcesses in the context of safetyitical systems engineeringre called:

9 Safetyoriented Process Line (SoP&3], when familiesare characterized by the processes derived
from safetyrelated standards

1 Securityinformed Safetyoriented Process LingSiSoPLB2], when familiesare characterized by the

processes derived from safetglated and securityelated standards, more generally, from multi
concern standards.

The abovdisted and discussed processlated macro and micro elements can be easily identified within the
current certification frameworks. It is however well known that there are ongoing initiativesie.the US,
promoted byFederal Aviation Administration (FA/As well as in Europe, ddeped withinthe RESSAC (Re
Engineering and Streamlining the Standards for Avionics Certification) pajeetd at streamliing avionics
certification.

From what has been published so fa63], the goal of these initiativeis to move back to fundamentals and
identify a set of overarching properties. These identified properties are:

1. Intent¢ The defined intended behavior is correct and complete with respect to the desired behaviour.

2. Correctness; The implementation is cormt with respect to its defined intended behavior, under
foreseeable operating conditions.

3. Acceptabilityg Any part of the implementation that is not required by the defined intended behavior
has no unacceptable safety impact.

Given these propertiesvhidh in turn are given at conceptual level and applicable at system/subsystath
the certification process to show them becomes less time consuming. However, also within this new approach,
a planning phase is defined and processes need to be dedingthe executed

More specifically, the requirements for processes that have been elaborated and documented in the initial
published results are:

Identifies the aim of the process.

Identifies the type of evidence to be produced.

Defines the means of perforngrthe process.

Defines any limitations.

Identifies the environment to be used for the process.

Requires the identification of the afiacts used in the process be recorded.

Requires the identification of any additional efdcts used for supporting the ptesses be recorded.
Defines any additional constraints that should be satisfied to perform the process.

= =4 =4 =4 =4 -4 -8 -9

Thus, the AMASS approach, conceived within this chapter and designed in the next one, remains valid.
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4.1.2 Summary of previously conceiveahd validated conceptual solutions

DeliverableD2.2[4], as well as its latest update DZ8], contains the documentation related to thgesign
solutions for themanagemen2 ¥ LINR OSaa | y R & incuglingmapping Betwegh Prachiseds ( A 2
and standardsTo model processes representing plans WA (Unified Method Architecture) metanodel

based solution waproposed.It should be recalled, for sake of clarity, that UMA was initially introduced as an
evolutionof the OMGObject Management Grou@a { t [16]spedimation and then it further evolved

G2 2FFSNI I OSNIFAY OZUABdMecHcditior F GKS haDQad {t9aHdn

Figure2 recalls the UMAbased solution that integrates the concepts presented iatiSa 4.1.1 In Figure2,
the metaclassegepresenting roles, worlproducts, units of work (e.g., tasks), as well as process patterns,
called in UMA as Capability patterrtan be easily recognized

|EQ Descril bab!’ef!’emem| EQ ProcessElement | EQ real Element
= shapeicon : Uri = prefix : String
= nodeicon : Uri 1 T isPlanned : Boolean = true [eth-presentedaiter

T hasMultipleOccurrences : Boolean = false

T isOptional : Boolean = false

{0..1] presentedBefore
| | T il
| Q ‘WorkQrder | ‘ @ WorkBreakdownElement | Q TeamProfile ‘ E Descriptor [0..*] breakdownElements
T linkType : WorkOrderType = finishToStart T isRepeatable : Boolean = false T isSynchronizedWithSource : Boolean = true
7 isOngoing : Boolean = false
7 isEventDriven : Boolean = false
3 G
‘ T [0.*] linkToPredecessor I T [1.1] superTea 1« ‘suhTeam
m‘.u pred J 0.1 teLJ_u_E,j;les |
‘ B activity | ‘ E Milestone | ‘ [l TaskDescriptor E| RoleDescriptor H WorkProductDescriptor iverableParts
[0, |assistedBy = a:t!v'\tyEnt\yState + String 0 impacts
> = activityExitState : String
[0..*] performedPrimarilyBy
0.4 addit\omﬁl’elfmmedw 10..*] impactedBy
3
[ [ [ 0. ymodifies
N [0,*] outpdt: leFar
| E meration | | B Phase | | % Process 0. ophonallAput
0T mandatorynput
0] EREermalipuT
[0.*] requiredResult:
[L.1] superActivities
[0. inclpdesPatterns
‘ Q DeliveryProcess | ‘ E CapabilityPattern

Figure2. UMA-based solution partly supporting process reuse

To modelthe processes representing executed processes, a refactoring of(@@hmon Certification
Language) result of OPENCOS8as proposed andlevelopedwithin WP5. From the validation phase,
documented in D& [5], it emerged that the modelling of the micro/macreusableelements is satisfactory.

UMA however does not offer a flexible and powerful support for commonality and variahiitkelling

4.2 Productrelated reuse

This sectiodirst provides a recap regardirtge challenges and needs associated to product reaisd thenit
explains theconceptsand conceptual solutions that are needed to implement the cross and intra domain
reuserelated functionalities (Prototype Pdnd P2, when productrelated information $ in focus.

4.2.1 Recapon challenges related to product reuse

4.2.1.1 Out of context/In-context

Product related reuse strives for building a component once angeeit in different applicationsr products
Since the scope of reuse is sometimes difficult to defive speak in general of reusable assetswdren it
comes to modebased design, of (model) elements. The elements megyesentwhole subsystems,e.,
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compositecomponents (HW, SW, both), or just parts of théarg atomic components or components with
lowered functionalities) for example a SW component with only a subset of its functicaglbilities
Together with these design model elements a set of accompanying documentation is exchanged and reused
e.g.(safety/security) requirements or certain garof safety analysis such as FMEB&ilure Modes, Effects

and Diagnostic Analy3isr FTAFault Tree Analysif)at analysethe failurebehaviourand put it in relation to

a (sub)system context.

In order to reuse a componenwhichhas been designedgdeloped, andainalysedwith respect to functional
safety, an elaborationon these (system)context dependenciesf the componentitself is required These
dependencies can be seeniaserfaces and need to be taken into account to define a clear safetytremt
which is then reflected in the safety analyses. For example, component failure modes neeé-widieedand
their effecsand causes can be assessed with various analyses skbthEd3or FTA.

The dependencies of a component are médld and exst on various levels regarding the development
process and the product context, for example:

1 A hardware component has electrical and physical interfaces to the circuit it is integrated in

1 Software components have multiple interfaces to other SW compaefut also tothe
implementation platform (e.g. middleware, operating system, HW dependencies for memory and
interrupts, etc.)

1 Components consisting of hardware and software might have configuration options to work in various
environments. Examples ince microcontrollers with fixed HW interfaces but configurable
software/firmware/libraries, FPGAField Programmable Gate Arrayjsat can be adapted almost
freely to new contexts, complete EGBIectronic Control Unig)that support configurable software
and patching, etc.

9 Physical stress (vibrations, mounting) as well as thermal energydtomanted electrical interferences
or EMC disturbancdsetween componentgand/or the physical/electricaénvironmentare additional
interfaces thatmightbe consideredvith respect to safety

9 The configuration on how a component is-jtesed is of importance for putting it into a new context,
e.g. which safety mechanisms are activated for.use

Allocated requirementsg especially for safety and securityare the most imprtant interface/dependency of

the component model that needs to be considered since they define the performance and characteristics of a
component. These design leyalso known asnodel information provides also the connection to the safety,
security,andsimulation analyses.
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Figure3. From out of context to ircontext: the challenge of component reuse

Based on these considerations, reusing a model of a component requires also to reuse the associated analys
artefacts suclasFMEDAFTA, Requirements, and others. Thasalysis modelmustbe taken into the reuse
context and they need to be adapteas shown irFigure3. A component has all the interfaces/dependencies
described abovdghere depicted using the typical UML notatipmyhich must be adapted to the target
application context. The figure shows for example a component model expressed in the SysML modelling
language and its related model information such as used librariesjoniprofile with stress parameterske
temperature, lifetime specification, maintenance, etelevant for failure rate determination, potential failure
causes and effects from/to connected components, and so on.réhsablecomponent can be seen as a
GY2RdzZ S¢ SKAOK 02YSa a | Y2RStf 6AdSd (KS O2YLRY
(e.g. configuration options, builh safety mechanisms, safety requirements, etc.) which can be seen as meta
data about the component itself. Wesa the termmodulebecause ofack of a better wording for this set of
related data. However, most of this data has to be processed by analysis (manual, automated) during the
integration of the component into the reuse context.

At the modelling level of aomponent, a formalization of the safety characteristics is required to enable reuse.
One formalization approachonsistsof the safety contracts described in D3q], D3.2[9], and D3.310]
deliverablesof AMASS. Besidéhe compatibility that can be expressed there for runtime verification of safety
properties, the fault model is a design level model extension that is required to perform reliable and consistent
analyss for a reused component. One aspect hisrne possiblefailure modesf a component and theafety
mechanismavhich are builtinto the component or assumed from the context.iFhualitative information
together withthe failure rate anduseassumptiams, is oftenaminimal set of required information for validating

how a component is affecting the context it is embedded iRigue 4 shows some more details about these
implied interfaces of a component:
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Figue 4. From out of context to ircontext: focus on the interfaces

For example, a microcontroller that is reused might have baeslysedand its failure characteristiamight

have beerassessed as a Safety Element out of Con®&boC) or in a predecessor project contdxtINR @ S y°
in-dza $a@me domain or different application domain). The analysis results can be represented as an extension
to the component models interface, failure properties depicted in red, safety mechanism aadumes in

yellow and green. When reusing such an assessed componenisadlafetyrelated information hato be
adapted (i.e. connected) to the new context. This step has to be supported by the modeltiakilitiesand

the tools in an (semjautomatedmanner.

The situation gets even more important when taking a deeper &igkuse and integration chaine.g. for a

Tier 1 in the automotive domain. While the Tier 1 is an integrator for a set of hardware components developing
its own software, a lot othe hardware components are reused and the demand is there to reuse and adapt
the safety analyses of these components. The semiconductor companies supplying the HW parts are alsc
integrators of a number of (reusable) IP design information. Therefarese is challenged along this
integration hierarchy to have a consistent set of anedyfor the final safety cas&igure5 shows an example

of an FMEDAierarchyfor this example case:
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Figure5. FMEDAierarchywithin the automotive domain

Each analysis level takes input data that comes ideally with the component model which is reused. An IP
provider might deliver a set of FMEDA (or at least failure modes/failure camsdgsi} to the seniconductor
manufacturer,who in turn aggregates the chip level information for use in the Tier 1 context. While the first
two analygs at IP and semiconductor level might have incomplete information from the system context, the
Tier 1 might be able to conhgte the analysis, taking into consideration all the various configuration options

and environmental constrainis

4.2.1.2 Common components

The usage of common componsmepresensa challenge. For example, there are several different function
implementatiors from different vendors, and they are reused franopen-source library

Vendor Vendor

A /C/‘ Common component 1

Vendor
B

Common component 2

Figure6. / 2y OSLJidzt f 2@SNBASgE 2F O02YY2y O2YLRySyGa 7

1 Common component fulhternalaccess of the source code (total openness)

1 Common component developed by thixplarty (closed)
1 Common component developed as opsource (shared development)
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In case of development, where total control of both products and praeeesiss, total openness of the
evolution of the product and its quajitcontrol process is fully manageable. In case of thady involvement,

the component is more or less a blaotixin this sense. The third case is relevant where the pro@unternal
design is visible (souramde etc.) but the process and stegy d the development is under controf athird-

party.

If there is full acces® both the developmenprocessandits result, it is possible to address safety assurance
according to classic methods and tools. Using the AMASS platforntherajocus on loweing theneeded

effort and improving the quality of the assessment work. Even though there is full visibility in the development,
alarge system project may have separated teams and software components. This may imply that the size of
the project will genesite a more complex situation similar to the casé external ownerships of the
component.

4.2.1.3 Safety Security Analyses Reusegether with component reuse

The euseof the model of a component demands the reuse of the associated analysis artefacts. Astlomg as
component model introduces produceuse aspects (configuration options, environmental constraints, etc.),
the analysis artefacts should alsdroducebuilt-in features to fit in.To some extent and for certain domains,
the coupling betveen safety andsecurity is nowadays better understoodror instance, e European
standardsED202A[101]and EDR3[103] provide guidelines and methodological support to integrate security
and safetyin the devdéopment cycle of aeronautics systemadustry and academy recognize thatjoint
analysigs required toimprove product confidenceThis is particularly true for systems that were originally
designed and deployed to operate locallyd mainlyonly consicering safety aspect$:or instancein the case

of Industrial Control System#C$, security hagprogressivelypbecome a concern as long as ICS connectivity
increasedand new threats emergedn addition, the evolution in systems engineersigpws thatin the past,
safety and security analyses had been proposed anduttedindependentlyand the need for a joint safety
security analysis is relatively receSeveral efforthave beeralreadyconductedand implementedo address

this concern e.g.,IEC 8069 for industrial ppcess automationfl04]. Other similar initiativedike 1SO 26262
Edition 2FDIS for the automotive domain, are currently in prograsd their results are expected to be
releasedsoon. In this contexthe identification of commonalities and variabilities between safety and security
concepts and methods is an important work to achidwe joint consideration okafety-securityaspects from
early stages of the design proce3® rendethis consistentthe following aspectsre considered

1 Regulation: the government policies, international or domestic standardstechnical
recommendations, requirements, etcissued to ensure or improve safety, security amdore
recently, safetysecurity.

1 Methodologies:the works performedby industry and academito propose methods to caguct
safety, security andafety-security analyses.

1 Knowledgebases the definition and evolution of knowledge bases that contain the concepts,
categories, types, patterns, etcuseful to pecialize safety and sedty aspects for instance,
according to the product domain or for credemain use.

1 Frameworks and tool suppothe development of languages, frameworks and tools to support and
automate as much as possibleetlanalysis methodslool development isiso concerned withthe
integration of knowledge bases. To ensw@amlesgproduct reusefrom design a certain level of
tools/frameworksinteroperability needs to be achieved.

The following items describe relevant variability aspectbe considered when targeting reusable elements
amenable for seurity and safety analyses

1 Analysis criteriathe typical safety criteria are related to product reliability, failure rate, and
robustness against natural or accidental use and failures.tiipical security criteria are related to
product/system/datdexchangesintegrity, availability, confidentiality, authenticity, freshness, non
repudiation, controlled accesand privacy, within a hostile environmentintentionally exploiting
vulnerabiliies by attacks
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1 Analysis goalsThe safety and security goals are settled to ensupct/systemtrustworthiness
with respect tothe associated criteria. The goals accomplishment depends upon the efficacy to elicit
appropriate requirements antheir dependencies. In the context of AMA®Sointanalyss driven by
safety is proposed. It means thatsecurity criterion is introduced as long as an impact on safety is
identified. Thus, he security crited havingnegligibleor no effect on safety are lefout. The initial
security criteria that likely impact safetin case ohon-authorizedaccessare:

0 Integrity
o Availability
o Confidentiality

9 Product context in a safety analysighe contextis often fully mapped into the component/system
model hazardousevents, failure conditions and propagations, component reliability, etc.). The
mapping finallyyieldsclassicabutputs likeFailureMode, Hfects and(Qriticality) AnalysisFME(C)A
tables FTA diagrams, et@he context in a security analysis is hostitdependent, and smart. An
attacker model isndependentfrom the safety analysjandit ismodelledrelying onseveral structures
like Attack Trees, AttacRefenceTrees, Threat Scenarios, Misuse Scenasind,severity of impact
and efforts required foa successful attacktc.

9 Evaluation metricsthe risk is a metric used to evaluate batkcurity andsafety, but different for
safety and security context (IEC 61508 vs. IEC 62%U8)risisecurity)is measuredn terms ofthe
likelihood of failurefattacks occurrence(which is not necessarilya probabilisticvalue in the
mathematical sensegnd the severity ofonsequences (which is sometimes not knovimyafety the
riskis defined as combination of the probability of occurrence of harm (caugedfailure, therefore
the SIL are probabilistic terms) and severity of that hft@b]. In security, several metrics have been
proposed and sed to evaluateisks.Indeed,whereas severitys commonly accepted angsed to
evalate attacks impact, several qualitative and quantitative mettiase been proposetb evaluate
attackslikelihood. As for qualitative metrics, we can mentibe resourcesskillsand complexity for
attackpreparation andaccomplishmentAs for quantitéive metrics, here exist some efforts to reuse
probability distributiors so asto determine attack probability, e.g.,[106], [107]. Even if some
standards like IEC 6244309] introduce principles for quantitative risk assessmetfite existing
security methods still lack of quantitative metrics to adequately evaluate aspects like attacks difficulty,
probability of attack actionglaths, and realistic times for attack ocpence and consequences,
which may not be only physical harm, but indirect operationahihdoss of propertyetc. In addition,
the evaluation of countermeasures efficacy is conducted against an attacker model. The definition
and implementation ofan attacker model should consideattacker categories, motivations,
resources, capabilities to search angkmit vulnerabilities, andrariability. Building such modedften
demands the integration of several methods, framewgeksd techniques.

4.2.1.4 Verification phases of theife-cycle maintenancef SEoo@*)

In the context of ISO 26262erification of safety critical part§focus on software elements out of context
(SEooC)onstitutes an importanpart of the product development project efforBuch effort is gpected to
increase in the case of safetyitical parts that can be affected by secusilated aspectsCrossconcern reuse
of verification results represents a challenge.

With the rapid growth of software in CR$here is a need to automate the vedfition of softwareas well as
enable reuse of verification result3he traditionalmodelbasedsystem engineering (MBSH)ethodsand
more specifically the availableodelbasedverification methodsio not seem to be adequate enable(cross
concern reuse.

Thechallenge®f software SEoofor high furctional safetyand cybersecuritydystems argelated ta

1 The maintenance and regressions teslse to the neededefforts to keep the modelling in
synadronizationwith the software.This effort is neededhimany development projectsyhere no
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tight automatic connectiongxist betweerthe system model and the code (i.e., no code generator is
implemented)

1 The dvergence in sychronization between the system models and the codaemw automatially
generaked mde is patched

1 The est re-execuion, which might be needetb fulfil ISO 26262 requirement® guarantee the
expected code coverage

1 Theinsufficiency ofMBSE wh manual inspections of models, whdmghlevel safety integrityis
expected

1 To providethe inputs for software verification there needs to be exhaustest drivers as theSEooC
may have many different inputs in the differecdntexts

1 The reuse of the component requires that the components have been exhdystigsfiedfor all
possiblecombinations of input

Sftware testing generally consumes between 30 and 60 perfkt@] of the overall developmentherefore
it is of vital importance to address the testing aspect when developing the methods and toals-tse in
CPS

In the waterfall development cyclas referredn both 18026262 and IE61508 there is a large emphasis on
the right(ascending}ide of the Wmodelin saidwaterfall development model.

WP6 is addressing the methods and tools feuse in CRSThe need for efficient testing is of vital importance
due tothe following reasoning:
w In large systems there will be a mixture ofused and nonreused software components.
w When addressing a complex C®E8h possibly multiconcern we needmany test cases
w The automated modébased testing (aMBT) is one of the strongest solutions to address this challenge
that grows with the complexity dhe CPS.

Due tothe complexity of testingwhichis demanded by the higls¢ integritylevel within the IEC61508 and
ISO 26262safety standardsthe verification represens a significant effort of the total effort oiCPS
development

For the higheASIL(in ISO 26262}he verification phase is necessary to the complete system test according
to the curent standards. The updating tiie 1ISO 26263tandard in 2018 is expected to elaborate on the
software cycle but still the verifications phase willdeornerstone in the product assurance.

The verification phase for the development and maintenaateomplex cybeiphysical system(CPS) for
safety critical applications camply growing costs.In ISO 26262 he \*\model for development has strict
requiremens on the verifications for the safetgritical systemc 1SO26262. To enable coseduction and
reduced time to market for safetgritical CP§there is a need for methods and tools for the regression tests
to support the intradomain and crosslomain reuse of software components.

4.2.2 Productrelated macro and micro (reusable) elements

To cope with te previously recalled challengéisat hinder reuse first of all macro and micro reusable
elements need to be identifiedypically, a basic architectural design is constitutetheffollowing elements
components(or blocks)including ports contracts(dassifiable e.g., into weak and stronghd connectors.
These elements constitute the micro reusable elements.

When micro elements are composed to build complex esubkablearchitectural models, such models are
called architectural patterns. Micro andawnro elements were extensively explained in 9]2

Similar to processes, these elements may vargritical systemdbased on thé criticality. For instance, a
component may provide specificservice for the highest critidity level and nguchservice for lower criticality
levels. Given this tailoring possibility, it becomes clear that a sirggimponent model does not fit all
development needs. One size does not fit all. An entire family aflysts (product line, more pecifically
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design specification linds embraced. Thus, additional concepts are needed to enable the systematization of
reusablearchitecturalelements between family members:
1 Productrelated commonalityindicatesthe product elements that do not varynd that characterize
the family of products.
1 Productrelated variability indicates the product elements that vary and that characterize the
individuals within a family of products.
1 Productrelated variation pointindicatespoints of variation where a pauct element may represent:
0 Productrelated optiors
0 Productrelated alternatives

4.2.3 Summary of previously conceived andlidated conceptual solutions

Deliverable D2.44], as well as its latest updatB2.4 [6], contains the documentation related to the
implementation solutions for the management of systamdcomponent related information, including
modellingand reuse of architectural specifications. To model and resyséeemand-components(as well a
their associated evidence for assurance purposesjomain specific languageconceived formodelling
contractbased componenbased systemsvas proposedn D3.2[9]. Figure7 recallsa subset of the meta
model of such domakspecific language. Iparticular,Figure7 emphasiseshe concepts presented in Section
4.2.2

CHESSMI143], which sometimes is spelled CHEB8SIn the literature, is anodellinglanguage compatible
with such domain specific language.

H subblock B BlockType
= name : EString = name : EString

[1.-1] subblock 0.1 nedContract
H contractConstituent] [0.*] contractConstituent % Contract
. [0..*] inContextOf
= integrityLevel : EString 10.*]inCon .,"_.4
[1..1] contract = needsFurtherSupport : EBcolean = false g Managedartifact::
CitableElement
[0..*] supportedBy
[0.*] supportegBy
‘WeakContract | | StrongContract |
[0..*] active g Q 9
E Blockinstance ‘ ‘ ‘ 10.#] claim
1 name : EString Q Requirement |
[1..*] strongGuarantees = integrityLevel : Etring
[1..*] weakGuarantees [0..*] stronpAssumptions
[1..*] weakAssumptions
| E FormalExpression
= intearityLevel : EString 4N B AssuranceCase:Claim
©= name : EString
= value : EString [0.*] formalyzedBy

[0..*] refers

Figure7. CHES8L-based solution partly supporting component reuse

4.3 Assurance caseelated reuse

This section explains thepnceptsandthe conceptual solutions that are needed to implement the cross and
intra domain reuseelated functionalities (Prototype P1), when assurance ¢atsted information is in focus.

H2020JTIECSERO15 # 692474 Page?29 of 185



\UA, AMASS Design of the AMASS tools and methodscfoiss/intradomain reuseb) D6.3 V1.0

4.3.1 Assurance caseelated macroand micro (reusable) elements

As known, an assurance case is constituted of clagostextual information,evidence, and reasoning
structures aimed at explaining why the claims are sufficiently supported by the evidénowing thatthe
concepts forlEvidencereuseare already covered iprevious sectiongsee4.1and4.2), those macro and micro
reusable elements targeting reuse of argumeats identifiedin thissubsectionThese elements are:

1 Module: seltcontained, weakly coupled argumentation element.
1 Reasoning structue patterns the concept of a safetymore broadly assurance) case pattern

representsd Imeans of documenting and reusing succesafl F SG & | NBdzYSy 4 & id Nk
structures in GSN terms)

Similar to processes and products, in critical systems, these elements may vary based on the criticality. Givel
this tailoring possibility, it becomes clear that a single assurance case model does not fit all assurance needs
One sie does not fit all. An entire family of assurance cases is embraced. Thus, additional concepts are neede
to enable the systematization of reusabkssurancecaserelated modellingelements between family
members.
1 Assurance caseelated commonalityindicaes the assurance case elements that do not vary and that
characterize the family of assurance cases.
1 Assurance caseelated variability indicates the assurance case elements that vary and that
characterize the individuals within a family of assurancesas
1 Assurance caseelated variation pait: indicates points of variation where a product element may
represent:
0 Assurance caseelated optiors, when for instance an additional branch aimed at developing
the argument is not always needed due to optionajugements.
0 Assurance caseelated alternatives, when for instance alternative branches aimed at
developing the argument can be chosen, dueadquirements that can be met in different
ways
9 \Variability: Two kinds of variability might be identified withanset of assurance cases:
o Intrinsic whenever there is more than one argumentation style to support the claims of a
particular productine instancgsee, for instance, alternative)
o0 Extrinsicwhenever reusable assets (referenced in the assuranceara$lound toconcrete
assets withinproductline models such as the feature and reference architectural models)
vary.

Remark Commonality as well agariabilities are both supported in GSbut only in GSN.

4.3.2 Summary of previously conceived anglidated concegual solutions

Deliverable D2.p4] contains the documentation related to the implementation solutions for the management
of assurance case related information, includingdellingof argumentationrelated architectures. To medi

and reuse assurance cases, a SA@aked solution waproposed.Figure 8 recalls the SACMased solution
that integrates the concepts presented in Sectib8.1
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Figure8. SACMbased assurance case metamodel

Figure 8, however, does not include metdasses for modelling the management of commonality and
variability.
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