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Executive Summary

This deliverable is th&nal output of Task 5.2 (Conceptual Approach for Seamless Interoperabilitg).
deliverable reports on the design of the Seamless Interoperability tool support in the AMASS Tool Platform.
It contains information about interfaces, format specifioas, the tool architectire, and contributions to

the CACM (Common Assurance and @Gkcation Metamodel) The designhas been developed
incrementally, with revisions aftamplementationvalidation and will serve as the main reference the
implementation of Seamless Interoperability support in tiwrd prototype of the AMASS Toola#florm

(P2.

As presentation of the conceptual approach, D5.#troduces the overall vision for Seamless
Interoperability, providing specific details about evidence management, tool integration, collaborative
work, and tool quality characterisation and assment.

For Seamless Interoperabilityl8 differentmeansare proposed:OSLC KMOpen Services for Lifecycle
Collaboration¢ Knowledge ManagementAutomatic Generation of OSLC Hked Connectors, Adbc

Tool Integration, Papyrus Interoperability, V&Voldntegration, Integration with Safety and Security
Analysis Tools, Integration in the Farkle Tool, Generic -REETAdapter Concept for Seamless
Interoperability, Collaborative Redime Model Editing, Seamless Tracing, Knowlé€digretric Automated
Tracedility, OnDemand Automated Traceability Maintenance and Evolution, Data Mining, Automatic
Translations for Collaborative Work, Evidence Change Impact Analysis, Management of V&V evidence,
Security Management, and Data Management

The versin of the ARTA nesented in D2.4has been refined to decompose the ARTA components
responsible for data management, access management, evidence management, assurance traceability,
collaborative work, and tool integration. Reference data models for Seamless Interopgralpditalso
presented to address data needs for evidence management, tool integration, data management, and
security management.

The main relationships of D5vdth other AMASSileliverables are as follows:

1 D2.1 (Business cases and highel requirements)ricludes the requirements that the design for
Seamless Interoperability must satisfy.

1 D2.4(AMASS reference architectufe)) presents the highevel architecture of the AMASS Tool
Platform that is refied and further developed in D5.3

1 D5.1 (Baseline reguwiments for seamless interoperability) reviews and consolidates existing work
for Seamless Interoperability and proposes a way forward whose design foriafigtion is
addressed in D5.3

1 D5.2 (Design of the AMASS tools and methdds seamless interopeability () presentsthe
previous version of the design describiedd5.3

1 D5.6 (Prototype for seamless interoperability Ycwil report how the design in D5.Bas been
implemented in AMASBrototypeP2.

1 D5.8(Methodological guiddor seamlessnteroperability () will describe how users can employ
the Seamless Interopability design presented in D5.3

Last but not leastthe sectons whose content has been modified with respect taDiBave been marked
with an asterisk (*). This includes tmew sections addedf some minor changes have been made (e.g.
fixing typos or changing the section number), the corresponding section is not matiedletails about
the differences and modifications are provideddippendixB.
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1. Introduction

Embeddedsystems have significantly increased in number, technical complexity, and sophistication toward
open, interconnected, networked systems (such as "the connected car" and the cloud). This has brought a
G O0e-bIRBBAOIfEé& RAYSyarzy ghleinkof ehdiihg safety, Se8vidy, lavialaffililly, ( K S
robustness and reliability in the presence of human, environmental and technological risks. Furthermore,
the products into which these Cyb&hysical Systems (CPS) are integrated (e.g. aircrafts) needotxtres
applicable standards for assuraneamd in someareas,they even need certification. The dimension of the
certification issue becomes clear if we look at the passenger plane B 787 as a recent exdrhatebeen
reported that the certification procss lasted 8 years and has consumed,200 staff hours at the FAA just

for technical work. The staff hours of the manufacturer even exceeded this figure, as more,#¥n 1
regulations had to be fulfilled, with evidence reflected ont@@D+ documents. Afibough aircrafts are an
extremely safetycritical product with many of such regulations, the situation in other areas (railway,
automotive, medical devices etc.) is similar.

Totackleall these challenges, the AMASS approach focuses on the developmenbrsalidation of an
open and holistic assurance and certification framework @RS thatonstitutes the evolution of the
OPENCO3$8b] and SafeCd©5] approaches towards an architectudgiven, multiconcern assurance, and
seamlessly interoperable tool platform.

The AMASS tangible expected results are:

a) The AMASS Reference Tool Architecturehich will extend the OPENCOSS and SafeCer conceptual,
modelling and methodological frameworks for architectahéven and multiconcern assurance, as
well as for further crosslomain and intradomain reuse capabilities argkamless interoperability
mechanisms (based on OSLC specifications).

b) The AMASS Open Tool Platfoymvhich will correspond to a collaborative tool environment that
supports CPS assurance and certification. This platform represents a concrete implemeoiftation
the AMASS Reference Tool Architecture, with a capability for evolution and adaptation, which will
be released as an open technological solution by the AMASS project. AMASS openness is based on
both standard OSLC APIs with external tools (e.g. engimpésinis including V&V tools) and on
opensource release of the AMASS building blocks.

c¢) The Open AMASS Communitywhich will manage the project outcomes, for maintenance,
evolution and industrialization. The Open Community will be supported by governaned, boa
rules, policies, and quality models. This includes support for AMASS base tools (tool infrastructure
for database and access management, among others) and extension tools (enriching AMASS
functionality). As Eclipse Foundation is part of the AMASS oiuso the Polarsys/Eclipse
community[89] is a strong candidate to host AMASS.

To achieve the AMASS results, and as depicteldigare 1 the multiple challenges and corresponding
project scientific and technical objectives are addressed by different WPs.

WP5 (Seamless Interoperability) roughly aims at tool interoperabifiobre specifically, with respect to the
AMASS goals, the WP deals with the problem and solution related to AMASS goal G4 and the corresponding
project objective O3:
1 G4: to demonstrate a potential sustainable impact in CPS industry by increasing the tzatiooni
and interoperability of assurance and certification/qualification tool technologies by 60%

1 0O3: to develop a fuljledged open tool platform that will allow developers and other assurance
stakeholders to guarantee seamless interoperability of thegtfprm with other tools used in the
development of CPSs
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Figure 1AMASS building blocks initially envisioned in the project

WP5 shall investigate and provide an open and generically applicable approach to ensure the
interoperability between the tools used in the modelling, analysis, and development of CPS, among other
possible engineering activities. The Vefdresss interoperability from an assurance and certification
specific perspective, and the resulting approach further saion support collaborative work among the
stakeholders of the assurance and certification of CPS. This facilitage determination of the
consequencesf the use of a given engineering tool (e.g., based on its available qualification information
and documentation), and to ensure that the integrated information makes CPS certification possible. In
addition, WP5 is responsible for consolidating previouskwan evidence management in order to design
FYR AYLX SYSyid GKS ol air0 o0dzif RARfdEe 10 WRBSQ@o taldcdrd o§ R WO |
iKS wi oaSam ayRI w5 Gk abyl3ISNDR 6F&A0 o0dAf RAY3 of 2
This document ighe deliverable D5.3the second deliverablef the Task T5.2Gonceptual Approacfor
Seamless Interoperability)The deliverable contributes to the WP5 overall objedivegarding(a) the
provision of an extensible tool architecture for Seamless Interoperability, (b) the investigation of suitable
generic approaches for tool integration, and (c) the specification of metamodel(s) as a foundation for tool
integration. To these ends, the lierable presents means, components, and data models for Seamless
Interoperability.All these elementsvill result in an open and generically applicable approach to ensure the
interoperability between the tools used in the modelling, analysis, and dewsop of CPS, among other
possible engineering activities, addressing interoperability from an assurance and certifsicific
perspective. The approach further agnto support collaborative work among the stakeholders of the
assurance and certificatioof CPS, to facilitate the determination of the consequences of the use of a given
engineering tool (e.g., based on its available qualification information and documentation), and to ensure
that the integrated information makes CPS certification possibl@ddition,D5.3 proposesa way forward

for implementation

The rest of the deliverable is organised as follows. Se@tfnesentsthe conceptual approach for Smless
Interoperability in AMASS and Sectidithe modules that implement this approach. Sectibtintroduces

the data model for Seamless Interoperability. Seckqresentsthe way forward for implementation, and
Section 6 our main conclusions. Finally, the Appendices present additional information that has been used
to create the deliverable or that is necessary to understand it.
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2. ConceptualApproach

This section presents the main ideas and principles of the AMASS conceptual approach for Seamless
Interoperability. First, our vision for Seamless Interoperability is described to introduce the general
activities and processes that AMASS aimsugapsrt. It corresponds to a description of how we think that

users could use the AMASS Tool Platform once the project finidleeg, the overall work areas are
explained: Evidence Management, Tool Integration, Collaborative Work, and Tool Quality Glsataate

and Assessment.

The section synthesises and summarises certain aspects fronfIBbthat a reader might need to know
to understand the Seamless Interopdility design andextends such information with desieggpecific
details and insights gained for D$17] and D5.3

2.1 Seamless Interoperability Vision

John is an assance manager involved in the engineering of light small aircrafts regarded as the new
ASYSNYI GA2Y 2F ldzi2zay2Y2dza WFteAy3a OFNEQd { dzOK &
coordination and cooperation with road vehicles and other aircrafts, meqthe demonstration of the

fulfilment of stringent regulatory requirements from different assurance standards, as well as the
assurance of highlgritical system dependability requirements.

The systems engineering processes need and produce awaddierof artefacts that must be provided as
assurance evidencéor aircraft certification. The AMASS Tool Platform allows John to gather information
about all the evidence artefacts generated by assurance engineers and system engineers, recording the
whole artet OGaQ tAFSOeOftSa o0SOFdzasS |aasSaaz2zNaA YAIKG o1
dependability. Once John is successfully logged in the Platform according &odbss rightgranted to

him, he can indicate the specific parts of a file (e.g. audwmnt) that correspond to the artefacts to
YFEYylF3S +a Fa&ddaNF yOS SOARSyOSs a4dzOK Fa GKS KIFTFNR
R2O0dzYSyidd® W2KyQad LINPFAES F2NJ dzaAy3da GKS 1tal {{ ¢2;:
functionality and different information types. The AMASS Tool Platform performs a detdiéa
management2 ¥ | ff (GKS | OGA2ya IyR RIGlF Ay@2f SR Ay W2K
supporting the continuous analysis, verification, and intéigraof the data that other users also employ.

Many different tools are used in the lifecycle of the aircraft. From purgmeific tools such as
requirements management and modelling ones to general tools such as Word and Excel, John and the rest
of staleholders of the system (assurance engineers, system engineers, assessors, etc.) need to deal with
tools and data of different types. In the past, this required the use of a wide variety of tool environments
and data formats. However, the AMASS Tool Platfdras enabled the management of assurance
information in a much more effective and efficient way thanks to its advanded! integration
mechanisms. The application of novel web and standardised technologies (e.g. ModelBus and OSLC) allows
John to only neeé to sign in in the AMASS Tool Platform to retrieve information from different tools. The
Platform has simplified the installation procedures by centralising tasks such as tool configuration, as well
as data exchange and consistency management throughn@atio data import and export and the use of
non-proprietary data formats. All the assurance information is now available in a single, centralised
repository that contains metadata about the specific system artefacts. The stakeholders create and enter
data only once, and assessors can easily check data provenance and status for the whole system lifecycle
without having to use several tools. All in all, the amount of manual procedures for tool and data
integration has been decreased considerably. In addititie AMASS Tool Platform supportsol
characterisation and quality assessmefur the toolchain used for systesrengineering, providing John

with information about tool qualification requirements and the associated evidence collection needs.

The AMASS TobPlatform has also enhancedllaborative workbetween John and his colleagues. They all
need to cooperate for system assurance and certification in many activities: system analysis, system
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specification, system implementation, system V&V, system assgfsnmé¢ ¢ KS tf F G F2N)Y | f
perform live collaboration on the same data without having to use complicated or coopetfatidering
procedures such as data merge or coagsain data locking. Retime feedback is provided about data
access by differenusers, including concurrent access, about data integrity, and about concurrence
modification rules and effects. John can consult metrics and measurements about collaborative creation
and management of assurance information.

2.2 Evidence Management

Evidence management is based on severabncepts and aspect§39][80]. Assurance evidence
corresponds to artefacts that contribute to developing confidence in the dependable operation of a system
and that can be used to show the fulfilment of the criteria of an assurance standard. Examples of artefact
types that can be used as assurarevidence include risk analysis results, system specifications, reviews,
testing results, and source code. Those artefacts that correspond to assurance evidence can be referred to
asevidence artefactsThebody of assurance evidenad an assurance pregt is the collection of evidence
artefacts managed, usually a large set of artefacts that is difficult to overvewshain of assurance
evidenceis a set of pieces of assunrce evidence that are related, eg.requirement, the test cases that

validate he requirement, and the report wher¢he test results are presentedAssurance evidence
traceability is the degree to which a relationship can be established to and from evidence artéfagst

analysis of assurance evidence changethe activity conddy) SR ¢AGK ARSYGATFeAy3Is |
assurance evidence, the potential consequences of a chaigally,according to ISO 262G86], a safety

case(or asurance case from a more general perspectiséan argument that the safety requirements for

an item are complete and satisfied by evidence compiled from work products of the safety activities during
RSOSt 2LIYSYy(iéd ¢KdzAX A (bvideidd) shAuidbatrScEd. £ £ ¢ 2 NJ] LINE RdzO

Figure 2presents a taxonomy of assurance evidence for safety (i.e. of safety evidence). Evidence is divided
into process informatiorand product information. More details about the taxonomy, including definitions

and examples of evidencertafacts, are available if80]. Bender et al. in their recently proposed
certification framework [R4]; Figure 3, further classify productbased evidence intaimmediate (system
ALISOATAOFIGAZ2YyaT a2dz2NOS O2RS0X RANBOG oONmxRal]l ylfe
indirect (e.g. safety plans as well as substantiations of the plahg.further classifideon is of relevance

to distinguish evidence produced while executing activities of theheftd side of the \nodel from

evidence produced while executing activities of the righnd side of the \\odel.

Evidence managementan be defined as the systeassurance and certification area concerned with the
collection and handling of the body of assurance evidence of an assurance project, including chains of
assurance evidencéigure 4shows a general, higlevel evidence management process. When managing
assurance evidence in an assurance project, the first step is usually to determine what evidence must be
provided. Afterwards, the evidence artefacts that conform the body of assuranickence of the project

must be collected, and might also have to be evaluated and traced to other artefacts (creation of chains of
evidence). During this process, it midig necessary to make changes in the evidence artefacts, and such
changes might imgct other items. As a result, issues and problems (e.g., inconsistency) might appear in the
body of assurance evidence and would have to be addressed. Otherwise, the body of assurance evidence
might not be adequate. Once the body of evidence of the assigramnoject is regarded as adequate (i.e., it

is regarded as complete and no issues exist), the process can be finished.

2 The terms Evidence and Assurance Evidence are used indistinctively in this document to denote the same concept
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2.3 Tool Integration

Recent times haveseen the deployment of serviewiented computing[68] as a new environment to
enable the reuseof software in organizations. In general, a servdcented architecture comprises an
infrastructure (e.g. Enterprise Service Bus) in which seryegs software as web services) are deployed
under a certain set of policies. A composite application is then implemented by means of a coordinated
collection of invocations (e.g. Business Process Execution Language). In this context, Enterprise integratio
Patterns (EAI)60] have played a key role to ease the collaboration among services. Furthermore, existing
W3C recommendations such as the Web Services Deseripginguage (WSDL) or the Simple Object Acces
Protocol (SOAP) have improvadtegration and interoperability through a clear definition of the
input/output interface of a service and communication protocol.
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In order to improve the capabilities of thispg of web services, semantics was applied to ease some tasks
such as discovery, selection, composition, orchestration, grounding and automatic invocation of web
services. The Web ServiddedellingOntology (WSMQP3] represented the main effort to define and to
implement semantic web services using formal ontologies. @W&emantic Markup for Web Services}, SA
WSDL (Semantic Annotations for WSDL) or WSDIeb Swice Semantics) were other approaches to
annotate web services, by merging ontologies and standardizing data models in the web services realm.

However, these semantidsased efforts did not reach the expected outcome of automatically enabling
enterpriseservices collaboration. Formal ontologies were used to model data and logical restrictions that
were validated by formal reasoning methods implemented in semantic web reasoners. Although this
approach was theoretically very promising, since it includedsisbency checking or type inference, the
reality proved that the supreme effort to create formal ontologies in different domains, to make them
interoperable at a semantic level, and to provide functionalities such as data validation, was not efficient.
More specifically, it was demonstratg@2] that, in most of cases, data validation, data lifting and data
lowering processes were enough to provide an interoperable environment.

That is why the approach based on the W3C recommendations, WSDL+SOAP, fulfiled most of these
requirements with a hugendustrial and technological support. However, the lack of agreement on the
schemas to be shared (any service provider offered their own schema) and the use of a restricted data
model such as XML was still present with the result of preventing a paradifim s

In the specific case of software engineering and reuse, the application of semraasied technologies has
also fowused an the creation of OWL ontologies &g.support requirements elicitatiofid4], and to model
development processel§ 3] or Model Driven Architecturgs0], to name just a few. These works leverage
ontologies to formally design a metaodel and to meet the requirements of knowledbased
development processes.

Taking advantage of the Linked Data principled Yfeb standards and ptocols, the OSLC effort emerged

to create a family of welbased specifications for products, services and tools that support all the phases of
the software lifecycle. To do so, OSLC defines several specifications based on thedgbomgiples:1)

Build on the WWW,; 2) Keep things simple; 3) Accommodifferent schemes and protocols; 4)
Accommodate different representations under a common data model (RDF) with different serialization
formats (RDF/XML, JSON, etc.); and 5) Aligntwé& W3C Linked Data initiative

Similar to OSLC, Agosense SympHahgffers an integration platform for application and product lifecycle
management, covering all stages and processes in a development lifecycle. It represents abssadce
solution with a huge implantation in the industry due to the possibility of coringogxisting tools. WSO2

[106] is another middleware platform for serviagiented computing based on standards for business
process modiing and management. Howey;, it does not offer standard input/output interfaces based on
lightweight data models and software architectures such as RDF and REST. Other industry platforms such as
PTC Integrity91], Siemens Team Cent&7], IBM Jazz Platforfie7] or HP PLM62] are now offering OSLC
interfaces for different types ofréefacts.

In conclusion, it is clear thabol integration and software reuse aractive research areathat evolve
according to the current treas in development lifecycles. Thayay have the potential of leveraging new
technologies such as the web environment, sengdented computing, semanticand Linked Data. That

is why curreh software reuse efforts are focused on providing reuse via software as a service while
interoperability is being reached through the agreement on flexible data schemes. Both data schemes and
data are being shared using a Linked Data approach (RESTsenR@¥F) with the aim of exchanging any
piece of information in a standard environment.

However, data exchange does not necessarily imply knowledge management. From service providers to
data items, a knowledge strategy is required to really represettte, and search software riefacts
metadata and corgnt. In this light, the OSLC initiative is currently following this approach, having impact
on the main players of software and systeergineeringindustry. Nevertheless, it only covers a restricted
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type of atefacts and some crossutting and basic services for reuse, such as indexing or retrieval, must be
provided by all thireparties.

Lastly, a system and software knowledge repository to implement a real knowledge strategy for software
reuse shoulde based on the following three requirements:
1) Alanguage for representing angte | OG0 Q& YS{GlF RFGF FyR O2yaSydarT
2) A system for indexing and retrievaand
3) A standard input/output interface (data shape REST RDF) to share and exchangde#act
metadataand contents.

Another tool integration perspective is dwbc integration, with which connectors are created for specific
tools. AMASSims atSeamless Interoperability, but there are times where the seamless interoperability
does not fulfil all the industal needs from the point of view of some tools.

For example, in terms of performance, t@SLGtandard may be usetb perform some operations over

one evidencartefact However, if the tools neetd do it over a set of evidence artefadsquentially &lso
known as batch or bulk mode operations) and these operations have not been defined in the standard to
perform them at once, they would force the intedion to loop over the evidence artefactsd perform

the operation evidencartefactafter evidenceartefact This would lead to an unbearable delay for the user

of the tool. Then at this point, if the native API of the connected tool allows to perform these operations in
bulk mode it is the most suitable alternative

Other similar situation can be tmd in times when the standd allows to perform operationbut inreality,
these operations are only a subset, powerful but incomplete, ofdpherationsneeded to perform all the
activitiesrequiredby a tool from others, which are available in nativdsAP

For example, in OSLC ROISLC for Requirements Managemehg data model is a basic one, but it does
not allow to create additional attributes for a requirement, thus other tools such as Requirements Quality
Analyzer (by The REUSE Company) will ketalread requirements from this OSLC RM source, but it will
not be able to store the quality assessment in any quality attribute created specifically for it by the
Requirements Quality Analyzer tool.

Therefore the tool vendor will automatically createnew ad hoc amnector with the native API, athange
its integration from the standard to that native API.

The ideal situation would be an extension or revision of the standard which allows these extended and the
bulk operations

2.4 Collaborative Work

In AMASS, collaborative work refers to the situation in which several stakeholders for CPS assurance and
certification need to execute some activity together, including execution at the same time: model an
assurance case, specify evidence information, ete.cthirent AMASS vision for collaborative work has two
main requirements to fulfil:

1 Consistent data accesso that when users are accessing data simultaneously, the AMASS Tool
Platform manages the possible conflicts

1 Reattime data access feedbaclso thatthe AMASS Tool Platform provides users with feedback
about how data is being accessed by other user on real time.

Both requirements are linked in the sense that collaborative workiilg be achieved by (a) keeping
consistency on any actions realised loncurrent users accessing at the same database and data models,
and (b) informing users about the effects of any action realised by all the users accessing concurrently at
the same database and data model. A data model is meant to have the same graradantdel files in a
file-based implementation (e.g. argumentation, evidence or process models as well as any graphical
models).
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We could refine these requirements with the expected functionality by depicting a sequence diagram of a
typical concurrenscenario Figure 5. In this approach, we allow users to modify elements of a model (e.g.,
instances of a metaclass such as an Artefact of a given Evidence moele) a time. We inform every

user subscribed (having a model opened) about the full list of subscribed users.

If any user starts to modify an element which is under edition by other user, the former user will be blocked
for edition of that element. The btking will last until the latter user st&to edit another element
(unlocking the previous edited element) or until saving the model. Modifications of different elements in
the same model can be concurrently executed.

Userl_GuUl Userk_Gl “AMASS Model

T
open_model{ml) |

T = —
status_users_subscribed({us1}) subscribe_user{usl)

| open_model(ml) |

[ . . .
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Figure 5.Integrity connector architectureequence diagram

Another view of the AMASS vision for collaborative work is showiguare 6 In the scenario depicted, a
user creating a argumentation model (1yith an Eclipsebaseddesktopeditor (e.g. developed with GMF;

2) could lock elements while working on the model (3). The user could decide to start a collaboration to
create the model (4) and, based on existing technologies such as Node.js (5), otisecaudd contribute

to the creation of the argumentation model with a wddased editor (6a and 6b). The changes in the model
with Web-based editor woulde notified and reflected in the Eclipdmased one (7a and 7b), and the user
could decide to stop de daboration at some moment (8).

2.5 Tool Quality Characterisation and Assessment
The envisioned needs for Tool Quality Characterisation and Assessmentailveady presented in D5.1
[16]. They are summaéed in this section so th&5.3is self-contained.

In the context of safetgritical systems engineering, software is increasingly developed and verified-(semi)
automatically. Tools for code generation as well asviatfication are introduced t@utomate, replace, or
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supplement complex tasks. Since safety might be compromised if such tools fail, safety standards prescribe
tool qualification processes.

Figure 6.Collaborativework vision with several editors

Tool qualificag y Ol y NRdzaKte& 06S RSFAYSR a4 (GKS LINRPGAaAAZY
trusted, e.g. the object code that a compiler generates. For AMASS, tool qualification in the scope of WP5
mainly concerns the possible need ftol information, aspart of the seamless interoperability, f@PS
assurance and certificatiofror example, if Papyrus is part of a tool chain resulting from the enactment of

the seamless interoperability approach, what information about Papyrus should be managed in the
comresponding assurance project? On the other hand, the use of a qualified tool, e.g. the GNATcheck tool
[1] for static analysis of Ada programs, should lead to teagement of its qualification dossier as part of

the assurance project. Tool qualification processes deal with two categories of tools: development tools
and verification tools.

Tool qualification processes typically consist of three phases: classificatialification, and usage. During

the classification phase, the tools are classified according to the level of confidence that is required to
ensure their behaviour is iline with the safety requirements. Levels are named differently from one
standard b another (see standardpecific information below). If a tool is considered to be harmless, it can
be used without requiring any qualification. During the qualification phase, the tools that were considered
potentially harmful have to be qualified, i.e.amufacturers have to show absence of hazardous events
(failures that might lead to accidents). Finally, during the usage phase, tools can be used within the
specified restrictions.

It could be an issue for seamless interoperability to keep track of taalification status/level and of
which tools have had an impact on each artefact. This would be a problem for certification since someone
might need to show that the tool qualification level is sufficient for the artefacts. With many tools
interacting andmanipulating the same data, it can be difficult to keep track of this manually.
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