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Executive Summary{*)

This deliverable D46 Prototype for multiconcern assurancec) is the third output of the task T4.3
Implementation for MultiConcern AssurancBased on the results frote task T2.2AMASS Reference
Tool Architecture and Integratiothe task T4.3 develops a prototype toolifay multi-concernassurance.
Particular attention is paid to support the architectural approach to assurance being dedelopVP3
and to implement the requirements for toolingaimed at supporting the mukltoncern approach,
developed in WP4The task4.3 hasbeen carried out iteratively, in close connection with the conceptual
tasks (T4.Zonceptual Approach for MuBGonern Assurancas well aghose inthe other WPsnamely
T3.2, T5.2 and T6.,2with validation results from the implementation being used to guide further
refinement of the conceptual approach. The implementation is closely guided by the requirejg&hi$

the case studies, whicire used to validate the prototype.

The first prototype iteration (Prototype Corg releasel the basic building blocks as a
consolidation/integration of previous pjects OPENCOS$$| and SafeCef2]. The developed tools in the
first prototype (Prototype re) supporied the following two functional areas:

1 Argumentation Editor

1 Argument Patterns Editor

The second prototype iteratiofP1)extendedthe previous functionality by the followinfgnctional parts:
1 Support for contracbased multiconcern assurance by CHESS, and
9 Multi-concern assurance workflow support by WEFEIbased on
9 Standards conformant assurance process modelling byCE#IF

The releae at hand is the third prototype iteratio(P2) which extendghe previous functionalities by
further functional parts ancdds additional external tools as listed in the following
1 Support for contracbased multiconcern assurance by CHESS
1 Further extasions to CHESS regardi@pntractbased trade-off analysis in parameterized
architectures
ConcerteFLA extensian
Failure Mode, Vulnerabilities and Effect AnalyBiglVEAtool.
Analytical Network Proce$8NB tool prototype.
MORETO tool
Medini Analyzer

= =4 =4 -4 =4

This documentas the purpose tpresent theadded functional parts in detail, which are partly Open
Source tools integrateih the AMASS platforrand partly externaltools, for which the binding via an open
source interface module is given.

CHESS and ERE are already used in other contexts of the AMASS ARTA platf@amefore, references to
the comprehensive specificatiordsewhere are giveand a short descriptiois included in this document
pointing out the particularity of the tool in ceext with the WP4ask of multiconcern assurancdhe BVR
Tool is used in AMASS for managing the variability. Its selection and integration are part-ofofkP6
where variability management for enabling systematic reuse is in focus.

In the context of WP4the role of BVR Tool is related to managing the variability wheengineering
(crossconcern) is in focus. For this reason, it is mentioned in this deliverable as well.

The WEFAGTorkflow engineas an external toolvasintegrated via an open source interface modire
iteration two andis described in detail in the document at hard.the third iteration, specifications of the
additional external tools FMVEA, MORETO, Medini Analyzer and the ANP tool prototype have been
added.This includes referencde the open source interfacenformation about thetechnology use@nd

a description ofthe mapping between thdool-internal database and the AMASS CAQMmnost cases,
existing open interfaces could be used for couplimg ¢xternal tools to the AMASS platform.

H2020JTIECSERO15 # 692474 Page7 of 68
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Important parts of D& are:
1 Executabls of or references tathe external toolsWEFACTFMVEA, MORETO, Medini Analyzer
and the ANP tool prototype
1 User manuakand installatiorinstructions, and
1 where applicable,@urce codeof the interface moduls (e.g.in [18]).

Pointers to these parts are intended to be provided with 0J25].

This deliverable represents an update AMASS D4.351] which was releasedn m19; the sectins
modified with respect to D4.Bave been marked with (p the headlinesthose which are new with (**).

H2020JTIECSERO15 # 692474 Page8 of 68
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1. Introduction (*)

The AMASS approach focuses on the development and consolidation of an open and holistic assurance
and certification framework for CPS, which constitutes the evolution of the OPENQ{DS8E SafeCeR]
approaches towards an architectudgiven, multiconcern assuranceeuseoriented, and seamlessly
interoperable tool platform.

TheexpectedtangibleAMASSesults are:

a) TheAMASS Reference Tool Architectyumehich extend the OPENCOSS and SafeCer conceptual,
modelling and methodological frameworks for architectuhéven and multiconcern assurance,
as well as for further crossomain and intradomain reuse capabilites and seamless
interoperability mechanism (based on OSLC specificatifi).

b) The AMASS Open Tool Platformwhich corresponsl to a collaborative tool environment
supporting CPS assuranaed certification. This platform represents a concrete implementation
of the AMASS Reference Tool Architecture, with a capability for evolution and adaptationjsvhich
released as an open technological solution by the AMASS project. AMASS opennesd @base
both standard OSLC APIs with external tools (e.g. engineering tools including V&V tools) and on
opensource release of the AMASS building blocks.

c) The Open AMASS Communitywhich will manage the project outcomes, for maintenance,
evolution and industdlisation. The Open Community will be supported by a governance board,
and by rules, policies, and quality models. This includes support for AMASS base tools (tool
infrastructure for database and access management, among others) and extension tools
(enricing AMASS functionality). As Eclipse Foundation is part of the AMASS consortium, the
Polarsys/Eclipse communitwéw.polarsys.oryjis a strong candidate to host AMASSen Tool
Platform

To achieve the AMASS resultss depicted inFigure 1, the multiple challenges and corresponding
scientific and technicadrojectobjectives are addressed by different wepkckages.

Independent Assessment

% Lertification Hﬁpﬁgn rity

Liaisom ASSEESTSEN
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Figurel. AMASS Reference (Higbvel) Architecture (Prototype P2)
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Since AMASS targets highk objectives, the AMASS Consortium decided to follow an incremental
approach by developing rapid and early prototypes. The benefits of following a prototyping approach are:

1
1

Better assessment of ideas Inytially focusing on a few aspects of the solution
Ability to change critical decisiobsised orpractical and industrial feedback (case studies)

AMAS Sasprovidedthree prototype iterations:

1.

During thefirst prototyping iteration (Prototype Core), the AMASS Platform Basic Building Blocks
(seeFigurel), werealigned, merged and consolidated at TRL4

During thesecord prototyping iteration (Prototype P1), the AMASPecific Building Blocksere
developed and benchmarked at TRtls comprises the blue basic building blocks as well as the
green building blocks ifigurel. Regarding multtoncern assurance, in this second prototype,
the specific building blocks provide functionalities regarding system dependability co
analysis/assessment, dependability assurangedelling or contracbased multiconcern
assurance.

Finally, at thethird prototyping iteration (Prototype P2), all AMASS building blok&se been
integrated in a comprehensive toolset operating at THAUBctionalities specific for multioncan
assurace developed fothe second prototypevereimproved and integratel with functionalities
from other technical worlpackajes

Each of these iterations has the following three prototyping dimensions:

il
il
)l

Conceptual/research eévelopment development of solutionfom a conceptual perspective.
Tool cevelopment development of tools implementing conceptual solutions.

Case study evelopment development of industrial case studies using tto®l-supported
solutions. The application of the building blocks time case tudies for the first prototype was
described in D1 [22], for the second prototypein D1.5[46]. In the third iteration P2,
implementationsapplying WERCTand FMVEA are under elaborationCSiand CS3VIORETs
used in CSIMedini Analyzerin C8. The application ofConcertoFLA iscontainedin CS4and
CHESS with OCRA is applied for contsrased multiconcern assurance in GS1S5, CSé&nd
CS10 Finally, theOpenCertAssurance Case Editsiused inmore than half of the asestudies.

As part of the Prototype Cor&yP4provided the implementation off KS 61 & A O dAsglrdnéeA y 3
Case Specificatian Figurel). An update of the respective Assurance Case Editor is given in sgdtion

This deliverable reports thtool and interface moduledevelopment2 ¥  #M&tScondern Assuranée
building block and explains thdinalimplementation This refers tahe following functionalities:

T

= =

= =4 =4 -4 4

Support for contracbased multiconcern assuranceand for tradeoff analysis based on
parameterized architecturelsy the internal tool CHESS,

Standards conformant assurance process modelling by the internal toel Eiel

Multi-concern assurance workflosupporing combined activity execution for different multi
concern assurance functioly means of the external todVEFACT

Safetysecurity ceanalysis by the external tool FMVEA,

FailureLogic Analysis with the internal tool ConceRbA,

Tradeoff analysis with the prototypic externAINP (Analytical Network Processjl,
Security analysis and requirements allocation with the external tool MORETO, and
Safetysecurity ceanalysis by the external tool Medini Analyzer.

1in the context of AMASS, the EU H2020 definition of TRL is used, see
https://ec.europa.eu/research/participants/data/ref/h2020/other/wp/2016 2017/annexes/h202@1617annex

atrl_en.pdf
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With respect to the BRC and CHES$®Is, this deliverable contains short descriptions and refers to other
deliverables in which the mentioned tools are already described for a different context. For the external
tool WEFACT, which is integrated via the mentioned interfaceuteodhis deliverablgresents theWwP4
functionality and describesthe interface and its mapping to the CAGN detail The WPé&elated
functions for procesdased argument generation are mentioned only shortly and a reference to the
descriptions in WP6 argiven.

Other important parts othis deliverableare:
1 Installable AMASS Platform toasopensource interface moduléor the third prototype,
1 User Manuals and installationstructions, and
1 Source code description

H2020JTIECSERO15 # 692474 Pagellof 68



@ AMASS Prototypefor multi-concern assurance) D4.6 V1.0

2. Implemented Functionality(*)

2.1 Scope(*)

Thisthird prototype of the Multi-concern assurance modulesthe purposeto extend the functionality of

the second prototypeby additional developments and to provide interface modules yet missing in the
second iteration (P1). ltcompletes the full scope of multiconcern assuraneeelated functions with
internal and external tools

The following toofunctionswere alreadyintegratedin the first iteration of the AMASS platform:
f  OpenCert; AMASS Core editisupporing (only) "Assurance casspecificatiod = I y R
1 CHESSAMASS Core editi®upportingcontractmodellingwith OCRA

In the second iteration of the AMASS platfofprototype P1), the following toolswere integrated or
extended with respect to functionality
1. OpenCert; AMASS P1 editigupportsA Y | RRAGAZ2Y G2 da! aadzN» yoOoS /I &
f a5SLISYRIoAfAGEe ! 34dz2Ny yOS a2RStftAy3IéEs YR
 LJ NI f & cbasedl phditidnodrr assurange
2. CHESSsupportsadditionallyda / 2 y BaskdMiltio2 y OSNY | a3 dzNJ y OS¢
3. EPFComposer supports
1 d&Coassessmetn CrossConcern Reset (shared with WP6 the process model is made
vary with respect to the desired concern by BVR T aold
9 Assurance process melling andtailoring to the individual projectrésulting process
modelisused by WEFACT)
4. WEFACTsupportsthe assurance process workflothié concerns several WRS)
1 InWP4, the capabilitpf combiring analysidools, targetingdifferent concernsis in focus.

The following toolsdescribed in deliverable [3]25], have beerintegrated in the third iteration of the
AMASS platfornfprototype P2)
9 Further extensions to CHESS regarddgntractbased trade-off analysis in parameterized
architectures andgpport for contractbased multiconcern assurancge
1 ConcerteFLAc Extension othe ConcerteFLAtool (see[33], [34]) allowing Failure Logic Analysis
(FLANot only for safety but also for securitglated failire modes
FMVEA toot supports modebasedsystemdependabilityco-analysisand assessment
ANP (Analytical Network Process) tool prototypsupports tradeoff analyses between various
quality attributes based on an ANP using coloured Petri ,Nets
1 MORED - supports security analysis and manual or standdralsed automated generation of
security requirements
1 Medini Analyzer- supports the assurance process workflow and allows safety and security
analyses.

= =4

A few tools were mentioned in earlier iterations of this deliverable as potential candidatethdor
integration with the AMASS platform as WP4 functionalities, but finally the following decisions were
taken:

The Farkle tool, which verifies |le@ng algorihms based on volume testing, supports product assurance
for a very specific casats useis being investigated buhot planned to be integrated with the AMASS
platform.

H2020JTIECSERO15 # 692474 Pagel2 of 68
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(@ amass

The AMT2.0(Analogue Monitoring Toolwhich & dzLJLJ2 NIi & -Basdd Myflticdnted i a dzNJ y OS ¢
generating monitors for observing properties of nodes a netwbds been identified as a tool supporting

architecturebased assurance and is therefarew described in WP.3

2.2 Implemented Requirements Overview(*)

The WP4tools contained inthe final iteration P2 of the AMASS platform provide solutionsdaet of
AMASSequirement as defined in deliverable DZ16]. Apart fromthe WP4 requiremerg, thesetools
fulfil also several requirements related to other work packages. The followaige 1llists all these
requirements including the WP4 tools that fulfil them.

Table 1. Requirementsimplemented in thethird prototype of the AMASS platforif2)

Requirement No Name Description Tool
.. | The system shall be able to edit an assurac&se in a
W@ Assurance case edition OpenCert
scalable way.
Arqumentation The system shall be able to edit a modular struct
WP4_ACS_002 gu (argument architecture) associated with a systs OpenCert
architecture
and/or component.
}’ézngCS—O% Drag and drop | The system shall be able to instantiate in the act
. . argumentation assurance case an argument pattern (concerning sa OpenCert
implementation . .
: patterns and security) selected from the list of patterns stored
improved)
Provide a structured .
\WIZEVANeST0S language to the text The system CO.UI.d b_e _able to prowde_ support | OpenCert
- . language formafation inside argument claims.
inside the claims
. S The system could be able to provide guidelines ab| enCert WEFACT
WP4_ACS_006 :rrol\ﬁggnt%l:i'gs“nes fo the assurance case edition @k on the| . P . 3
9 system/component development phase status. in a specific wag)
Argumentation The system could be able to import/expo
PR s B0 import/export argumentations to SACHb). OpenCert
The system should provide the dependability cg
. reviewers the ability of tracing an overall dependabil
WP4_ACS_008 Traceablht_y of the case (GSN) goal to the requirement within t OpenCert WEFACT
dependabilitycase - ) . (partly)
dependability profile for a given system element al
the attribute of interest with which goal sssociated.
WP4_ACS_010 Composition of the| The syste_m should provide the capability of generat OpenCert
overall argument a compositional assurance case argument.
Assurance case statu The system coulgbrovide the capability for querying
WP4_ACS_011 report the assurance case in order to detect: 1) undeveloy WEFACT
P goals, 2) fallacies.
Provide  quantitative
WP4_ACS_013 confidence metrics| The s'yst'em cou!d produce a status repordicating a WEFACT
about an assurancg quantitative confidence metric for assurance case.
case in a report
The system could provide the capability to evalug
WP4 CAC 010 Contractbased trade | safety and security requirements on different syste ANP tool (partly),
= = off analysis architectures to perform tradeff analysis based of CHESS
the contract specification.
. The system shall be able to provide an assurance
Capability to model which records the relationships between dependabil
WWIRZE BRIk relationships  between . P P . OpenCert
attributes and how they are affected because of desi
concerns o
decisions.
Capability to capture The system shall provide the capability for modellin
WP4_DAM_002 confhcts occurring dependab'lllty case that captures the conflicts thal OpenCert ANP tool
during system| occur during system development and the tradf
development and the| process to justify why the taken design decisions

2 For an explanation see sectidh2.4
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Req e 0 ame De ptio 00
trade-off process the most optimal ones.
The system shall provide the capability for modelli
arguments in the assurance case about maodthcern
The AMASS tools mug and multicontext.
. . support specification of The multiconcern and multcontext argumentation BVR Tool +
- 00 variability at  the| could follow a variability modelling a solution. If GS OpenCert
argumentation level like modelling elements are considered, the diamo
for representing alternatives as well as the octagon
extrinsic variability could be considergd.)
Component contract§ The system shall prade a contract specificatiorn
P4 AN[0Z8 must support multiple| language that supports the formalisation of both safg CHESS
concerns and security requirements.
The system must support features that suppqg
contract based assurance with respect toultiple
concerns; i.e. it must be possible to specify relatig
> A 00 Contract based mukHi| between safety contracts, security contracts and oth
concern assurance concernsrelated contracts in order to take care of th OpenCert
influenceof system modifications for mitigating th
risks associated with oneuality attribute on the
contract belonging to another quality attribute.
... | The system shall provide features, which all
System dependability . . - -
. . architecture modelling collaboration and -t@signing ANP tool,
P4 4000kl co-architecturing and ) 2
. a system or component with a balanced combinati ConcertoFLA
co-design . - . - .
of different goals addressing various quality attribute|
System dependability The system shall support efficient system WEFACMedini
e o o . Analyzer, Safety
P4 A0 co-verification and ce | component co-verification and cevalidation with .
validation respect to multiple quality attributeq2) Architect
CHESS, FMVEA
WEFACTMedini
Analyzer, Safety
The s_yst(_am shall allog The system shall allow combinatiorsf safety and Architect
P4 AWk combinations of safety ; .
and security analysis security analysis. ANP tool,FMVEA,
ConcertoFIlA,
MORETO
Architectural Patterns| The system could provide the user suggestions abo
P 00288 suggestions certain  safety/security = mechanism storedas MORETO
architectural patterns.
Requirements The system must provide the capability for allocati
P 00 allocation requirements to parts of the component model. Mo MORETO
in general, requirements traceability shall be enableg
Automatic provision off The system shall provide the capability for automati FMVEA, MORETQO
- A 00 HARA/TARArtifacts HARA (Hazard Analysis Risk Assessment)/TARA (1 MediniAnalyze,
Assessment & Remediation Analysislpted artefacts| SafetyArchitect,
(e.g., FTA, FMEA, attack trees). CHESS
Capability to connect | The system shall be able to connect to external toolg WEFACT
to tools for test case | execute the test caseslready specified.
generation based on
P AV assurance
requirements
specification of a
component/system
. The AMASS Tool Platform shall support { WEFACTOpenCert
Collaborative re X
e collaboration among assurance managers &
P ))Z8 certification needs & - e
.| assurance engineers for -gertification needs &
consequences analysig .
consequences analysis.
. The AMASS Tool Platform shall support { WEFACT
Collaborative  systen X .
P 00 collaboration among systems engineers for syst
V&V V&Y

3 This requirement is shared between WP4 and WP6.
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Requirement No Name Description Tool

Collaborative The AMASS Tool Platform shall support { WEFACTOpenCert
WSS AblorA s assurance evidencq collaboration among assurance managers and syst
management engineers for assurance evidence manageme8j.
The AMASS Tool Platform shall be able | WEFACT
automatically generate reports, checklists, al
evidence 6r certification purposes.

The AMASS tools shall be able to model a se{f MORETO, WEFAC
industrial standards (including the parts, objective
practices, goals/requirements, criticality levels fro
the standards)
The AMASS tools shall enable the tailoring of Stand{ WEFACT
models to specific project (e.g., by establishing t
parts of the Standard that apply to a given assural
project).
The AMASS tools shall enable users to visualize prq WEFACT
compliance. This means showing the links between| OpenCert, ERE
NBIljdzA NBYSyiGa +FyR GKS L]
planning as well as execution phase).
Thisvisualization could be done via compliance ma3
(matrix) or via arguments aimed at justifying th
satisfaction of the requirements coming from th
standards.(3)

The systm should be able to serasiutomatic generate] WEFACT
fragments of an assurance case for process argum
based on the process followed to develop
component/system.

Evidence report
generation

WP5_EM_016

\WIESEeY ek Modelling of standards

Tailoring of Standard
\WIESIeY eeEAS models  to  specifig
projects

Process Complianc
WP6 CM_008  N{laieliyt:1)]
management

Semiautomatic
WIS SIZAT0[0 i generation of procesy
arguments

(1) Functionalitymainly described in D6]28].
(2) WEFACT allows combining V&V activities (e.g. calls to test tools) in one complex activity
(3) Partially implemented

Column "Requirement No" refers to the IDs in the deliverabkellD16].

Eachtool together with the implementationthat implemerts requiremens is shortly outlined in the
followingtool specificsections.

2.2.1 Requirements implemented in the Assurance Case Editor in Open@ert

The Assurance Casditor is part of the OpenCert project. It includes one of the basic building blocks for
AMASS, the Assurance Case specification block. In this iteration, we have extended it in order to cover
more of the requirements elicited for WP4 and solve some of pineblems identified during the
validation of previous prototyp€ore. Some of the requirements are covered partially and planned to be
improved in future iterations.

Requirements implemented in the Assurance Case Editor in OpenCert are inclicdudier2

Table 2. Requirements implemented in the Assurance Case Editor

Requirement No Name Description

The system shall be able édlit an assurance case in a scalablg
way.
The system shall be able to edit a modular structure (argume
architecture) associated with a system and/or component.
Thesystem shall be able to instantiate in the actual assurancq
case an argument pattern (concerning safety and security)
selected from the list of patterns stored.

\WIRZEVAeRST0[0k | Assurance case edition

\WIRZEVANeIST0[022) Argumentation architecture

Drag and drop argumentation

WP4_ACS_003
patterns
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Provide a structured language to thqThe system could bable to provide support for language

b Gs (00 text inside the claims formalisation inside argument claims.

The system could be able to import/export argumentations to
SACM.

The system should providbe capability of generating a
compositional assurance case argument.

The system shall be able to provide an assurance case which

records the relationships between dependability attributasd
how they are affected because of design decisions.

WO oAl Argumentation import/export

W@ Composition of the overall argumen

Capability to model relationships

WP4_DAM_001 e

The system shall provide the capability for modelling a
dependability case, which captures thenflicts that occur during
system development, explicitly show the dependencies of a d
decision in relation with other assertions

Capability to capture conflicts
\WEZER YA EeleP occurring during system developme
and the tradeoff process

Some of the requirements were implementéd the core prototype and latelyimproved inthe second
iteration. In the third iteration (P2, no further changes were neededmplementation has focused in
resolving bugs

WP4_ACS_001: Assurance case edition
This requirement was previously covered in Prototype Core.

WP4_ACS_002: Argumentation architecture

This requirement igocused on functionalitybAssurance case structure navigago@ ¢ KA OK & &
implemented in Prototype CoreAssurance Case editor $ehe user include argument modules in the
diagram. This concept permits to encapsulate arguments (claims, strategilesvidences inside them).

To see the encapsulated arguments, the user just needs to double click on the argument module and a tab
with the argument diagram containing the arguments will be opened. All the elements inside the
argument module are includedn the model. The idea is to make feasible to apply modular
argumentation concepts. We are able to encapsulate arguments of the same kind in argument modules.
The way of classification might differ depending on the user. The user might want to encapsatzes
arguments in an argument module, product arguments in another argument module and confidence
arguments in another argument module, or rather to align the argumentation with the different
components from the different suppliers that form the systamd the adequacy of its integration.

WP4_ACS_003: Drag and drop argumentation patterns

This requirement was implemented in Prototype Core. However, one of the feedback comments received
mentioned that the argument patterns needs to be stored locally ites fbefore. With the new
improvement the argument patterns can be stored either locally as files, or stored in a common
repository. The user has a view where (s)he can browse the folders including patterns, select one, drag
FNBY GKS &S Y LibpitlirStieséactudlAdiSgsam | TYieReditar will copy the elements in the
model and the position of the elements in the diagrams in a transparent way to the user.

WP4_ACS_005: Provide a structured language to the text inside the claims

This requirement waslready covered in Prototype Core. Theteave not been any improvements
regarding this requirement as there was no feedback from the case studies.

WP4_ACS_00Argumentation import/export

This requirement has been covered brieflyttie second iterationPrototype P1) The user could provide
a file storing an argument model specified using SACM to the actual argument model. Similarly, an
argument model created in the Assurance Case editor can be exported to a file.

WP4_ACS_010: Composition of the overallargent
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This requirement was partially covered in previous prototype (Prototype @oik)mproved in prototype
P1.In Prototype Corejn the argumentation diagram, the user could explicitly include the argument
contract figure to show that there is a rationale behind the composition of the linked argument modules.
An argument contract should be linked with at least two or more argumeatiutes. With the new
improvementsin P1the arguments that show the rationale for the connection are connected. A new
argument diagram is associated with the contract figure and can be shown and edited when double
clicking in the contract figure.

WP4_DAMOQO01: Capability to model relationships between concerns

This requirement has been coveredthre seconditeration (Prototype P1). In deliverable D424] the
GRSLISYRSyOe NBflIGA2YyaKALX KFra o0SSy LINBaSyiSRo ¢
dependency relationship concepto further development was needed in prototype P2.

2.2.2 Requirements realized in EREomposer &8VR Too(*)

As it was recalledn D43 [25], EPF Composer is the tool that implements the EPF (Eclipse Process
Framework)9] approach for supporting customizable (software) process engineeiangefvorks.

In AMASS, the EPF approach and its tool support have been integrated as core building block. Within WP6,
D6.2[28] and D6.3[47], EPFC has beenstrengthened via integration with the BVR tdd],[4]. This
integration is beneficial not only for general reuse but more specifically faassessment and cross
concern reuse, focusing on the interplay of safety and security in line wil \bjectives(see
requirementWP4_CMA_001 This integration permits a user to model SiSoPLs (Seaufotyned Safety

oriented Process Lines). During theassessment, safety and security engineers are in the position to
identify and systematize theverlapping region (commonality) and the variations.

An initial exploration of cassessment and crog®ncern reuse is documented in D§28] and D63 [47] .
D4.7[27], instead, includein-depth guidance on how to benefit from suattegration in the context of
multi-concern (ce) assessmentAdditional guidelines are expected to be provided in the final version
D4.8[57].

EPF Composer hasalse strengthened with respect to compliance management. In the context of WP6,
functionalities for generation of procedmsed arguments as well as compliance checking have been
designed and implemented. These functionalities are relevant also in theextortf WP4 (see
requirement: WP6_PPA_003ince they have the potential of enabling the generation ehssessment
related arguments as well as-essessment proofs.

2.2.3 Requirements implemented IiCHESE)

2.2.3.1 Modelling different concerns for system componengs)

Different concerns/properties for system components can be represeirtetfie architecture modeby

using the CHESS modelling language (CHESS)nd thenanalysedWP4_SDCA_001 requirement)
particular, (a subset of) MARTEBS6] is availabt in CHESSML to allow modelling of timing concerns.
Moreover, a dependability profile has been incorporated in CHESSML to allow modelling of safety
properties (e.g. fault, error, failure and failure propagation); Seetion3.7.

In the context of AMASS, the extension of CHESSto cover the modelling and analysis of security
aspectshas beerninvestigaed, in particular by considering what is already available from othedelling

tools (e.g. SafetyArchitect providel by ALLATECtrying to understand if specific integration at modelling
language and/or tool can be realizedoreover, CHESSML has been extended to cover the modelling of
security aspects and eanalysis is supported via the extension of ConcertoFLASseimon3.7).

The concept of component contract, the latter also available in CHES&MIalso be used to model
properties of different concerngWP4_CMA_002WR_CMA_003 requiremen)s Contracts can be
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derived according to obtained analysis results; instance a safety contract about failure propagation
between input and output ports of a given component could be derived from CHESS by executing failure
propagdion analysis, the latter enabled by the failuredated information stored in the model by using

the CHESS dependability profile. In the same marpesfprmance contracabout worstcase response

time of a0 2 Y LJ2 yoPefaiid &ould be derived aftarorst-caseresponse time analysis performed in
CHESS by using the timing MARTE annotatiooistracts can also be created formalgation of system
components requirementdy using dedicated languages, for instance the temporal logic ones currently
proposd in WP3.

To better represent the concern addressed by a given cont@dESSML has been extended to support
the notion of concern(e.g. safety, security, performanceajtached to component contractlt is worth
noting that the concerrtag could also belerived automaticallyfrom the requirement(s) which isfe)
formalised by given contragtassuming that the requirementomes withsuch informationtoo. The
assurance engineecan then use the information of concern attached to contsaitt have a better
understanding othe dependencies between conceralong the system architecturéorinstance he/she

could reason about theelationships modelled for contracts, e.g. contracts refinemeatargueif a
contract of a given concerdepends on(is decomposé by in case of contracts refineméntontracs
related to other concernsCHESS has been extended also to compare the results of analysis applied in
different architectures to for contradbased tradeoff analysis (WP4_CAC_010). This comparison is
enhancel by the parametrization of the architecture in which different architectures correspond to
different configuration / assignments to the parameters. Each parameter can be a symbolic
representation of a design choice. Contretsed tradeoff analysis prodes a characterization of which
design choices affect the fulfilment of system and component contracts.

Additional guidelines including illustrative figures are expected to be provided in the final version D4.8
[57].

2.2.3.2 Additional CHESS Functionaliti€¢9

In addition to the features for modelling different concerns for system components, CHESS was used for
further features supporting modelling dependabjliaspects and sersiutomatic generation of product
arguments. For these developments, no implementation work was needed anymore in itefation
Nevertheless, they were elaborated at least conceptually and documented 8{2%} In the following, a
shortdescriptionof these featuress given.

Modelling dependability aspect§** )

As it was documented in DB[23], CHESS implements the conceptual metamodel called SafeC[a8jert

{I FS/2yOSNIi Syl o6fSa RSLISYyRIoAfAGE I NOKAGSOGa 2
dependability analysis. SafeConcert is a subset of CHESSML (which in turn is anneatesSM[30]),

the metamodel used in CHESS toolset to enable compohansed systems design. ConcertoFBA]

allows users (system architects and dependability engineers) to decorate compoased architectural
models (specified using CHESSML) with dependatsldyed information, execute Failure Logic Analysis
(FLA)Yechniques, and get the results bapkopagated onto the original modeBoth SafeConcert and
ConcertoFLA he been extended to suppotthe modellingand analysis afecurity aspects (see Section

3.7for details).
Semiautomatic generation of product argument&*)

The Argument Generator plugin is implemented in CHESS. It generates a set of arffagraphts from

the selected CHESS model and stores them in theegponding destination assurance case in the CDO
repository stated in the OpenCert preferences. Components in the CHESS model are decorated with
contracts that are primarily used to verify that the model satisfies a particular requirement. The contract
check is performed in OCRA from CHESS. To assure that the requirement is satisfied with sufficient
confidence, we need to assure confidence in the contracts as well. Hence, we provided support in CHESS
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for enriching the contracts with assurance informatiomgément Generator uses that information and
creates an argumerragment for each component and its related contracts. To support roahicern
assurance, we have extended the contracts and requirements specification in CHESS with a concern
attribute to indicate that the particular contract/requirement is related to the selected concern. Based on
this information, we generate argumedffitagments that are concerapecific by filtering the component
elements based on the concern tag. Currently, we indicatedabncern in the name of the argument
fragment file. However, we are searching for a way to capture the concerns in the argumentation
metamodel.The attached screenshotBiQurel- Figure6) illustrate the usage of the Argument Generator
plugin. Further improvements of the genei@t are under way.

| = runtime-EclipseXtext - OpenCert - WBS/WBS.di - Eclipse Platform = | B |
File Edit ¥ Diagram MNavigate Search Papyrus Project Argumentation Run [ CHESS | Window Help
Bl ; e X ~E B - '| | 'Sb v o - q.; Argumentation 4 Generate Argument-Fragments (OpenCert) |
Qi - - f=l v| 3 3 | - - . fnalyiis L —uick Access | [} | P ’}@
% Activate ExtraFunctionalView o
I Project Ex... | fg Repositery.. 32 | = O <) WBS.di 2 W | neteee e = 0 o
ShE Wi Activate DependabilityView 1 KB

a (34 Sessionl5 [opencert]
a [ View 1 [MAIN]
> [== ReferenceFrameworks clean

J

> = Vehicle clean
= SAPC _SEooC clean

=
> = ProjectName clean eparations
=

= WheelBrakingSystern clean -
constraints
> = ASSURAMCE_PROJECT clean 3l braka_tima Systam_Braka_Tima
= EVIDENCE clean
(= ARGUMENTATION clean
= PROCESSES clean
& default.arg clean

0mEom
o

eparations

zanstraint
{7} Valid := bscuLValid or bscuZ Vailid | =
1) cmd_fime: BSOU_CWD Time _ constrantz

1 safety- BSCU _Safety 1 raka,_time: Hydraufic_Braica_ Time

g= Outline 52 = = 0 17) Me Doubia Fault -m shuays (not bzt fauit

o E\
- bacu2
.z::;

B

B incut fauk Menits
Bl out Valid: Becksan
B incut fauk Command: Boclaan
El cut EMD_AS: Boclsan

operaticns

constraints
1] safety: SubBSOU Sefety
1] emd_time Sub8SCL_CMD Tima

q [}

I:D}:I Welcome | Bg PhysicalArchitecture_BDD 5

Figure2. Initiating the argumenfragment generation (Step 1)
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i & runtime-EclipseXtext - OpenCert - WBS/WBS.di - Eclipse Platform _— == = |
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= WheelBrakingSystem clean —
[+ == ASSURAMNCE_PROJECT clean 0 braka_time Gpztem Braks Tima
(£ EVIDENCE clean ]
= ARGUMENTATION clean TRy -
(= PROCESSES clean | “iizck Susfymeme =yt
& default.arg cI’e_a_n 2scd I 1 N
£ Select Analysis Context for Contracts Refinement Analysis E@g
Analysis contexts found in model: I““‘ |BrakingSys delAnalysisVi delDs dabilityAnalysisView: OCRA analysis ']

Root element: ‘WheelBrakingSystem::modelSystemView::Physical Architecture:System

[ ok

J |

Cancel ]

3

8= Outline 53 & Templ

i

T
Suzascy
sropartes
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Figure3. Selecting the source analysis context (Step 2)
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Figure4. Selecting the destinatioassurance case folder on the CDO repository (Step 3)
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Figure5. Generation successfully completed widhgumentfragments for each block

H2020JTIECSERO15 # 692474

Page22 of 68



U’é A M AS S Prototypefor multi-concern assurance) D4.6V1.0

Figure6. An example of the generated argumefnagment

2.2.4 Requiremerns implemented in WEFAQY)

WEFACT is an external tool for assuramoekflow execution It can use a process model defined inEPF

or use process activities defined in WEFACT itself. In WEFACT, the activities of the EPF model are
associated with V&V aigities and respective tools, and WEFACT eventually executes these activities,
keeping track of changes of associated artefacts (e.g. software modules under test) and the associated
requirements.In this way, WEFAGTpports continuous impact managementtime event of changing
requirements, models or implementations and triggéinen only thosere-assurance activitiewhich are
necessary as a consequence of the changes

Figure7 shows theWEFACT user interface after importing a process medath appears in the "Process
Explorer" in the lower left corner. In the middle the selected requirements is displayed, to the right the
associated verification process and status can be seen. More details can be found in [25]3
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