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Executive Summary

This deliverableoutput of Task 3.2Conceptual Approach for Architectutiven Assurancdocuses on the
design of the architecturelriven assurancapproachby elaborating the wayorward identified in D3.12]
and by covering the requirements identified in DPLL

The conceptual approaches, logical architectamed metamodel supporting ashitecturedriven assurance
are presented in this deliverable.

Concerning the conceptual approaches, elaborations about fti®wing functionalities focusing the
support of system assurance definition are provided:

1 modelling of the system architecture,

1 definition and instantiation of architectural patterns,
1 contractbased design approach,

9 activities supporting assurance case

The logical architecturein chargeof realizng the architecturedriven assurance on top of the AMASS
platform is illustrated byrefining the initial logicalmodel presented inD2.2[3] and then D2.38]; in
particular logical components and interfaces that will be in chafyeealiang the presented approdwes
have been identified.

The metamodel for system component specification originally presentdai@ has been also reviewed
and extended to support whdtas beerelaborated at the conceptual level.

A way forward for the implementation is also proposbkg,tracing the sections elaborating the conceptual
approaches to the requirements currently assigned to WP3 and by providing some considerations about
the current feedback received from thevaluation of thePrototype ©@re and Prototype P1of the AMASS
platform.

These resultspresented in this deliverablewill guide the implementationof the architecturedriven
assurance featuresf the AMASS prototype (Task 3m3plementation for Architecturelriven Assurande

Finally Task 3.4 Methodological Guidanceof Architecturedriven Assurancavill build upon the results
identified here to provide methodological guidance to the AMASSu=®ds for the application of the
architecturedriven assurance approach.

This deliverable represents an update of the AMASSZ [3.deliverablereleased atM15; the sections
modified with respect to D3.2 have been marked with, ()en the details about the differences and
modifications are provided iAppendix FDocument changes respect to D3.2 (*)

H2020JTIECSERO15 # 692474 Page7 of 120
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1. Introduction (*)

This deliverablesi the output of Task 3.2. It reports the design of the architectuheven assurance
prototype, including its conceptual aspects and tool infrastructWiée group the functionalitieprovided
by the prototypeinto four blocks

System Architecture Modkiing for AssuranceThis block contains the functionalities that are focused on
the modeling of the system architecture to support the system assurance, which are:
1 Supporting themodelling of additional aspects (nhot already included in thgstem component
specification), related to the system architecture, that are needed for system assurance
1 Tracing the elements of the system architecture model to the assurance case
1 Generating evidence for the assurancasefrom the system architecture model or from the
analysis thereaf
1 Importing the system architecture modebim other tools/languages

Architectural Patterns for AssuranceThis block contains the functionalities that are focused on
architectural patterns to support system assurance, which are:

1 Managemenbf a library of architectural patterns

1 Automated application of specific architectural patterns

1 Generation of assurance arguments from architectural patterns application.

ContractBased Design for Assurancéhis blockintroducesthe functionalities th& support the contract
based design of the system architecture, which provides additional arguments and evidence for system
assurance. These functionalitiedsoinclude:
f / 2yiGNI OGa ALISOATAOIGAZ2YI ADPSPY ALISEGAFAOFIGAZY
1 Contractbased reuse of components, i.e., a component reuse that is supported by checks on the
contracts
9 Generation of assurance arguments from the contract specification and validation

Activities Supporting Assurance Cadéhis block contains the figtionalities that are focused on enriching
the assurance case with advanced analysisstipport the evidenceof the assurance case. These
functionalities include:

Requirements formalization into temporal logics

lylrfeaAra 2F NBI dzi NBived joimaligatich By tergporal Ogics 6 F & SR 2
Analysis of requirements based on quality metrics

Contractbased verification and analysis, i.e. exploiting contracts to verify the architectural
decomposition, to perform compositional analysis, andatalysethe safety and reliability of the
system architecture.

Formal verification (model checking) of requirements on the system design

Design space exploration to compare different architectural configurations

Model-based specification of faudibjection and aalysis of faulty scenarios with simulation or
model checking (modddased safety analysis)

T
T
T
T

= =4 =

The deliverable is structured in the following way:

Section2 provides the conceptual vision supporting the aforementioned features
Section3 provides a logical architecture supporting the conceptual vision
Sectiord provides information related to the WP3 requirements coverage
Section5 provides he conclusions.

= =4 =4 =4

H2020JTIECSERO15 # 692474 Page8 of 120



‘\U,/ AMASS Design of the AMASS tools and methods for architeetlireen assurancé) D3.3 V1.0

2. Conceptual level

Thischapter builds on the way forward discussed in AMASS [.%ection 5while covering the WP3
requirements identified in D2.11]. For each of the main topicsf interest for AMASS related to
architecturedriven assurance goal, several approaches and features planned to be supported by the
AMASS tool platform are presented.

2.1 System Architecture Modelling for Assurance

In this section, the information concerningstem architecturewhich is important for the assurance case
is elaborated.

2.1.1 Extended modelling of system architecture with safety aspects

INAMASD3.1[2]A G Aa adFGSR GKFGY aG¢KS &e@ Fabt$producddibyitield S O d
development process and includes many design choices that should be reflected in the assurance case.
Therefore, we have to understand which elements of the system architecture are important for the

I & & dzNJ y O\dat Modallifgbalerants are available for expressing the architecture of a technical
system and what relationships are allowed between them is defined by a-metkel.

Within the AMASS consortium, different partners have different, but in many aspects similarmmoeizls,
which need to be compared to get a common understanding, even if a full unification is not possible due to
existing tools.

In thissection,we reflect upon the system modelling itself but also the assurammksafety analysis upon

the system and the relans between the system and its safety analyBisaddition to the connections
between system modelling and its safety aspects, which are merely the different kinds of safety analysis
and the terms used therein (e.g. fault, failure, hazard), safety mdashemnthat are introduced into the
system architecture to prevent or mitigate these failures or their consequences are also considered.

2.1.1.1 ProductMeta-model

In this section,we introduce ameta-modelfor system architecturéproduct)modelling and then integte
it into an assurance framework. This integrated metadel bridges the gap between an assuranceta-
model (e.g. theassurancemeta-model described inD2.2[3]) and a system architecture modellimgeta-
model, therefore enaling a detailed definition of the system and the analysis of its dependability.

H2020JTIECSERO15 # 692474 Paged of 120
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Meta-Modell J

_ 1I 1 destination
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subcomponent __ [ Design
| ] Decision
| realizes
Argument
1X*
> ——
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(Function Block) 1X* a
oX* 0ox*
subfunction refines
, |
\ I
Argument Argument

Figurel. Meta-model of System Architecture Modelling

Figurel shows themeta-model for systemarchitecture modelling. The artefacts are grouped into two
groups where the greercolouredgroup corresponds to the functional abstraction level, and the black
colouredgroup corresponds to the technical abstraction lev@h the abstraction levebf the functional
architecture we modelthe functional block®f the systemthe nominal behaviour oivhichis describedn
detail by therequirementsthat should be satisfied. As a typical recommendation (e.g. from ISO 25262
requirements are hierarchicallgrganized wherea requirement may berefined by a set oflower level
requirements Accordingly, a function may be composed of sevsualfunctional blocks in a hierarchical
way, with each functional block fulfilling the corresponding requirements.

When ddining the technical architecture, the main modelling artefaate components, which realize the
functions(in other words: functions are allocated onto componentSpmponentsre also organized in a
hierarchical way, and one component may contain selveud components. Each component may have
some Ports which define its interface, and Ports are connected @WannectionsA Connection allows
communications between components through the associaearce and destinatioports.

H2020JTIECSERO15 # 692474 PagelOof 120



@ AMASS

Design of the AMASS tools and methods for architeetinreen assurancéh) D3.3 V1.0
Meta-Modell J
Activation Event Occurrence - Event
Condition is
- classified
1
l 4 by
|
I
leadsto
Faults 0X* Failure
Oox* T
\ leadsto
is compromised by ! . -
! is classified by
Propagation
Hypothesis
Failure Mode
isviolation of
ox*
| & 1
1 —
1 . dedtination
(technical) ‘ﬁ Port el source Connection
Component
isattached to
0X* 1.x 0X*
allocate
subcomponent Desi Guarantee
— gn &
1 Decision T
| Contract
Argument isattached to ‘—\—
realizes Assumption
1X*
ll o 1
Function describes Requirement
(Function Block) 1X* q
0X* 0X* correspondsto fresertion <—
subfunction refines
l l
Argument Argument

Figure2. System Architecture Modelling integrated with Safety Analysis

As shown inFigure2, a set ofFaultsmay be identified regarding each componextt the result of safety

analysis over the techrat componentswhich may lead té-ailuresduring the operation of the component.

For example, a missing Connection between the controller component and the actuator component may
lead to the failure that the actuator never executes the command issued dycdmtroller. Therefore, a

Failure is aficvent whichoccursin real time during the operation of the component. Failures can be further
categorized into differenfailure Modeswhich are different types of Failures that are observed at the
Portsofthe @ YLI2 Yy Sy 06S®3ad aAyLdzi @FfdzS 2F t2NI ! Aa 2c
t 2 NI Ad AaadzSR RSaLAGS O02YYIFIYyR NBljdzSad Aa NBOSA
Readers should be aware that throughout different communities and standards the terminoldgulof

and failure (and sometimes other terms like error or malfunction come additionally into play) may differ, so
this metamodel should be regarded as a generic explanation of our intended proceeding and needs to be
fine-tuned and mapped to the differerdxisting standards and tools.

Contracts and assertions are also representedrigure2, asgreencoloured artefacts. In the context of
contract based desigrContractsare formalized requirements that a system mdstfil with the given
conditions. Contracts can be applied to both functional and technical levels. The conditions that are given
by the environment of the system ar@ssumptionsand the expectedbehavioursare the guarantees
Therefore both assumptions and guaranteecan be seen as system properties (Assertionsover
systems) from different perspectives. In this perspective, Failure Modes can be interpreted as those system
properties that violate the Contracts.
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Figure3. System Architecture Modelling integrated with Safety Analysis and Safety Aspect
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Figure 3 further integrates the SafetyMechanisms(the bluecoloured group) into the meta-model
Followingthe safety analysjsa safetyconcept (may be named differdgtin different industry domains) is
written to define safety measuresthat prevent or mitigate potential failures or their hazardous
consequencesTheyestablish countermeasures against failusgsruntime and therebyassurethat finally
the overallsystem satisfiethe Safety Requirements

Safety measures can be divided intwo different classesprocess measures (e.g. development process
maturity, depth of testing, operator training) and technical measures, which cdortieer subdivided into
functional safety mechanisms (e.g. runtime failure diagnostics implemented in software, with the reaction
of a transition to some safe state) and measures in other technologies (e.g. a mechanical protection against
touching dangerouparts). For the technical architecture (considering electronic hardwaresaitaare),

only the safety mechanisms are of interest.

2.1.1.2 Work Products of Safety Aspects

Work Product Meta Modeu
Safety Case
assured by assured by assured by——
assured by

Functional

Architecture
. | . . mitigatesall | Specification
Architecture <<based uponq Failure Analysis |[<— findings of Safety Concept Document

Technical

Architecture ZF
FMEA FTA

Figure4. Work Products of Safety Aapts

Thesafety casas a compilation of the work products (usually in the form of documents) during the safety
lifecycle. As a result of the safety analysis, the safety case records the identified hazards and risks of the
system under development. It alstescribes how the safety measures are developed and deployed in
order to ensurethat the risks are controlled and failures can be detected or prevented. As shokigune

4,the safety case consists of four parts:

9 Thearchitectue describes the system modelling, which contains both ftivectional and technical
architecture.

9 Failure Analysisdescribes the safety analysis procedures performed basadthe system
architecture in order to identify the risks and hazards and the cpoeding results (for example
FMEA and FTA).

1 TheSafety Conceptescribes thesafety measurethat are required in order tanitigate the failures
found in the phase of failure analysis.

9 TheSpecification Documentescribes the requirements of the systemdam developmentin the
iteration after performing the safety analysis and writing the safaincept, his also includes the
safety requirementswhichhave beenderivedin the safety concept and which describe in detalil
how the safetynechanismshall bénave

The relationship between the work products of a safety case and the artefacts generated during the
process of system development and safety analysis is shoRiguires.

Note that just as all parts of theeta model, the safety case part of the meta mod&é(re4 and upper
part of Figure5) isgeneric and to be understood as an example. Clearly, there are more typestf saf
analyses than just the two shown in the graphics (FMEA and FTA), and adsdetfyecaseonsistsof many
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more ingredients than the ones that are shown (ISO 26262 knows as much as 122 work products, not
O2dzyGAy3a GKS 2dzi 02 YSa tgrdcesstkabmay afsd bhpartiokthe Rafe Safiet LIY Sy
tailoring reduces and condenses the work products actually to be delivered). Which ingredients a Safety
Case has, depends on the industry domain, the kind of project and the role of aepmthinthe supply

chain (e.g. car/airplane/plant OEM vs. Tierl supplier vs. component supplier). Tailoring a safety process
and, accordingly, the Safety Case is a large topic on its own and addressed in AMASS at other places (e.g. by
using the tool OpenCert). Tlessential message of this meta modethat a link is necessary between the
process activities and their output artefacts on the one hand andptteeluctdefining model elements in

the SysML world on the other hand: An architecture holds the system coemis, a requirement
specification holds the system requirements, a failure analysis holds the system failures, the Safety Concept
holds safety mechanisms, the test specification holds test cases and so on. This has to be extended and
adapted to all modetlements actually used in some ussgecific process setting.

The link made by the metaodel relations finally makes the argument of tkafety case(or safety
assurance case) complete: on process level, the Safety Case argues that the process hatreitleeen

carried out carefully (the HARA, the Safety Concefut), and this, in turn, justifies that all hazards have
been found, and if the Safety Concept contains measures against all failures contributing to the hazards and
they have actually beermmiplemented and verified in the product delivered,eth the product can be
claimed to be safe.

Work Product Meta Model )
Safety Case
-assured by -assured by—————————assured by—————
assured by
Functional
Architecture
| mitigatesall | Specification
Architecture f<—based upon Failure Analysis |<— findings of Safety Concept Document
Technical
Architecture 4\ z %
FMEA FTA
documented in
documented in documented in documented in documented in
Product Meta Model )
Activation
Condition Event Occurrence Event
is
Q classified
| by
Faults leadsto OX* Failure
Argument
N— is classifi
— =1 leadsto s classified by ;
' [ |
Propagation Failure Mode
Hypothesis iti
is compromised " oxX* isviolation of i
by
dekomposes
1 1 L Safety Measure P
(technical) 1X* Port Connection A Ox* [~
Component
0X* 1.x OXx*
isattached to .
alocate role:
subcomponent - guarant [ 1
Design [ le- Safety ¥ i ofh
i —“{ Decision — afel easure in other
i | | Contract o—| Assertion Mechanism Process Measure technology
Argument realizes |isattached to role:
assumption 1
1 1X* correspondsto 1X* realizes
Function describes 1 Safety
(Function Block) Requirement Requirement
1X*
ox* [ ‘
i refines
subfunction describes
‘ ‘
i
|
I

Figure5. Overview of the metanodels
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2.1.2 Tracing CACM with results froexternal safety analysis tool$*)

Asstated in AMAS®2.2[3], CACM is the evolution of OPENCOSS CCL (Common Certification Language)
[56] and SafeCer metamodeld1]. CACM is the union of the processdated metamodels (planned
process with EPFCompogé8] and executed process with CGhe assurance metmodel, the evidence
meta-model and the component metmodel.

CACM should alloto tracedifferent information, likerequirements with system components, results from
safety analysisyerification repors, test casesvalidation repors, and parts ofthe safety casgregarding

the process, CACM should allow the links between the generated work products and the executed process,
the links between the executed process and the planned proeessthe links between the generated

work products and the planned process, when the executed process does not deviate from the plan.

Doing so is desirable from the assurance perspectivet &xglicitly defines dependencies between
contents ofdifferent work products. It is also necessary in the context of a distributed development as
defined in 1ISO 2626ZThereby CACM could support a consistent tracing of activities iddkielopment
interface agreemen{DIA) as formalization of the responsibilitiescattomer and supplier.

Consider the example of a system that is partitioned into components, some of which a supplier is
developing. The failure modes of the components are tied directlystéunctionginterfaces meaning the

type of partitioning greatly influences the failure mode model. That scenario demands traces between
parts of different work products and possibly across company borders to preserve the logical structure of
componentsfunctions and failure modes. Document based exchange is time consuming and error prone.
The associated costs are prohibitive to an iterative process with frequent exchange, review and testing,
making documenbased exchanges an undesirable option.

For sone work products,the AMASS CACM artdol infrastructure already allowso trace links to its
sections, such as in most requirements management databa@sesodelbasedapproach makes sense for

the system model but it is not feasible for many otlatefacts. For example, results from safety analysis
vary between different domains such as automotive avibnicsas well asvith respect tosecurity and
safetyconcern It is not desirable to fit them all into a common metamo@ed. into the CACNl}here is o
added benefit from copying the safety analysis results into the AMASS prototype if instegldtall safety
analysis can be traced with each other and with CACM model eleng@otdor instance, analysis results
performed by using externaiools to the AMASS platform can be kept according to the metamodel
provided by the external tool and properly linked to the CACM (for instance to the executed or planned
process).

Tracing data within the AMASS prototype and to external data is part of WP5 which aigredtly

enhance the tool interoperability of OPENCOSS. While OPENCOSS was open source and therefore open to
extension, its CD®ased approach for tool integration fell short in terms of integrating tpiadty tools in

a seamless manner. The goal of AMAS to employ state of the art live collaborative editing techniques
across tool boundaries and provide methods to create traoemrtefactsthat are external to the platform

Such a linkbased approach is the best way to put the single source of truitiiciple into practice while

being flexible and driving down costs.

In this section,we discuss what type of artefacts amwdork product contentcan already be provided by
safety analysis tools such &%edini Analyze which specializes on ISO 26262. It etoits data in well
structured models that allow traces into every part af modek (Figure6). Information from models
created withinMedini Analyzecan enrich theCACM with regard to linking sections within waroducts
for assurance purposes.
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Figure6. Safety Core model frofiledini Analyze

The type names from the safety core metamodel mostly reflect the terminology from ISO 26262 and are
therefore easily understood by safety engars working with the AMASS prototype. The main class is
Failable which is the abstract base class for all elements that can have failures (contained via the reference
failures). A component model such imsthe SysMLmodelling languager the one used inthe context of
AMASS can inherit from this class to receive all safety relevant properties. For exBailaleleprovides a
failureRateas quantiied rate of the amount of failurever time

H2020JTIECSERO1S5 # 692474 Pagel6 of 120



() AMASS

Design of the AMASS tools and methods for architeetiireen assuranc)

D3.3V1.0

1 analyzedModel

= unavailability

0.1

represents

ensity : EBigDecimal

mportance

frequency : EBigDecimal

| EObject (&

| FTAModel
missionTime : EBigDecimal
1 1 model
analyzedEven
1 b A
model odel 4
Connection
le =
+ 1@ isInLoop() : EBoolean 1 topEvent
connections
inputs
trueEvents
1\ ing ! {0
@ getModel() ; FTAModel ) g
/1\ robability(EBigDecimal) : EBigDecimal | falseEvents
equency(EB ) : EBigDecimal
quengy 3l : EBigDedi
targetEvent .1 N\
_gates Gate | \
eventNode n
EventNode
transferGate
l S E
E ' 4
H LogicalGate [E TransferGate 1
2 kind : LogicalGatekind topEventNode

EString
rGateTarget : EBoolean

transferGates

@ getProbability(EBigDecimal) : EBigDecima
® getfrequency(EBigDecimal) : EBigDecimal

2 EventType

TOP_LEVEL
INTERMEDIATE

J OPED
CONDITIONAL

Figure7. Fault Tree Analysis pieaage fromMedini Analyze

Figure7 presentsthe fault tree model, which consists of a tree structure with various nogees, mainly
events (metaclassEventNodg and gates (metaclasselsogicalGate VotingGate TranderGate. The
connection between nodes is realized by the abstract metadasmectiorithat links twoNodeinstances.

EachEventNodeof the fault tree has a reference event to a singkeent which holds all its properties.
Hence, instances of metaclaBsentNodalescribe where an event occurs in a fault tree, while metaclass
Eventdefines the event itself in detail. In case of multiple occurring events, diffdtgahtNoddnstances
can reference the same underlyififyentobject. How often an event is f&renced from the fault tree is

indicated by theoccurrencattribute.
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Figure8. Diagnostic Coverage Worksheet metamodel fid@dini Analyze

The three main classes in the diagnostic coverage metammealented inFigure8 are DCWorksheet
DCComponentEntrandDCFailureModeEntryrhese classes consistently refine the structural classes of the
Failure Mode and Effect AnalysifMEA worksheet to add the attributes required for tHeailureMode and
Effects Diagnostics AnalysEMEDASIngle Point Fault Metric (SPF) and Latent Fautetail:

1 DCWorksheetnherits from FMEAWorksheeand adds all attributes relevant for the hardware
architectural metrics. The safety goals under consideratite linked visgsafetyGoaleference. Target
values from the set of goals are maintainedspfTargetValueand ImpfTargetValue These attributes
are not derived and can be changed as known from the tool Uldefised in1S0262625, the
essential attribtes for the computation of the SPF/LF metrics are available as
totalSafetyRelatedFailureRate totalNotSafetyRelatedFailureRate totalSpfFailureRate  and
totalLmpfFailureRatas well as the overall computed resuisfMetricandImpfMetric.

1T A DCWorksheet contains always DCComponentEntry via the components reference.
DCComponentEntrgpecialize€ComponentEntrfrom FMEA to add the attributsafetyRelatedand
the derived attributegotalSpfFailureRatgotalLmpfFailureRatespflmportancy andimpflmportancy
The latter four attributes are computed based on the containddilureModesand their properties
related to the SPF/LF metrics.

1 DCFailureModeEntstores the main attributes required for thmetric computations, i.espfViolation
andspfCoveragéfor SPFlandImpfViolationand ImpfCoveragédfor LF). In addition, the percentage of
safe faults is accessible safeFaultFractionBeside these five attributes there are three derived
attributes for the various failure rate fractions, namegmainingFailureRatéafter subtraction of safe
fault percentage)spfFailureRat¢after incorporation of thespfCoveragg andimpfFailureRatgafter
further incorporation of thdmpfCoverage
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Lastly, we present the tracing model fravedini Analyze(Figure9). As many traces are generated in 3rd
party tools such as requirementsanagementatabases or safety analysis tools, there will be many trace
links generated inside these toolSinceit would be tedious to duplicate those as manually, it is
preferable to import them into the AMASS tool platform.

Forthese needsin the context of WP5 (see AMASS deliverable [#,5he Capra projedi9] for generic

traceability isused and adapted for the AMASS/WP3 nedilspra comewith a dedicated metamodel for
traceabilitywhich is quite close to the one presentedRigure9 (it can also be customizedjo, Capra can
be usedto support traceability links between CACM, in particuldwe component model, and other
assuranceelated information like results from AMASS external analysis tools

0..* | nestedTraceSets

[ ETraceset | traceSetProperties 0..* [T Hracerroperty
 — T name : EString
= type ! EString
sourceProperties 0..* | & dataValue : EString |
traceSet 1 , /ﬁ
argetProperties 0..
2 P T contextProperties
0;"
/ 7
/
traces /
v
0.* / / targetElements

H Trace 0. H EObject (2]
| T type : EString | i from ecore

0.*

sourceElements

Figure9. Tracing metamodel frorMedini Analyze
2.1.3 Arguments, Architectues and Tools

2.1.3.1 Argument Fragment Interrelationships

Requirement WP3_APL_005 indicates: "The system should be able to generate argument fragments based
on the usage of specific architectural patterns in the component model."'oBjactiveconcerns the abilit

to both represent complex argument relationships and achieve a compeorégrited assurance
architecture. We start with a simple exampte,demonstrate the argument components and relationships
needed, and thenve generalize to metamodel concepts thabuld need to be included.

As an example, consider a derived safety requirement thasystemfails silent. This is a derived
requirement that comes from safety analysis, to ensure that when a processing component fails, it does
not produce any further outpt. The system designer might use an architectural pattern to meet this
requirement. For example, the design might use an independent protection mechanism whereby a safety
system can detect that a component has failed, and disconnect or override its alrtpatso that it cannot

affect the rest of the system.

In a safety argument, one would typically start by enumerating system hazards and showing that the list of
hazards is complete, then deriving safety requirements to mitigate those hazards, follonad)limens

to show that the system meets these safety requirements. In part, this is driven by the need to allocate
requirements among software and hardware components, so this approach seems apt for architecture

driven assurance.

The argument has the flolwing overall structure, starting from derived safety requirements:

1 Aclaim that all derived safety requirements are met, contextualized by a specific architecture and a
specific set of derived safety requirements.
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1 A subordinate claim for each derived sf requirement and applicable component, showing that
this requirement is met for this component.

1 For a component meeting a fallent requirement with an independent protection mechanism, a
specific argument fragment can then be used:

o A claim C1 that th architectural pattern meets the fagilent requirement.
0 A claim C2 that the system correctly instantiates the architectural pattern.

Under claim C1, we can appeal to evidence from matiekcking, for example, demonstrating that the fail
silent protection mechanism works correctly over mode changes, power cycles, system resets and so on.

Under claim C2, we can appeal to design review for some instantiation rules. For this type of pattern, we
could also appeal to specific tests of the implementation innades achieving, for example;sitch
coverage of transitions in the model used in claim C1.

In claim C1, we use a moeghecking tool to obtain evidence about thehaviourof a model. In claim C2,

we use a test execution tool to obtain evidence abdug behaviourof the software. In both cases, it is
important to show that the evidence is trustworthy. This is an argument about the ability of that evidence
to substantiate a highelevel claim, which sits alongside the main assurance argument.

To claim hat evidence is trustworthy, we appeal to the workflow used to generate the evidence. The
modelchecking workflow involves generation of an accurate abstract model, correct configuration of the
modelchecking tool to perform appropriate analysis and que@diion evidence showing that the tool
faithfully performs the analysis required. The workflow for testing the protection mechanism involves
generation of a sufficiently representative verification environment, generation of appropriate traceable
test cass, correct configuration of the test tool to perform appropriate tests and qualification evidence
showing that the tool faithfully performs the analysis required.

To benefit from architectur@riven assurance, we would like to link these fragments togettier overall

safety argument, arguing over derived requirements, the specific treatment of thsili@ilt protection
mechanism, the modeathecking evidence assurance case and the test execution evidence assurance case.
b2d I ff 2F GKSES tANYRA WKS @ &delvladivie R2 y2G (GKSY
particular claim, but instead argue about the ability of some other evidence to support that particular
claim. It must be possible in the argument and architecture metamodels to reprebesetlinks.An

illustration is given ifrigurel0to put these ideas in context

It is worth tohighlight andclarify here that the envisageIMASSipproach regarding usage of architectural
patterns and associatedrgument fragmenrd is presented anddiscusses in more detail Bection2.2. The
elaborations presented here apply in general, not only in case of architectural patterns applicati
patternsare used here as example to elabteaabout the needed argument relationships
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Figure1l0. GSN illustration of assurance links

We propose that a fragment may therefore need to describe itslémel relationship not only assupport
but also as amassure

1 Some éement supportssome external element with a contractual description of its role. For

SEIFIYLX ST GKS FNIIYSYyd F2N aSEGSNYIf LINRGSOGA
GF NBdzySyid o6& RSaAdayé GKIFIG AGSNIGSa 2@Badl GKS
addzLILIR2 NIia Fye OflFAY 2F GKS FT2NN-aAACESVSNMNBE dZRINB Y S
 Some elementssuresd 2 YS SEGSNY I f &dadzLllli2NIé | 8a20AF GA2Y
NEfSd C2NJ SEFYLX ST (KS -ghall]AWSE( ORAUMNIRG (KNDZESH 4 2 Nl

by modetOKS O Ay3 62Nl Ft26¢ GKIG | aadNBa |ye
O2Y FAIAANI GA2Yy aé -GHADRPNYBI RS BRR IIWAIRRS®

The situation is further complicated when considering evidence thdudes testing of an embedded
target. In this case, the ethe-shelf analysis tool includes custom components for that specific embedded
target. Quch toolscan be arrangeds follows:
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