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Executive Summary 

The AMASS project is developing the first European-wide open certification/qualification platform for the 
assurance and certification of Cyber-Physical Systems (CPS).  

This deliverable, output of the Task 1.4 “Case Study Implementation and Benchmarking”, focuses on evaluating 
the AMASS Prototype P2 by industrial partners in several case studies. Those case studies represent meaningful 
segments of the different application domains addressed in AMASS. Partners have focused on modelling 
standards depending on their domain (industrial automation, automotive, railway, avionics, space and air 
traffic), establishing an assurance project, and using the tools that have been created for each building block. 

The Task 1.4 has provided feedback and an active proof of the performance of the AMASS platform in the 
industry. It has provided support and advice resulted from the case studies to the tool’s developers (WP3-
WP6). This task was also an input for WP2 “Reference Architecture and Integration” in order to validate the 
AMASS platform and to create the AMASS user guidance methodological framework [6]. Upon completion of 
Task 1.3 “Benchmarking Framework”, the last iteration of Task 1.4 helps with providing more widely 
benchmarking for AMASS tools. 

The data required to develop the task T1.4 has been taken from the deliverable D1.2 [2], which is related to 
data collection usage scenarios for each case study described in D1.1 [1]. 

From the Core Prototype to the Prototype P2, several functionalities have been implemented. Besides the 
basic building blocks which were already available in the Core Prototype, all the remaining STO (Scientific and 
Technical Objective) building blocks have been released for the Prototypes P1 and P2 (see Figure 3). Apart from 
the new functionalities, some recommendations in terms of features and bugs found during the previous 
Prototype evaluation have been included/solved in the final Prototype P2. For this final iteration, tool providers 
have delivered User Manuals for the tools and specifically for the different STO objectives, which have 
represented an invaluable help in the development of the Case Studies. 

This deliverable D1.6 focuses on validating all the AMASS functionalities (P2, P1 and Core), having the Core 
Prototype tools been previously analysed for D1.4 [5], and the P1 modules in D1.5 [4]. During this third 
iteration, some case studies have also used the previously developed Core and P1 Prototype functionalities, 
such as OpenCert or EPF-Composer for compliance management. For each of the case studies, the coverage 
with respect to the AMASS Prototype P2 has been identified. 

Finally, this document provides input for the implementation tasks in the technical work packages, in the form 
of feedback about aspects that could be improved or addressed in the future, taking also into account usability 
aspects.  
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1. Introduction 

The AMASS approach focuses on the development and consolidation of an open and holistic assurance and 
certification framework for CPS, which constitutes the evolution of the approaches proposed by the EU 
projects OPENCOSS [16] and SafeCer [18] towards an architecture-driven, multi-concern assurance, reuse-
oriented, and seamlessly interoperable tool platform. 

The expected tangible AMASS results are: 

a) The AMASS Reference Tool Architecture, which extends the OPENCOSS and SafeCer conceptual, 
modelling and methodological frameworks for architecture-driven and multi-concern assurance, as 
well as for further cross-domain and intra-domain reuse capabilities and seamless interoperability 
mechanisms. 

b) The AMASS Open Tool Platform, which corresponds to a collaborative tool environment supporting 
CPS assurance and certification. This platform represents a concrete implementation of the AMASS 
Reference Tool Architecture, with a capability for evolution and adaptation, released as an open 
technological solution by the AMASS project.  

c) The Open AMASS Community, which manages the project outcomes, for maintenance, evolution and 
industrialization. The Open Community will be supported by a governance board, and by rules, policies, 
and quality models. This includes support for the AMASS base tools (tool infrastructure for database 
and access management, among others) and extension tools enriching the AMASS platform 
functionalities. 

 

 

Figure 1. AMASS results 

The scope of the previous deliverable D1.5 [4] was the Core and P1 Prototypes, which cover the AMASS 
Platform Basic Building Blocks in the middle of Figure 3, plus only several functionalities shown in the green 
work-packages blocks. 

This deliverable (D1.6) covers also the Prototype P2. This third iteration addresses not only the basic building 
block functionalities but also evolves to tackle all the functionalities highlighted in green in Figure 3. 



AMASS AMASS demonstrators (c) D1.6 V1.1 

 

  

H2020-JTI-ECSEL-2015 # 692474 Page 14 of 244 

 

1.1. Scope and Purpose 

The objective of this deliverable is to validate the final prototype of the AMASS solution. This third deliverable 
related to the task T1.4 “Case Study Implementation and Benchmarking” is based on the case study 
specifications from the task T1.1, as well as from the data collection usage scenarios presented in the 
deliverable D1.2 [2]. The task 1.4 provides the user validation for the developing work packages and is in charge 
of benchmarking in real projects the capability of the AMASS solution.  

For the deliverable D1.4 [5], the implementation of the AMASS Platform Basic Building Blocks was covered. 
The deliverable D1.5 addressed the validation of more features related to the different STOs (see Figure 3). 
This document completes previous work to fully validate the AMASS functionalities. Benchmarking work will 
be covered once the on-going task T1.4 “Benchmarking Framework” has progressed and achieved a validated 
and stable benchmarking framework.   

Given the importance of the industrial stakeholder’s opinion, AMASS industrial partner’s feedback has been 
gathered for a number of distinct aspects related to the functionality (e.g. access management), the usability 
(e.g. GUI improvements) and cyber physical aspects, which have been taken into consideration for the last 
prototype and further evolvements of the platform. 

The results of the industrial participation will be matched with the AMASS technical requirements and test 
cases (WP2-WP6) and the achievement of the goals, from the end-user perspective in Space, Railway, 
Automotive, Industrial automation and Aeronautic domains.  

1.2. Structure of the Document 

The rest of the deliverable is structured as follows:  

• Section 2 offers an overview of the AMASS project roadmap, the functional groups that constitute 
AMASS Prototype P2 and the main challenges in implementing the case studies.  

• In Section 3, each case study presents an assessment of the platform, its coverage with respect to the 
AMASS Prototype P2, and some feedback about the main benefits and potential recommendations of 
the AMASS Platform functionalities.  

• Section 4 provides a summary of the coverage of the AMASS Prototype, mapping each CS to P2-specific 
and complete tool functionalities. 

• Section 5 shows the conclusions derived from the demonstrators’ task. 
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2. Background 

2.1. AMASS Prototyping Roadmap 

The AMASS Consortium has decided to follow an incremental approach by developing rapid and early 
prototypes. The benefits of following a prototyping approach are: 

• Better assessment of ideas by initially focusing on a few aspects of the solution. 

• Ability to change critical decisions based on practical and industrial feedback (case studies). 

The AMASS project has three milestones (M2 to M4) to demonstrate this incremental evolution (see Figure 2): 

1. During the first prototyping iteration (Core Prototype), the AMASS Platform Basic Building Blocks (see 
Figure 3) were aligned, merged and consolidated. This iteration covers the basic functionality as 
specified by the project backend needs. Since the beginning of the project, every technical work 
package (WP3-WP6) contributed to complete the first prototype until milestone M2 (m13, April 2017).  

2. During the second prototyping iteration (Prototype P1), the AMASS-specific Building Blocks were 
developed and benchmarked at TRL4; this comprises the blue basic building blocks as well as parts of 
the green building blocks in Figure 3. By milestone M3 (m24, March 2018), the second prototype was 
available with the improvements and new features already included. 

3. Finally, during the third prototyping iteration (Prototype P2), all AMASS building blocks were 
developed and integrated in a comprehensive toolset operating at TRL5. By milestone M4 (m36, March 
2019) the third and last AMASS prototype that includes all the features and functionalities will be 
available. 

 

Figure 2. AMASS Prototyping original roadmap 

Each of these iterations has the following three prototyping dimensions: 

• Conceptual/research development: development of solutions from a conceptual perspective. 

• Tool development: development of tools implementing conceptual solutions. 

• Case study development: development of industrial case studies using the tool-supported solutions. 

This project deliverable (D1.6) summarises the results of the “Case study development” dimension for the third 
AMASS prototype (Prototype P2). 
To achieve the AMASS results, as depicted in Figure 3, the multiple challenges and corresponding scientific and 
technical project objectives are addressed by different work packages. 
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To this aim, the industrial partners have used the AMASS methodological guidelines D3.8 [7], D4.8 [10], D5.8 
[11], D6.8 [12] and D2.5 [6] as the basis for learning about the P2 platform. 

 

Figure 3. AMASS Building blocks 

2.2. Usage Scenarios per Case Study 

Case Studies represent different potential applications within the targeted industrial domains by the AMASS 
project. AMASS Usage Scenarios offer a general overview on how the AMASS solutions are intended to be used 
in the proposed case studies. 

The approach to specify usage scenarios is based on the following principles: 

(a) Description of usage scenarios IS centred on the AMASS platform “user” perspective (i.e. how users 
will interact with the AMASS platform), in the context of typical business cases. The deliverable D1.2 
[2] provides a description of usage scenarios per case study. 

(b) Realisation of usage scenarios reports the results of the application of usage scenarios in each of the 
AMASS prototyping iterations. This deliverable (D1.6) summarises the main results of the realisation 
of usage scenarios by using the Prototype P2. 

(c) Benchmarking of usage scenarios will use a number of research/industrial questions and metrics to 
measure the effectiveness of the AMASS platform regarding the proposed business goals. This will be 
reported in the deliverable D1.7 (AMASS solution benchmarking). 

The AMASS Prototype P2 functionalities have been evaluated by the eleven AMASS Case Studies described in 
D1.1 [1] : 

• CS1: Industrial and Automation Control Systems (IACS) 

• CS2: Advanced driver assistance function with electric vehicle sub-system 

• CS3: Collaborative automated fleet of vehicles 

• CS4: Design and safety assessment of on-board software applications in Space Systems 

• CS5: Platform screen-doors controller 

• CS6: Automatic Train Control Formal Verification 
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• CS7: Safety assessment of multi-modal interactions in cockpits 

• CS8: Telematics function 

• CS9: Safety-Critical SW Lifecycle of a Monitoring Syst. for NavAid 

• CS10: Certification basis to boost the usage of Multiprocessor System-on-Chip (MPSoC) architectures in 
the Space Market 

• CS11: Design and efficiency assessment of model-based Attitude and Orbit Control software 
development 

Table 1 shows the Case Studies’ usage scenarios involved in the third evaluation of the AMASS Prototype. 

Table 1.  Usages scenarios involved in the evaluation of the AMASS Prototype P2 

CS Owner Short Domain Usage Scenarios 

CS1 Schneider Electric 
España S.A. 

TLV Industrial 
Automation  

US1: Managing compliance with IEC 61508, IEC 62443 
and IEC 62351 

US2: Perform safety and security co-assessment 

CS2 Infineon IFX Automotive  US1: Reuse of safety artefacts within a product family 
(Intra-domain reuse) 

CS3 Assystem 
Germany 

B&M Automotive  US1: Safety assessment for collaborative automated 
vehicle functions by model-based safety analysis 
and contracts 

US2: Process for development of collaborative 
automated vehicle functions, which considers 
functional safety, cybersecurity and reuse aspect 

US3: Collection and Analysis of Assurance Information 

CS4 GMV Aerospace 
and Defence, 
S.A.U. 

GMV Space  US1: Baseline – Architectural design (Common to all 
CS4 usage scenarios) 

CS5 CLEARSY SAS CLS Railway  US1: Generation of Frama-C asserted C code from B 
models 

US2: Support for system-level model, including safety 
and security aspects 

CS6 Alstom Transport 
SA 

ALS Railway  US1: Assurance Project Creation 
US2: System Design, V&V and Dependability 

Assessment 
US3: Evidence Management 
US4: Compliance Management 

CS7 Honeywell  HON Avionics  US1: Application of aerospace industrial standards for 
safety assessments 

US2: Automation of verification objectives  
US3: Reuse of assurance artefacts from automotive 

technology into the avionics domains 

CS8 RISE Research 
Institutes of 
Sweden 

SPS Automotive  US1: Multi-concern assurance case for safety/security  
US2: Multi-concern assessment  
US3: Multi-concern specification, analysis, assurance  

CS9 Thales Italia SpA THI Air Traffic 
Management  

US1: System/Software Design and Safety Analysis 
(SWD) 

US2: Safety Case (SWV) 

CS10 Thales Alenia 
Space 

TAS-E Space  US1 & US2: BSW modelling for SSDP & reconfigurable 
FPGA architectures 

CS11 OHB Sweden AB OHB Space  US5: Compliance Management (generation of process-
based arguments) 
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2.3. Evaluation Scope 

Table 2 lists a summary of AMASS functionalities, linked to available tools. It must be mentioned that some of 
the functionalities are achieved by integration of external tools (e.g. MORETO[9], OCRA).  

Figure 4 shows the different AMASS tools (external and internal) grouped by STOs.  

 

 

Figure 4. AMASS Platform Tools ecosystem 

As it was done in the second iteration, during the third iteration some case studies have evaluated, besides 
the Prototype P2 functionalities, also the already existing P1 and Core Prototype basic functionalities, such as 
System component specification (CHESS), Assurance case specification (OpenCert), Evidence Management 
(OpenCert) and Compliance Management (EPF-Composer/OpenCert).  

The support for the following functionalities has been addressed by the AMASS Platform in the final iteration 
(see Table 2 below; in blue cells, the functionality groups that were developed for the core prototype): 

• Parameterized architectures support 

• Integration with MORETO from CHESS 

• Architectural Patterns support with Papyrus/CHESS 

• Model-based FMEA 

• Sabotage 

• AMT 2.0 

• Farkle 

• FMVEA 

• Trade-off Analysis with ANP 

• Access Management with OpenCert 
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• Collaborative Work Management with OpenCert 

• Formal Compliance Management 

• Detecting fallacies in process models 

• Semantics Standards Equivalence Mapping (Knowledge Manager) 

• Reuse Discovery including elastic search with OpenCert 

• Reuse via Variability Management 

Table 2.  Summary of the AMASS Prototype P2 functionalities 

Functionality 
Group 

Description Available tools 

STO1: Architecture Driven Assurance 

System 
Component 
Specification 

This group provides features to allow the modelling of the 
system architecture specification, in particular, to allow the 
definition of components as reusable entities, and then the 
assembly of the components themselves, at any level of the 
hierarchical architecture, to build/decompose the system. 

Parameterized architectures are also part of this group. 

Papyrus/CHESS 

SAVONA  

MORETO  

System 
Architecture 
Modelling for 
Assurance 

This block contains the functionalities that are focused on the 
modelling of the system architecture to support the system 
assurance, which are:  

• Supporting the modelling of additional aspects (not 
already included in the system component specification) 
related to the system architecture that are needed for 
system assurance, like the modelling of components error 
behaviours.  

• Tracing the elements of the system architecture model to 
the assurance case.  

• Generating evidence for the assurance case from the 
system architecture model or from the analysis thereof.  

• Importing the system architecture model from other 
tools/languages. 

Papyrus/CHESS (with 
variability) 

 

Capra 

SAVONA  

Enterprise Architect  

 

MORETO 

Architectural 
Patterns for 
Assurance 

Support for architectural patterns management. This 
approach helps designers and system architects when 
choosing suitable solutions for commonly recurring design 
problems while achieving component reuse.  

This block contains the functionalities that are focused on 
architectural patterns to support system assurance, which 
are: 

• Management of a library of architectural patterns. 

• Automated application of specific architectural patterns. 

• Generation of assurance arguments from architectural 
patterns application. 

The system component specification supports the 
specification and instantiation of parametrized architectures. 
Furthermore, having a contract associated to a specific 
architectural pattern allows deriving some argumentation 
fragment automatically. The information regarding the 
implication of using this pattern is collected in a form of 
assumption/guarantee (i.e. PatternAssumption and 

Papyrus/CHESS 
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Functionality 
Group 

Description Available tools 

PatternGuarantee). Even if the field of design pattern is large, 
AMASS focuses on applying its usage on safety-critical 
systems. Hence, the development of fault tolerance design 
patterns and its usage for different technologies (also known 
as technological patterns) are some of the addressed AMASS 
objectives. 

Contract-
based Design 
for Assurance 

This block introduces the functionalities that support the 
contract-based design of the system architecture, which 
provides additional arguments and evidence for system 
assurance. These functionalities also include:  
•  Contracts specification, i.e., specification of components’ 

assumptions and guarantees.  

•  Contract-based reuse of components, i.e., a component 
reuse that is supported by checks on the contracts.  

CHESS/OCRA 

SAVONA 

• Generation of assurance arguments from the contract 
specification and validation. 

CHESS/OpenCert 

Requirements 
support 

This block contains the functionalities that are focused on 
enriching the assurance case with advanced analysis, in order 
to support the evidence of the assurance case. These 
functionalities are related to the requirements support: 

 

• Requirements formalization into temporal logics.  
 

CHESS/OCRA 

AMT 2.0  

SAVONA 
Automated translation 
of requirements in 
template language 
(SSPL) to HRELTL 

• Analysis of requirements’ semantics based on their 
formalisation into temporal logics.  

 

CHESS/OCRA 

SAVONA 

Automated V&V of 
requirements/contrac
ts with the use of 
OCRA 
V&V Manager (Remus2, 
Acacia+) 

• Analysis of requirements based on quality metrics.  
 

System Quality Analyzer 
(SQA) 

Knowledge Manager 
(KM) 

Safety requirement derivation based on Model-based Safety 
Analysis and the creation of the safety concept/definition of 

CHESS/OCRA 
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Functionality 
Group 

Description Available tools 

safety mechanisms: automatic creation of safety concept 
from safety contracts (Contract-based Safety Engineering): 
• Formalized link between safety analysis and safety 

requirements by exploiting (semi)formal contracts and 
defining malfunctions by contract violations 

• Support for safety requirements (central part of safety 
concept) creation through text templates that invert the 
identified malfunctions 

• Semi-automated refinement of requirements along with 
architecture refinement through a manually and/or 
formal refinement checker 

SAVONA 

 

Medini Analyze 

 

xSAP 

V & V 
Activities 
Supporting the 
Assurance 
Case 

This block contains the functionalities that are focused on 
enriching the assurance case concerning V&V activities to 
support the evidence of the assurance case. These 
functionalities include: 

 

• Contract-based verification and analysis, i.e. exploiting 
contracts to verify the architectural decomposition, to 
perform compositional analysis, and to analyse the safety 
and reliability of the system architecture. 

CHESS/OCRA 

SAVONA/OCRA 

Automated V&V of 
requirements/contracts 
and component 
decomposition with the 
use of OCRA 

AMT 2.0 

• Automated Formal verification (model checking) of the 
requirements on the system design. 

 

CHESS/V&V 
Manager/OCRA/nuXmv
/DIVINE/NuSMV  

• Model-based specification of fault-injection and analysis 
of faulty scenarios with simulation. 

Sabotage 

• Model-based specification of fault-injection and analysis 
of faulty scenarios with model checking. 

xSAP 

• Model-based Safety Analysis xSAP, 
Medini Analyze, 
Safety Architect 

• Model-based Testing with automated test case generator Farkle 

• Document Generation 
As part of the evidences to be used at support of the 
safety case, the tool can generate a document 
summarizing the modelling of the system components 
and the verification, validation, and analysis results.  

CHESS 

SAVONA 

STO2: Multi-concern Assurance 

Assurance 
Case 
Specification 
 

This group manages argumentation information in a modular 
fashion. It also includes mechanisms to support 
compositional assurance and assurance patterns 
management. 

OpenCert 
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Functionality 
Group 

Description Available tools 

Dependability 
Assurance 

This group contains the functionality for creating and 
structuring the multi-concern assurance case argumentation 
in an understandable and maintainable way. This includes 
argumentations targeting various dependability attributes 
with support of argumentation patterns. 

OpenCert 

System 
Dependability 
Co-
Analysis/Co-
Assessment 

This group provides functionalities for analysing different 
quality attributes while taking care of the inter-dependences 
between them. This is ideally realized by inherently combined 
Co-Analysis and Co-Assessment methods, which take care of 
the inter-dependencies within the method. On the other 
hand, multi-concern assurance can be implemented 
combining separate processes with mono-concern assurance 
methods by a workflow tool with a subsequent interaction 
point activity for treating the mutual dependencies between 
the quality attributes. 

Papyrus SSE (external) 

EPF-C+BVR 

ConcertoFLA 

FMVEA  

ANP 

Multi-concern verification 

The combinatorial growth in the number of test cases are 
addressed with Farkle. The combinatorial growth when e.g. 
the safety cases are combined with security cases.   

Farkle 

Contract-
based Multi-
concern 
assurance 

This group comprises functionalities which contribute to 
assurance for multiple concerns by two kinds of contracts: 

 on the one hand, component contracts, which target more 
than one quality attribute.  

CHESS 

On the other hand, argument contracts, which provide a 
means for realizing a link between related assurance cases. 

OpenCert 

STO3: Seamless Interoperability 

Evidence 
management 
 

This module manages the full lifecycle of evidence artefacts 
and evidence chains. This includes evidence traceability 
management and impact analysis. 

OpenCert 

Access 
Manager 

This module takes care of the log in features and of ensuring 
a secure access to the data. 

OpenCert 

Data Manager This module provides capabilities to edit, store and retrieve 
the data and information inside the platform, ensuring 
consistency and integrity. 

OpenCert 

Tool 
Integration 
Management 

This module enables the exchange of data between 
engineering/assurance tools, e.g. between the AMASS Tool 
Platform and other tools developed by the AMASS partners. 

OSLC 

Collaborative 
Work 
Management 

This module allows different users to work at the same time 
with the same pieces of data, supporting the interaction of 
the different users. 

OpenCert 

Tool Quality 
Assessment 
and 
Characterisati
on 

This module supports the specification and management of 
tool quality needs for CPS assurance and certification. It is 
currently supported by the Compliance Management 
functionality for Cross/Intra-Domain Reuse; i.e. tool 
qualification is managed as a specific case of compliance 

OpenCert + Reference 
framework on Tool 
Qualification 
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Functionality 
Group 

Description Available tools 

management, as it will be based on requirements from some 
assurance standard and their satisfaction will have to be 
declared. 

Reuse of the 
modelling 
artefacts 
through the 
verification 

The modelling artefacts are transferred via OSLC interfaces 
to the test case generator based on Farkle. 

Farkle 

STO4: Cross/Intra-Domain Reuse 

Compliance 
Management 
 

Functionality related to the management (edition, search, 
transfer, etc.) of process and standards’ information as well 
as of any other information derived from them, such as 
interpretations about intents and mapping between 
processes and standards. This functional group maintains a 
knowledge database about “standards & processes”, which 
can be consulted by other AMASS functionalities. 

OpenCert 

EPF Composer 

Formal Compliance Management EPF Composer and 
Rigorous 

Reuse 

Assistant  

The reuse assistance functionality concerns intra and cross-
domain reuse of assurance and certification assets. This 
module supports users to understand whether reuse of the 
assurance assets is reasonable or determine what further 
assurance activities (engineering, V&V, or compliance 
activities) are required to justify compliance in the new 
scenario. 

OpenCert 

Semantics 

Standards 

Equivalence 

Mapping 

For analysis of semantics-based equivalence between 
standards, AMASS extends the OPENCOSS Common 
Certification Language (CCL) approach by leveraging the 
SafeCer ontology-based method for representation of 
standards and equivalence mappings creation.  

Knowledge Manager  

Impact 

Analysis 

When an assurance asset is changed, the AMASS Platform 
shall indicate how the change impacts other related 
assurance assets.  

Conceptual1 

Process-

related reuse 

via 

management 

of variability 

at process 

level 

Functionality related to the management of variability at 
process level. This functionality takes as input a process, 
which needs to be reconfigured, and the new selections, 
desired by the user. As outcome, this functionality generates 
a new valid re-configuration of the process. 

EPF-Composer and BVR 

VSpec, Resolution, and 
Realisation editors  

Product-

related reuse 

via 

Functionality related to the management of variability at 
product level. This functionality takes as input a product 
(more specifically, an architectural specification given in 

CHESSML 

                                                           
1 A paper related to this funcionality will be presented by MDH in April 2019: “Towards Variant Management and Change 
Impact Analysis in Safety-oriented Process-Product Lines”, M. A. Javed, B. Gallina, A. Carlsson. The 34th ACM/SIGAPP 
Symposium On Applied Computing. 

http://www.es.mdh.se/publications/5307-Towards_Variant_Management_and_Change_Impact_Analysis_in_Safety_oriented_Process_Product_Lines
http://www.es.mdh.se/publications/5307-Towards_Variant_Management_and_Change_Impact_Analysis_in_Safety_oriented_Process_Product_Lines
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Functionality 
Group 

Description Available tools 

management 

of variability 

at product 

level 

CHESSML), which needs to be tailored/reconfigured, and the 
new selections, desired by the user. As outcome, this 
functionality generates a new valid re-configuration of the 
architectural specification.  

Small GEO Vspe 

Assurance 
Case-related 
reuse via 
management 
of variability 
at assurance 
level 

Functionality related to the management of variability at 
assurance case level. This functionality takes as input an 
assurance case, which needs to be tailored/reconfigured, and 
the new selections desired by the user. As outcome, this 
functionality generates a new valid re-configuration of the 
assurance case.  

BVR + OpenCert 

Automatic 
generation of 
process-based 
arguments 

This functionality is related to the generation of process-
based arguments from process models. It supports the 
strengthening of the safety case via arguments that are aimed 
at explaining why a process is compliant. 

OpenCert 

Detecting fallacies in process models EPF-C + a fallacy 
detection plugin 

Automatic 
generation of 
product-based 
arguments 

This functionality is related to the generation of product-
based arguments from contract-based architectural 
specification. It supports the strengthening of the safety case 
via arguments aimed at showing why the product is expected 
to behave safely. 

OpenCert 

Automatic 
generation of 
verification 
test cases  

With the reuse the modelling artefacts are reused in Farkle 
for automatic generation of test cases. 

Farkle 

 
From a user interface perspective, the AMASS tool platform has been realised in the form of: 

• Eclipse-based editors are used for creating and defining process and standard models, assurance 
projects, assurance case argumentation, evidence and system component models. 

• Web application, which synthesizes and summarises compliance information by means of different 
reports (e.g., gap analysis report), and can also be used for consulting the evidence, compliance 
justification, and argumentation information of an assurance project. 

2.4. Challenges Implementing AMASS Case Studies 

This section discusses the main challenges that have been found for implementing the case studies. 

The wide spectrum in the AMASS case studies implies a high complexity on developing a tool which satisfies 
all the necessities for each domain. 

2.4.1. Comparison of AMASS Scenarios with Real Projects 

WP1 focuses in general on the evaluation framework and benchmarking of AMASS tools. In particular, it aims 
at demonstrating the benefits of using AMASS tools with regard to current practice on safety/security 
assurance and certification. 

One issue when working in real industrial projects is that a complete data set is not available for confidentiality 
and competitive pressure reasons. As mitigation measures, the following action lines were agreed upon: 

1. The industrial partners sanitise the case study data for approval. 
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2. The scope of AMASS evaluation was initially narrowed to specific parts of the product life-cycle, still 
meaningful to validate AMASS benefits. 

Another challenge is the comparison of the AMASS results regarding the current practice in industrial 
companies. In practice, the only way to really compare the situation before and after the availability of the 
AMASS platform, would be to execute the same project twice. This is most often neither economically nor 
methodologically feasible. For example, the same team cannot be used as it would bias the second execution 
of the project. Hence, the most obvious method would be for a given organisation having sufficient historical 
metrics, to compare how subsequent projects are executed and delivered after AMASS is introduced and used. 
Another aspect that compounds the comparison is that the reuse of components and assurance artefacts is 
only measurable upon their successive reuse in other projects. The first project is likely not to have much 
benefit as all the main work must be done once, but subsequent projects can benefit from it through reuse 
practices provided by the AMASS tool. This is not the only problem for comparison, there are projects and 
companies that have taken AMASS as an opportunity to take into consideration new concerns for the project, 
for example they have only cared in the past about functional safety and when re-executing the project security 
concern has been introduced. 

During the implementation of the last iteration of AMASS demonstrators, some CS have been focused on 
improving their Usage Scenarios so as to conveniently reflect the relevant cyber physical aspects. 

2.4.2. Timing for Prototypes Setting 

The data required as input for this deliverable was collected during the first year of the AMASS project in D1.2 
[2] and the partners have been working based on it since then.  

The second release of the AMASS Prototype (P1) and the training provided by the tool developers was held 
two months before the submission deadline of D1.5 [4]. Since the timing was quite tight, Use Case owners did 
their job being in close relationship with the tool developers via point-to-point calls as well as group-calls aimed 
at speeding up the knowledge transfer related to the implementation of the topics in the tools and giving each 
other real-time feedback. 

The tools of the third release of the AMASS Platform Prototype (P2) have reached a higher maturity level; also, 
thanks to the training sessions that were held in Bilbao’s plenary meeting, the testing could begin in a seamless 
manner. 

It should be noted that typically, prototypes always require a first sprint for understanding how to install and 
run properly the applications, and for detecting the problems. However, for the second and final releases of 
the AMASS Prototype (P1 & P2), this sprint has been shorter than the first one (Core Prototype) because the 
bugs and the industrial expectations remarked in the first sprint were treated and solved. Despite this positive 
evolution of the core tools, given the richness of the new prototypes (P1 & P2), an important challenge was 
identified: much more functionalities have been added with respect to the ones available for the Core 
Prototype, released the first year.  

As pointed out in Section 2.4.1, to achieve meaningful measurement results, ideally, the same project should 
be executed twice (with and without AMASS support) and the resources and time consumption compared. 
Given the numerous functionalities of the AMASS Platform, this goal is not easy to achieve and could imply a 
high cost.   

Similarly, to the previous challenge, the final AMASS Prototype (P2) needed a considerable time to be delivered 
and properly validated. 

Benchmarking will add consistency and extra information about the needs of the future potential markets in 
different application domains. Some more trials are going to be done with the new improvements to make 
every partner capable of using the tools in a perfect way. It has to be noticed that at this stage Case Study 
owners were still not very familiar with extracting valid metrics from the tool. An important effort is being 
made on understanding which metrics are the most useful to explain results and benefits achieved by each CS 
thanks to usage of the AMASS Platform tools. 
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3. Case Study Realisation 

3.1. Case Study 1: Industrial Automation domain: Industrial and 
Automation Control Systems (IACS) 

3.1.1. Case Study Specification 

The Case Study 1 is based on an IACS (Industrial and Automation Control System). These systems are in charge 
of controlling and monitoring of the electrical infrastructures, such as the primary and secondary substations. 
In particular, the Case Study 1 focuses on the RTU (Remote Terminal Unit) devices. The RTUs are one of the 
main elements in the control system due to the fact that they execute the commands received by the control 
centre, acting directly over the devices placed in the field site.  

Security and safety aspects are one of the primary concerns for RTU manufacturers and end users. Standards 
such as: IEC 61508 and IEC 62443 are the reference in the Smart Grid domain. The aim of this case study is to 
integrate the new AMASS tool platform in the lifecycle of the RTU development process, providing assistance 
for assurance and certification with respect to the aforementioned standards. 

The case study is described more in depth in D1.1 “Case studies description and business impact” [1]. 

Two different usage scenarios are defined in this case study: 

• US1: Managing compliance with IEC 61508 and IEC 62443 

• US2: Perform safety and security co-assessment 

On the one hand, US1 focuses on the assessment of the RTU processes. The target for US1 is to check the 
compliance of the RTU processes with respect to safety and security standards. The information obtained by 
this scenario is very useful for the industrial partner (Schneider Electric) to identify gaps (between what we do, 
and we must do) and improve the RTU processes in order to align them with the standards and assure the RTU 
product.  

On the other hand, US2 addressed the RTU product assurance. This scenario is more related to the safety and 
security co-engineering by modelling the RTU product requirements and evaluating the product integrity 
respect to safety and security aspects. Based on the relevant standards, the scenario has the objective to do 
the safety and security co-assessment of the RTU, analysing the requirements and identifying safety hazards, 
security threats and their interrelations.   

The final target for both scenarios is to reduce certification time and cost for the RTU, by using the AMASS 
tools.  

3.1.2. US1: Managing compliance with IEC 61508 and IEC 62443 

The initial objective of the US1 was to provide the assessment of the RTU processes, checking the compliance 
of the RTU processes respect to the standards: IEC 61508 (safety), IEC 62443 (security) and IEC 62351 (security).  

During the first iteration (see D1.4 [5]), we used the OpenCert tool in order to create two assurance projects 
(safety and security) focused on the RTU devices. The standards IEC 61508 Part 3 and IEC 62443 Part 4-2 were 
modelled, whereas the standard IEC 62351 was considered to be modelled in the following iterations. The core 
concepts such as: phases, activities, artefacts and requirements of the standards were modelled. As a result, 
we obtained the Reference Framework Model for IEC 61508 Part 3 and IEC 62443 Part 4-2. After the modelling, 
the Baseline models (instances of Reference Frameworks for specific assurance projects) were created; 
selecting those parts of the standards which apply to the project. In addition, during the first iteration, we 
started the creation of the evidence models related to the RTU processes, and the creation of the compliance 
map.  

During the second iteration (see D1.5 [4]), the modelling of the standard IEC 62443 Part 4-2 was finished. Also, 
some new features about criticality and applicability levels were tested. These functions allowed us to select 
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the requirements according to Safety Integrity Level (SIL) and Security Level (SL). Furthermore, an 
argumentation diagram and new evidences were created for the security project. Respect to the compliance 
management, the “mapping table” new feature and new charts for metrics were checked. The tools’ 
improvements provided us more information about the compliance thanks to the use of different filters.  

For the third iteration, the standard IEC 62443 Part 4-1 has been modelled. Respect to the standard IEC 62351, 
after its analysis, it was decided not to be modelled. The reason for this is due to that this standard focuses on 
the system (substation communication security) but not in the RTU processes. Other activities have been 
covered in this last prototype iteration related to: the specification of team member roles and access 
permissions, the reuse of evidences, the argumentation diagram, and the artefacts mapping for the 
compliance evaluation. 

3.1.2.1. STO2 Multi-concern Assurance  

Assurance Project Creation  

Respect to this process, in the third iteration, three new assurance projects have been created with the 
OpenCert tool: one for RTU Safety assurance (based on the standard IEC 61508) and the other two for RTU 
Security assurance (IEC 62443-4-1 and IEC 62443-4-2). 

 

Figure 5. Assurance project creation – RTU projects for Safety and Security 

The Safety Integrity Level (SIL) and the Security Level (SL) have been defined for the RTU devices in order to 
select the target requirements for achieving their compliance.  
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Figure 6. Assurance project creation – Criticality level and Applicability level for Safety (IEC 61508 Part 3) 

 

 

Figure 7. Assurance project creation – Criticality level and Applicability level for Security (IEC 62443 Part 4-1) 
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Figure 8. Assurance project creation – Criticality level and Applicability level for Security (IEC 62443 Part 4-2) 

Argumentation Diagram Creation  

In addition, a new argumentation diagram for the IEC 62443 standard has been created for the safety project 
(see Figure 9 and Figure 10). Assurance cases were not considered at the beginning of the case study creation 
as they are not requested by the standards which apply to this case study. However, as it has been considered 
an interesting technique to justify the activities related to compliance performed during the project 
development, some excerpts have been created. 
 

 

Figure 9. Assurance project creation – Argumentation diagram (I) 
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Figure 10. Assurance project creation – Argumentation diagram (II) 

Table 3. CS1-Multi-concern Assurance: US1-Assurance Project Management (Create Assurance Project) and 
Argumentation Diagram 

Realisation 
Scenario 

Assurance Project Management (Create Assurance Project) and Argumentation Diagram 

Scope In iteration 1:  

• Creation of two Assurance Projects, one for RTU Safety assurance and the other for RTU 
Security assurance.  

In iteration 2:  

• Two new features “Criticality level” and “Applicability level” and Argumentation diagram 
included. Furthermore, and argumentation diagram has been created out of the security 
project. 

In iteration 3: 

• Creation of three new Assurance Projects, one for RTU Safety assurance (IEC 61508) and 
the other two for RTU Security assurance (IEC 62443 Part 4-1 and Part 4-2). 

• Old and new features related to assurance project creation have been tested 

• Argumentation diagram has been created for the safety project (safety case excerpts) 

Tool Settings OpenCert Tools: Assurance Project Management Editor and Argumentation Editor 

Participants • Data Analysis: TLV  

• Tool User: TLV, TEC  

Activities 
realised 

1. Create assurance projects for RTU Safety and for RTU Security. 
2. Create the Baseline models, specify the activities we focus on for the prototype 

benchmarking. 

3. Create argumentation diagram (safety case excerpts) 

Usage 
Decisions 

None 

Expected 
Results 

• Assurance Project structure and Baseline model for RTU Safety (IEC 61508) 

• Assurance Project structure and Baseline model for RTU Security (IEC 62443 Part 4-1) 

• Assurance Project structure and Baseline model for RTU Security (IEC 62443 Part 4-2) 
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Conclusions Assurance project management validated for Prototype P2. 

3.1.2.2. STO3 Seamless Interoperability  

Evidence Management 

In the third iteration, new evidence documents have been included respect to the safety and security 
assurance projects. Some of these evidences are related with the results that MORETO and FMVEA (US2) could 
provide us respect to the requirement management and RTU co-analysis. 

 

Figure 11. New evidences for safety assurance project 
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Figure 12. New evidences for security assurance project 

As a result, evidence models have been created for their respective assurance case projects.  

Table 4. CS1-Seamless Interoperability: US1-Evidence Management 

Realisation Scenario Evidence Management 

Scope In iteration 1:  

• Evidence documents for the safety assurance project included 

In iteration 2:  

• Evidence documents for the security assurance project included 

In iteration 3:  

• Evidence documents for the safety and security assurance projects included 
the results of US2 tools (MORETO and FMVEA) 

Tool Settings OpenCert Tools: Evidence Management Editor.  
SVN repository to store actual evidence documents.  

Participants • Data Analysis: TLV 

• Tool User: TLV, TEC 

• Results Analysis: TLV 

Activities realised 1. Create artefact model for RTU Safety and Security   
2.  Create SVN repository for RTU Safety and Security   
3.  Collect evidence documents into the SVN repository for RTU Safety and 

Security 
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4.  Specify characteristics of RTU Safety and Security artefacts 
5.  Collect evidence documents into the SVN repository for RTU   
6.  Use cross-domain functionality to reuse Artefact models from RTU Safety 

project in RTU Security project 
7.  Complete any evaluation of the artefact elements in the assurance project.  

Usage Decisions Reuse of some artefacts. 

Expected Results Evidence model and artefact repository for RTU Safety and Security. 

Conclusions Evidence management validated for Prototype P2. 

Access Manager Module 

In the third iteration, a new feature about users and roles has been tested. For the RTU processes, the following 
Users/Roles have been defined: 

Table 5. CS1-Seamless Interoperability: US1-Access Manager 

 

As an example: The Project Certification Leader could use the OpenCert tool to model the standards (security 
and safety) into different reference frameworks. Once the referenceFrameworks are created, the Project 
Functional Safety Manager and Project Cybersecurity Leader should create equivalenceMappings to identify 
those areas where the standards are compatible. There could be a situation where both Safety Manager and 
Cybersecurity Leader should agree on the equivalences. One of them, could also benefit from the Reuse 
feature since those Artefacts declared as equivalent during the previous step, could be reused to comply also 
the second standard.  

Firstly, following the access policy defined in Table 5, all the roles defined have been created. For each role, 
the access level to each of the CS1 resources has been established.   

 

 

 

Read Write Read Write Read Write Read Write Read Write

Electronic HW Designer x x x x x

HW Design Leader x x x x x x x

Project Certification Leader x x x x x x x x x

Project Manager x x x x x x x x

Project Quality Leader x x x x x x x x

Project Validation Leader x x x x x x x

SW Designer x x x x x

SW Design Leader x x x x x x x

Technical Writer x x x x x x

Verification & Validation Technician x x x x x

Project Functional Safety Manager x x x x x x x x x x

Functional Safety Design Leader x x x x x x x x x x

Independent Functional Safety Assessor x x x x x

Project Cybersecurity Leader x x x x x x x x x

Processes
Users/Roles

Standards Argumentations Evidences Baselines

OPENCERT
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Figure 13. Access Manager for CS1 (Creation of roles) 

Afterwards, one user has been created for each existing role. 

 

Figure 14. Access Manager for CS1 (Creation of users) 
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Figure 15. Security model with all the users and roles for CS1  
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Figure 16. Security model showing as example some CS1 roles permissions   
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Finally, the AMASS platform has been accessed using each of the CS1 users to validate that the access policy 
created for CS1 was correct (yellowish font indicates READ only permission over the resource). 

      

                       

Figure 17. Access policy validation phase   

Table 6. CS1-Seamless Interoperability: US1-Access Management 

Realisation Scenario Access Management 

Scope In iteration 3:  

• Users and roles defined for RTU assurance projects 

Tool Settings OpenCert Tools:  Access Manager & Data Manager 

Participants • Data Analysis: TLV 

• Tool User: TLV, TEC 

• Results Analysis: TLV 

Activities realised 1. Create roles assigning the access permission to the CS1 models according to 
Table 5. 

2.  Create one user per role. 
3.  Logging into the AMASS platform using each user to verify that the roles are 

correct. 

Usage Decisions Users and roles to define. 
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Expected Results Access management for RTU assurance projects 

Conclusions Access management validated for Prototype P2. 

3.1.2.3. STO4 Cross Intra-Domain Reuse 

Reuse Assistant 

A new feature based on the reuse of evidences has been tested during the third iteration. In particular, the 
total of evidences already defined for the safety project has been reused for the security project: 

 

Figure 18. Evidences reuse  
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In addition, an advanced feature that includes search criteria has been used. Artefacts referred to “hardware”, 
“software” and “validation” have been selected for the reuse:  

 

Figure 19. Evidences reuse – search criteria “validation” 

 

Figure 20. Evidences reuse based on criteria: “software” “hardware” and “validation” 

Thanks to this new functionality, the Hardware design leader, for example, could select only the evidences 
related to the hardware in order to focus on this field.   

Table 7. CS1-Cross Intra-domain reuse: US1-Reuse Assistant 

Realisation Scenario Reuse Assistant 

Scope In iteration 1:  

• Evidence documents for the safety assurance project included 

In iteration 2:  

• Evidence documents for the security assurance project included 
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In iteration 3:  

• Reuse of evidences between projects 

Tool Settings OpenCert Tools: Reuse Assistant.  
SVN repository to store actual evidence documents.  

Participants • Data Analysis: TLV 

• Tool User: TLV, TEC 

• Results Analysis: TLV 

Activities realised 1. Create artefact model for RTU Safety and Security   
2.  Create SVN repository for RTU Safety and Security   
3.  Collect evidence documents into the SVN repository for RTU Safety and 

Security 
4.  Specify characteristics of RTU Safety and Security artefacts 
5.  Collect evidence documents into the SVN repository for RTU   
6.  Use cross-domain functionality to reuse Artefact models from RTU Safety 

project in RTU Security project 
7.  Complete any evaluation of the artefact elements in the assurance project.  

Usage Decisions Reuse of some artefacts. 

Expected Results Reuse of evidences 

Conclusions Reuse Assistant validated for Prototype P2. 

 

Standards Models Creation  

In the third iteration, the standard IEC 62443 Part 4-1 has been modelled using OpenCert. 
 

 

Figure 21. IEC62443 – Part 4-1 reference framework diagram (OpenCert) 

With respect to the standard IEC 62351, it was decided not to address the modelling due to the fact that this 
standard focuses on the system (substation security) and not on the RTU processes, which is the main focus of 
this case study.  

Compliance Management  

In this third iteration, the compliance maps of the safety and security assurance projects have been improved. 
The results have been analysed using the OpenCert clients (cf. Figure 22, Figure 24 and Figure 26) and the web 
application (cf. Figure 23, Figure 25 and Figure 27). 
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Figure 22. Compliance map table for RTU safety assurance project 
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Figure 23. Compliance web report for RTU safety assurance project 

 

 

Figure 24. Compliance map table for RTU security (IEC62443 – Part 4-1) assurance project 
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Figure 25. Compliance web report for RTU security (IEC62443 – Part 4-1) assurance project 

 
 
 

 
Figure 26. Compliance map table for RTU security (Part 4-2) assurance project 
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Figure 27. Compliance web report for RTU security (Part 4-2) assurance project 

Table 8. CS1-Cross Intra-domain reuse: US1-Compliance Management (including Standard Model Creation) 

Realisation Scenario Compliance Management (including Standard Model Creation) 

Scope In iteration 1: 

• IEC 61508 Part 3 (safety) standard was totally modelled 

• IEC 62443 Part 4-2 (security) standard was partially modelled 

• Compliance maps of the safety and security assurance projects were started. 

In iteration 2: 

• IEC 62443 Part 4-2 (security) standard was totally modelled. 

• New function “Mapping Table” was used in order to obtain information about 
the compliance using different filters. 

In iteration 3: 

• IEC 62443 Part 4-1 (security) standard modelled. 

• Compliance maps improvements 

Tool Settings OpenCert Tools: Standards Editor, Assurance Project Management and 
Compliance Reporter Web Client.  

Participants • Data Analysis: TLV 

• Tool User: TLV, TEC 

• Results Analysis: TLV, TEC 

Activities realised Respect to Standard Model Creation: 

1. Conceptually analyse the structure of IEC61508, IEC 62443 as well as the core 
concepts such as phases, activities, artefacts, requirements and criticality 
levels. The goal is to map these concepts to Reference Framework concepts 
in OpenCert. 

2. Create a Reference Framework diagram for each of the targeted standards 
and populate the information related to the document sections focused on 
this prototype (only done for IEC 61508 and IEC 62443). 

3. Validate the interpretations by sharing the reference framework models with 
other safety and security experts. 
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4. Analyse the concepts from the Standards metamodel needed to be filtered by 
the level of capable SIL the activities, techniques and evidences to be 
presented for compliance. 

Respect to Compliance Management: 

1. Specify compliance maps for Requirements and Artefacts in both Baseline 
models: RTU Safety and RTU Security. 

2. Analyse compliance accomplishment and gaps for both assurance projects. 

3. Generate the compliance report for both assurance projects. 

Usage Decisions EPF is not used for modelling the targeted Standards (reference frameworks). 
Hence, the Standards’ models are created from scratch. 

Expected Results • Reference Framework model for IEC 62351 

• Reference Framework model for IEC 62443 Part 4-2  

• Reference Framework model for IEC 62443 Part 4-1  

• Knowledge to propose some support to filter by Safety Integrity Level (SIL) and 
Security Level (SL)  

• Compliance report for IEC 61508  

• Compliance report for IEC 62443 Part 4-2 

• Compliance report for IEC 62443 Part 4-1 

Conclusions Compliance Management validated for Prototype P2. 
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3.1.3. US2: Perform safety and security co-assessment  

The initial objective of the US2 was to provide safety and security co-analysis and co-assessment support for 
the RTU design and development based on IEC 61508 for safety, and IEEE 1686, and IEC 62443 for 
cybersecurity. After an RTU analysis, in the first iteration it was decided to focus on IEC 62443 with the option 
to include other standards in other iterations depending on the need. In this sense, the ISASecure EDSA 
certification was used as a benchmark to showcase the safety & security co-assessment method and the 
supporting tools for safety & security assurance (as an example of multi-concern assurance). It was also 
intended to explore the AMASS approach for reducing certification time and costs leveraging reusable artefacts 
(e.g. evidence). 

In the first iteration (see D1.4 [5]), the MORETO tool was introduced for model-based safety & security product 
requirements management with its baseline software platform architecture and some example security 
requirements for the configuration of devices. 

In the second iteration (see D1.5 [4]), the cybersecurity standard IEEE 1686 was implemented in MORETO and 
applied to the RTU, while the other controls were also further on treated on the basis of IEC 62443. 

The goal of the security analysis with MORETO and later with FMVEA (see further below) was to identify threats 
against the substation control system which might cause harmful, unsafe substation behaviour. Therefore, the 
focus was set on the applicable standards IEC 62443 and IEEE 1686. IEC 62351, in contrast, is dealing with 
secure data communication and data processing. It covers therefore the traditional IT security topics of 
confidentiality, data integrity, authentication, and non-repudiation, which were not the main focus of the 
activities. 

Finally, in this last iteration, Schneider Electric has installed and configured several RTUs in a cabinet, which 
has been used as the basis for security requirements management with MORETO, considering both IEC 62443 
and IEEE 1686 standards. Moreover, a developed FMVEA tool has been used to perform a FMVEA analysis first 
over an IACS system example and finally over the IACS pilot system, following the safety lifecycle processes of 
the IEC 61508 standard and based on a set of security and safety rules designed to identify safety and security 
deficiencies in the modelled block diagram of the IACS pilot. 

Requirements Management  

MORETO - Model-Based Security Requirement Management Tool extends the feasibility of Enterprise Architect 
(EA) to be used entirely in various industrial perspectives such as Industrial Automation Control System (IACS), 
Cyber-Physical System (CPS), Internet of Things (IoT), Automotive domains, and others.  

MORETO is an EA plugin security requirements analysis, allocation, and management tool using SysML/UML 
models. It generates a list of security requirements of the user's elements in a given diagram, which can help 
the user to build-up a secure infrastructure — the security requirements created concerning different 
properties and security flaws in provided elements. 

MORETO has the most common components which are needed to create any IACS diagrams. The security 
requirements generation feature is one of the unique services provided by MORETO based on IEC 62443-4-2, 
and IEEE 1686 security stands. 

IEC 62443 series provides a conventional methodology for creating a secure infrastructure, which adjusts the 
security requirements needed by IACS. This standard provides the cybersecurity requirements for the IACS's 
components. Also, used in embedded devices, network components, host components and software 
applications. The primary goal of this standard is to present a flexible framework that helps to address current 
and future vulnerabilities in IACS. 

IEEE 1686 defines the functions and characteristics to be implemented in intelligent electronic devices (IEDs) 
to support critical infrastructure protection (CIP) applications. The standard addresses security regarding the 
access, operation, configuration, firmware revision, and data retrieval from an IED. Figure 28 shows an example 
of a typical architecture of the control system of a substation. The top level is the "Control centre", which 
gathers all relevant data from all the monitored devices at the substation, while in lower levels it’s possible to 
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find Remote Terminal Units, that allow to monitor and control the electric infrastructure of substations. The 
data transfer within the different levels in this example are allowed throughout communication devices such 
as switches and routers. The RTU gets all the data coming from sensors or actuators and sends it to the Station-
Level, so it can be processed by the Operation Station and sent also to the SCADA system located outside of 
the substation.  

 

Figure 28. IACS pilot modelling (grey area) 

The analysis was focused on the RTU, so in order to better apply the MORETO tool to them, the above-
mentioned architecture was built in a simplified way into a pilot. The grey square in Figure 28 represents the 
contents of the Schneider Electric's pilot which are used in this analysis process. Figure 29 depicts the real 
components of the cabinet, composed of the following modules:  

• At Bay Level 

o CPU module 
o Serial communications module 

• At Process Level 

o CPU module 
o Serial communications module 
o Digital Inputs module 
o Digital Outputs module 
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Figure 29. Schneider Electric's pilot (IACS real implementation) 

The pilot has been configured by using a Master-Slave architecture, where the slave sends eight signals to the 
master by using several telecontrol protocols (IEC 101, IEC104, DNP3, Modbus), two signals for each protocol. 
The implemented logic consists of a loop in which the slave sends the signals to the master (Status), and then, 
the master returns them to the slave again (Commands), turning on the corresponding LED indicators of the 
RTU. The pilot simulates a real IACS of the electrical substation. 

MORETO has helped to find out the more important security weaknesses of the defined architecture. There 
are three elements identified by MORETO, which need specific security concerns to protect their data and 
other nodes in the whole infrastructure. MORETO automatically generates a list of security requirements based 
on expert knowledge encoded in the tool itself and on the description contents of the IEC 62443-4-2 standard. 
Figure 30 shows a list of identified security requirements of the Router and Switch devices respectively. 

 

Figure 30. IEC 62443-4-2 Security standards for router and switch devices 
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Likewise, MORETO generates a list of security requirements of the CPU of the RTU1 and RTU2 based on IEC 
62443-4-2 and IEEE 1686. The RTU-CPU has a set of parameters that need to be configured initially by the 
system administrator. The username and password of the RTU units should be configured first, to define the 
user authentication to prove access identity of accessing the RTU-CPU. Also, the role of the user needs to be 
assigned, because based on the user's role the RTU-CPU gives the user the access control privileges into several 
functionalities to manage the RTU as shown in the figure. Currently, the updated version of MORETO, allows 
the user to attach a real log file generated from the Schneider Electric Pilot. 

 

Figure 31. The RTU configuration parameters 

Regarding the configuration of the Schneider Electric Pilot, the RTU: CPU1 has been configured as follows: 

• Serial: 1 

• Digital: 0 

• Password: 12345 (simple example) 

• Logs: attach real generated logs from the Pilot 

• Role: SecurityAdmin 

• Username: SchneiderPilot (simple Example) 

Therefore, based on the RTU-CPU1 configuration parameters, MORETO generates all security requirements 
for the RTU-CPU1 device as shown in the next figure. 
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Figure 32. Security Requirements for RTU: CPU1 

As the same, regarding the Schneider Electric Pilot, the RTU: CPU2 has different configuration parameters as 
follows: 

• Serial: 1 

• Digital: 2 

• Log: a real log file from the Schneider Electric pilot 

• Password: N/A 

• Role: Installer 

• Username: N/A 

Figure 33 shows a list of the security requirements of the RTU: CPU2 due to the configuration parameters. 



AMASS AMASS demonstrators (c) D1.6 V1.1 

 

  

H2020-JTI-ECSEL-2015 # 692474 Page 51 of 244 

 

 

Figure 33. Security requirements for RTU: CPU2 

Afterwards, MORETO generates a security analysis form that contains more details about the selected security 
requirements and the data in the attached logs file. Next figure shows, the generated summary form of the 
RTU: CPU2. 
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Figure 34. The security analysis form of the RTU: CPU2 

The analysis form includes five sections: 

• Screenshot of the original diagram. 

• Configuration parameters of the RTU unit. 

• Authentication failure/successful attempts rate in pie-chart. 

• Fail/success logged in numbers regarding the RTU's roles in a stacked-bar diagram. 

• Summary of all generated security requirements of RTU based on IEC 62443, and IEEE 1686. This 
summary contains the number of identified security requirements in various security categories. 

Finally, all the generated security requirements are combined into one comprehensive report which contains 
all details of the created security requirements. The report explains in detail why MORETO selected these 
security requirements. The user can go through it to check the description of each of the security requirement. 
Next figure depicts a sample of the MORETO's report. 

IEC 62443 series provides a conventional methodology for creating a secure infrastructure, which adjusts the 
security requirements needed by Industrial Automation Control Systems (IACS). On the other side, IEEE 1686 
defines the functions and characteristics to be implemented in intelligent electronic devices (IEDs) regarding 
the access, operation, configuration, firmware revision, and data retrieval. Both standards are used to 
guarantee that the RTU-CPU device operates securely. 
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Figure 35. Sample of MORETO Report 

Safety and Security co-analysis 

FMVEA (Failure Modes, Vulnerability and Effect analysis) is an extension of the well-established Failure Mode 
and Effect Analysis (FMEA)  and was developed for the application on connected industrial systems. Additional 
evaluation was done on automotive systems and comparison with other safety & security co-analysis methods 
[19][20][21]. 

The basic concept behind FMEA is that, based on a system mode, failure modes for elements are identified 
and the consequences on the overall system are determined. FMVEA extends this with a parallel and even 
combined consideration of failure modes and threat modes, e.g. not only how a component could fail but also 
how a threat agent could misuse a component. 

A tool has been developed to implement this methodology. The system is modelled in a SysML like depiction 
and the threats and failure modes are described with a simple grammar, allowing to specify expected 
behaviour or potential risks. 

Identified threat and failure modes can be taken from the tool and ranked based on their likelihood and 
combined with the impact of the system level effects to determine risks and decide on necessary risk treatment 
options. In the current implementation, risk assessment and risk treatment decision would be outside of the 
tool. 

Figure 36 shows the diagram of this use-case (based on the previously defined pilot) which will be used to 
perform an analysis with FMVEA. The blue squares represent the root environments of a specific level. A root 
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environment is used to describe either a logical or a physical collection of sub-systems. An example is the pilot 
environment which describes that all elements inside this root environment are inside the physical system. 
Each orange node can be seen as an operating element inside the environment. The green squares represent 
sub-environments inside the root-environments which encapsulate their own operating elements. The black 
squares display the defined attributes/properties for the diagram elements. For example, the “CPU” has the 
attribute/property “WCET” (“Worst Execution Time”) with a value of “10 ms”. This shows the potential to 
analyse timing behaviour, as mentioned in IEC 61508. 

 

Figure 36. Schneider Electric use-case example model 

Figure 37 shows the diagram from Figure 36 modelled in FMVEA. On the left side are the diagram related 
actions like “Create Environment”, “Create Node” and “Create Connection”. An Environment can be 
considered as a container, which provides general attributes to his children. Attributes can be focused on 
Security and Safety. The attributes of an element are directly displayed below the diagram.  

 

Figure 37. The diagram modelled in FMVEA 

Figure 38 displays the rules which should be used to analyse the use-case diagram. From the left to the right 
you can see the name of the rule, then a short description and the “Rule”. The “Rule”-column is the most 
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important one, because here, the actual rule for the analyzer is defined. The content of a rule is defined by the 
grammar indicated in Figure 39. 

 

Figure 38. Rules defined for the Schneider Electric Use case 

 

 

Figure 39. Grammar rules 

Figure 40 displays the results of the use-case analysis. The previously created rules were applied on the 
selected diagram. From the left to the right it’s possible to see the applied rule and the results of the specific 
rule on the diagram. The affected elements and connections can be viewed in the diagram if the user clicks on 
the “Show”-button to the right. Inside the diagram, the affected elements and connections get highlighted by 
a red border as displayed in Figure 41, Figure 42, Figure 43, Figure 44 and Figure 45. 
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Figure 40. Analysis results for the defined rules and the diagram 

Figure 41 shows the affected elements of the first rule. The definition of the first rule says that if there is any 
environment with the property “ACCESS Control=false” which contains a child object with the property “HMI 
ACCESS with password=false”, then there is a security problem. As indicated in Figure 36, the “Control Station” 
was initially defined with “ACCESS Control=true” so there is no problem even if the “Control Station” has the 
property “HMI ACCESS with password=false”. But looking at “Station 1” and the “Engineering Station” then 
both criteria are fulfilled and that’s why these two objects are the affected objects of the first rule. 

 

Figure 41. 1st rule results 

Figure 42 displays the affected connections of the second rule. The Definition of the second rule says that if 
there is any connection between two objects which do not share the same root object, then the connection 
must be encrypted. As indicated in Figure 36, it was not defined an encryption property for any connection 
inside the diagram. Consider the connection between the “Control Station” and “Router”. The root object of 
the “Control Station” is the “Control Center” and the root object of the “Router” is the “Station Level” but they 
share a connection. Now consider the connection between the “Router” and “Switch”. The root object of both 
objects is the “Station Level”. They share the same root element as the same parent element, so this 
connection does not need to be encrypted. 
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Figure 42. 2nd rule results 

Finally, Figure 43 shows the affected elements and connections of the third rule. As indicated previously, the 
WCET of the CPU was set as “10 ms”. The Definition of the third rule says that if the WCET inside the CPU is 
higher than “9 ms” the actuator may not react in time to the sensor data. The sensor data is coming from the 
“Digital Input” (DI) module, then the data is processed inside the CPU with a WCET of 30ms and then sent to 
the “Actuator” by using the “Digital Output” (DO) module. So, that’s why the “DI”, “CPU”, “DO” and the 
“Actuator” are affected elements in this case. The connections between these objects transport the data and 
are affected connections in this case. This rule could be expanded by additionally taking into account the 
latency of the connections. 

 

Figure 43. 3rd rule results 

Next figure presents the results of the 4th rule. This rule looks a little more closely at the sensor component. It 
is intended to serve as an example of how to use FMVEA to check whether a system is reliable. As stated 
previously, the built-in sensor has a fictitious failure rate of 0.01% and a redundancy of 2. The applied rule 
states that if the Failure Rate of a Sensor is higher than 0.005% then three redundant sensors must be installed 
to provide reliable sensor data. As it can be seen, the rule alarms the user that he has to install additional 
sensors to prevent an error.  
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Figure 44. 4th rule results 

Finally, Figure 45 shows the results of the 5th rule. In this notional case, it should be shown that the connections 
between two separate components must comply with a certain limit on the buffer size. As you can see in the 
graphic, the buffer size has been set to a value of 15 MB. However, the rule used requires a buffer size of 20MB 
for such a connection. Such a rule could prevent a packet loss between two components. A packet loss between 
these two serial components could also cause a problem with the processing in the CPU. It shows how physical 
aspects can be covered by rules. This rule could be further enhanced with a security factor by analysing the 
sent packets for their size and security.  

 

Figure 45. 5th rule results 

3.1.3.1. STO1 Architecture-Driven Assurance 

Table 9. CS1-Architecture-driven assurance: US2-System Design 

Realisation Scenario System Design 

Scope MORETO was used to model the system, identify necessary security requirements 
(based on IEC 62443-4-2), allocate the requirements to the system and show 
different approaches (manual, script, automated) to manage the requirements. 

Tool Settings The Model-based Requirement Management Tool (MORETO) was used (which is an 
extension of Sparx Systems Enterprise Architect), developed by AIT. 

Participants • System analysis, specifications and evaluation: TLV 

• Pilot definition, installation and configuration: TLV 
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• Tool user and developer: AIT 

Activities realised Once the scenario defined in the pilot was modelled, security requirements of 
applicability were identified and displayed in the application, e.g. how the 
requirements are allocated to system elements and how the requirements can be 
managed. 

Usage Decisions A new feature has been added: IEC 62443-4-2 standard, applicable for the RTU in 
IACS systems. 

Expected Results Demonstrating how security requirement analysis, allocation, and management can 
be conducted. 

Conclusions Application shows that MORETO delivers the expected results, providing a list of the 
applicable standards to the different elements of the IACS systems, as validated by 
its implementation in the carried-out pilot. 

3.1.3.2. STO2 Multi-concern Assurance 

Table 10. CS1-Multi-concern assurance: US2-System Dependability Co-Analysis 

Realisation Scenario System Dependability Co-Analysis 

Scope An analysis of an IACS example scenario, represented by the defined pilot, was 
conducted in FMVEA. The focus was to demonstrate the parallel and combined 
analysis for safety and security. This is based on requirements from IEC 61508 
(based on IEC 61508-1 7.4.2.3) and IEC 62443-3-2 (Safety risk is an input for 
cybersecurity risk assessment). 

Tool Settings FMVEA tool 

Participants • System analysis, specifications and evaluation: TLV 

• Pilot definition, installation and configuration: TLV 

• Tool user and developer: AIT 

Activities realised Once the scenario was modelled, potential rules were defined based on threats 
and failure modes and showed in the application, e.g. identification of potential 
threats and failures. 

Usage Decisions Some decisions for the extension of the used grammatic. 

Expected Results Showing the safety & security co-analysis and how IEC 61508 and IEC 62443 analysis 
can be done in parallel. 

Conclusions A safety & security co-analysis was conducted, and first results of the application 
are available, based on the pilot that represented one IACS example. 

3.1.4. Coverage of AMASS Prototype P2 Architecture  

Table 11 illustrates the implemented functionalities during all the three iterations of the Case Study 1.  

Table 11. AMASS Prototype P2 Coverage by CS1 

STO AMASS Functionality Group Tools 

Architecture-

Driven 

Assurance  

(STO1) 

System Component Specification MORETO 

System Architecture Modelling for Assurance 

MORETO 

FMVEA 

Enterprise Architecture 

Architectural Patterns for Assurance MORETO 

Contract-based Assurance Composition - 
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STO AMASS Functionality Group Tools 

V&V Activities - 

Requirements Support - 

Multi-Concern 

Assurance 

(STO2) 

Assurance Case Specification 
OpenCert (Safety and Security 

Assurance Case) 

Dependability Assurance OpenCert 

System Dependability Co-Analysis/Co-Assessment  

FMVEA 

Safety Architect and Cyber 

Architect 

Contract-Based Multi-concern Assurance  - 

Seamless 

Interoperability 

(STO3) 

Evidence Management OpenCert 

Access Manager OpenCert 

Data Manager OpenCert 

Tool Integration Management - 

Collaborative Work Management - 

Tool Quality Assessment and Characterization - 

Cross Intra-

Domain Reuse 

(STO4) 

Compliance Management OpenCert 

Reuse Assistant OpenCert 

Semantics Standards Equivalence Mapping  - 

Impact Analysis - 

Process-related reuse via management of variability at 

process level 
- 

Product-related reuse via management of variability at 

product level 
- 

Assurance Case-related reuse via management of 

variability at product level 
- 

Automatic generation of Process-based Arguments - 

Automatic generation of Product-based Arguments - 

3.1.5. Conclusions 

At this stage, the main benefits and potential improvements are identified in Table 12. 

Table 12.  Benefits and potential improvements for CS1 

US Processes Achievement/Benefits Improvements/Recommendations 

Standards 
Models Creation 
(OpenCert)  

Main standards referring to RTU safety 
and security have been modelled.  
 

Modelling of the complete IEC 61508 
standard. 
Modelling of IEEE 1686. 

Assurance 
Project Creation  
(OpenCert)  

Selection of the requirements based on 
the “Criticality level” and “Applicability 
level”. 
Access manager: roles and users. 

Addition of scheduling capabilities. 
Usability/User Interface. 
Performance. 

Evidence 
Management 
(OpenCert)  

Evidence creation for safety and security 
assurance project. 
Reuse of evidences. 

Wizard for evidence management. 
Usability/User Interface. 
Performance. 

Compliance 
Management 
(OpenCert)  

Filters about compliance information 
using the new function “Mapping Table”. 
New metrics and charts. 

Addition of new charts with gaps 
analysis. 
Wizard for compliance management. 
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US Processes Achievement/Benefits Improvements/Recommendations 

Usability/User Interface. 
Performance. 
Information visualisation. 
Include the requirements mapping in 
the web and doc report. 

Model-based 
requirement 
management 
(MORETO) 

RTU diagram with additional features. 
Pattern feature integrated. 
Automatic generation of system and 
component security requirements 
compliant with IEC 62443 and IEEE 1686. 
Enhancement of the RTU modelling, by 
differentiating control RTU and gateway. 
 

Full integration of MORETO with the 
AMASS platform. 
Modelling of IEC 62443-4-1 
requirements. 

Safety & Security 
co-analysis 
(FMVEA) 

FMVEA analysis to identify safety hazards 
and security threats in the IACS pilot 
based on IEC 61508 safety lifecycle. 

Integration of FMVEA analysis with the 
AMASS platform. 

As main conclusion, the AMASS Platform tools help us to reduce effort in the integration of safety and security 
in the RTU development lifecycle. The table below compares the development processes before AMASS and 
with AMASS. 

Table 13. Comparative between the real development process and CS1 

Phase Feature Before AMASS With AMASS 

Requirements 
specification 

Modelling and traceability Manually. No tool 
support 

MORETO and OpenCert: 

• Security requirements automatic 
generation. 

• Selection of requirements based 
on the criticality and applicability 
levels. 

Design Compliance analysis Manually. No tool 
support 

OpenCert: 

• Standards modelling 

• Evidence management 

• Requirements mapping 

Safety & Security co-
analysis 

Manually. No tool 
support 

FMVEA: 

• Identification of safety hazards 
and security threats 
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3.2. Case Study 2: Automotive domain: Advanced driver assistance 
function with electric vehicle sub-system. 

3.2.1. Case Study Specification 

The Case Study 2 is based on an advanced driver assistance function (e.g. a traffic jam assistant - TJA function 
allowing highly automated driving of a car on highways up to a defined max speed), in which several electric 
drives (controller, power electronics and electric machine) act as actuators. The case study has been executed 
using modelling, analysis and verification tools and their respective tool integrations. 

The focus of this case study is on building blocks for ADAS with electric vehicle sub-system. The collaboration 
within AMASS will support the collection of field data and system requirements. 

 

Figure 46. Traffic Jam Assist model for CS2 

For a detailed description of the case study, see the Deliverable “D1.1. Case studies description and business 
impact” [1].  

3.2.2. US1: Reuse of safety artefacts within a product family (Intra-domain reuse)  

The goal of CS2 has been set on intra domain reuse. 

During the first iteration the reuse basically took place on “paper level” which means the requirements have 
been put side by side to analyse the gaps. 

During the second and third iteration, the requirements have been more formalized to apply AMASS tools. 

3.2.2.1. STO1 Architecture-Driven Assurance 

The use of a model-based approach based on defined patterns has allowed a systematic analysis and creation 
of functional and technical safety concepts for cooperative system-of-systems during runtime. Figure 47 
depicts the main architecture of the system comprising the sensors, the controllers and the actuators for this 
use case; on the other hand, Figure 48 summarizes the approach of the use case regarding the workflow 
focusing explicitly on safety and security aspects.   
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Figure 47. CS2 basic architecture for traffic jam assistance 

The safety case was provided with the help of tool support, especially for the safety analysis results required 
by the application of the ISO 26262 standard. Medini analyse was used for the provision of the HARA (Hazard 
Analysis and Risk Assessment), the FMEDA (Failure Modes, Effects and Diagnostic Analysis) and the FTAs (Fault 
Tree Analysis).  

For safety, the workflow followed the ISO 26262 safety lifecycle. For security, as there is no real state of the 
practice, we followed the proposed workflow of research projects as shown in Figure 48.  

 
Figure 48. Architecture – driven assurance: Safety and Security 
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Dependable Embedded Architecture for High performance computing and assessment of CS2 

High-performance computing platforms are one of the prerequisites for efficient processing of a large amount 
of available sensor data and complex automated driving algorithms. In the frame of this use case for the 
automotive domain, the embedded hardware that was exploited was an open, highly-capable development 
platform, which was able to provide necessary computing capabilities for content analysis and decision making 
in a state-of-the-art fail-operational architecture. Beside redundancy and diversity within the control elements, 
which are essential for guaranteeing fail-operational behaviour, the developed architecture needed to adhere 
to performance, area, and cost constraints. When examining the relevant market for automated driving, 
semiconductor vendors offerings were proven to be mainly based on dedicated System on Chip (SoC) solutions, 
which incorporate multiple ARM cores (from 2 to 4) for high computational performance plus some proprietary 
hardware accelerator to enable some specific functions. Such systems can support at maximum ASIL B or in 
some cases ASIL C functions.  

In contrast, microcontrollers that have been recently developed for functional safety (e.g. transmission control, 
Electric Power Steering, etc.) are based on one or more lockstep cores. These devices feature several additional 
features, such as extended error check and correction on internal bus and memories, analog and digital built-
in self-test, and several internal monitors (voltage, temperature, clock integrity), which enables those systems 
to support ASIL D functions. These devices, however, have a limited computational performance (e.g. < 2000 
DMIPS).  

The architecture used in the framework of CS2 to drive the relevant assurance models provide some basic key 
features, namely:  

• enabling fail-operational execution of scenario assessment,  

• decision making and embedded control algorithms, and  

• ASIL D functions in general.  

The architecture was proven to be predominantly beneficial in the functional integration at the vehicle level 
and elaborate high level strategies aimed at a safe vehicle control. An example of a similar predecessor 
architecture that was reused in the framework of CS2 in AMASS is the Central Computing Unit ver.2 (Figure 
49), developed as part of the eDAS project (H2020) for aviation applications, using 2 automotive grade Infineon 
AURIX microcontrollers communicating over a high-speed serial link. 

 

Figure 49. AMASS predecessor hardware: CCU2 developed by I&M and IFX, in cooperation with Lange Aviation and OTH, 
within the eDAS project (GA n.608770) 

Based on that HW,  Figure 58 illustrates the dependable embedded architecture proposed and implemented 
by the CS2 in the AMASS project and its industrial partners. The architecture incorporates primary and backup 
processing systems; the primary system is designed to feature two number crunching processors in addition 
to one or two AURIX safety processors. The number crunching processors provide the processing and memory 
resources for automated driving functions, while the AURIX enables fail-operation capabilities (AURIX is the 
leading functional safety controller in automotive industry and is compliant to various standards, such as IEC 
61508, ISO 26262, and ISO 25119). 
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Figure 50. AMASS dependable embedded processing architecture for fail-operational automated driving functions 

The AURIX was chosen to evaluate processing results (from conventional and machine learning-based 
algorithms) of the number crunching units. If AURIX detects/monitors degradation or failure (such as 
degradation signaling from components, failures in sensor hardware components, impaired environmental 
perception, or systematic failures in complex machine learning algorithms), a backup stand-by system is 
initiated, which provides additional redundant and diverse processing results to regain a certain level of 
assurance. In case of emergency situations, such as caused for example by total failure of the primary system, 
this backup system assumes the control. In addition, the hardware platform implements robust 
communications interfaces, which will facilitate decision-making capabilities with sensory and tactical 
information from outside the vehicle’s range of perception, enhancing quality and efficacy of control.  

In addition to the integrated Infineon AURIX safety Micro-Controller, which was decided to be used and further 
developed as the heart of this fail-operational system, a new custom hardware accelerated solutions, with 
memory access and routing schemes optimized specifically for machine learning was devised that provide 
energy-efficient computing architecture for all required applications such as fusion, content analysis and 
decision making, etc. While hardware has become commoditized in many applications, currently, this trend 
has not influenced machine learning. Hardware optimized to solve micro-vertical problems provide higher 
performance - with every use case having slightly different requirements, each one is optimized by partially 
customized hardware. Consequently, following the advent of machine-learning accelerators, hardware (alone 
or in combination with software) was proven to enable significant performance enhancements, e.g. decreased 
latency or power consumption. In addition, increasing importance for inference is at the edge, when 
connectivity is limited, or where low latency or privacy concerns are critical. Enterprise edge involves vigorous 
competition between field programmable gate arrays, GPUs, and ASIC technology solutions. However, ASICs 
were proven to have an advantage due to their superior performance per watt, which is critical on the edge. 
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3.2.2.2. STO3 Seamless Interoperability  

The case study has shown the involved tools’ advances in their interoperability. As already described in D1.1 
[1], the main tools within this use case comprise (i) MATLAB / Simulink for system modeling; (ii) MATLAB 
Embedded Coder; (iii) Medini analyze (KMT) for safety analysis and (iv) TESTONA. Through the specific case 
study deployment, these tools have been further advanced in terms of interoperability focusing mainly on 
model-based safety and systems engineering for distributed networked systems and contract-based modelling 
and formulation of requirements.  

Furthermore, since the scenario covers the whole supply chain, the information exchange among the different 
stakeholders and inside a team has been significantly considered.  

TESTONA has not been previously introduced in AMASS; therefore, within this STO, the following provides a 
brief overview of the main functionalities of that tool.  

TESTONA is a tool for systematic test design in the black-box-tests. All standard specification-based test 
methods are supported and represented in classification trees, e.g. equivalence class test, boundary value test, 
partition test, combinatorial test, classification tree method and statistical test. With TESTONA, complete and 
comprehensible test specifications can be generated easily, quickly and without redundancy. Various metrics 
and evaluations enable the user to assess the test scope and to detect missing or redundant tests. 

TESTONA supports all test phases and is independent of industry or domain. Customers from different sectors, 
e.g. automotive, aviation, finance, telecommunications, and IT rely on this methodology. International test 
standards such as the ISTQB Certified Tester and ISO 29119, as well as leading test trainers recommend the 
test methods available in TESTONA. 

3.2.2.3. STO4 Cross Intra-Domain Reuse 

The case study demonstrated how library concepts for re-useable components, enriched with safety/security 
information, lead to a significant reduction in the effort needed to provide the data for the assurance case. 
Based on the EPF-Composer and BVR Tool (ISO 26262 for functional safety and SAE J3061), it demonstrated 
process-related reuse via management of variability at process level.  

Methodologies for Safety Assurance  

Safety is one of the key enablers for mass adoption of autonomous driving technologies. To that end, CS2 
within AMASS defined safety assurance for the autonomous control domain, and proposed updates to ISO 
26262.  

Increasing complexity throughout the automotive industry is resulting in increased efforts to provide safety-
compliant systems. The safety assurance is guided by the automated driving levels (J3016 - Table 14 and Table 
15). Basic hardware components are qualified with standard qualification; however, more complex parts 
require evaluation through ASIL decomposition and testing. Qualifying software components involves activities 
such as defining functional requirements, resource usage, and predicting software behavior in failure and 
overload situations. CS2 within AMASS focuses is on SAE levels 3 to 5. For level 3, as an example, fail safety for 
the decision/motion planning module can be defined as the minimum distance that should be kept such that 
the driver has a reasonable amount of time to react, and correct these modules. Several failure-mode 
requirements can be derived for the systems in the car, e.g. for the component level ASIL levels defined in ISO 
26262. An extension to ISO 26262 is required to define different failure modes in the ASIL levels: fail-safe, fail-
aware, and fail-operational. 
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Table 14.  Different SAE levels of autonomous driving defined in SAE international standard J3016 

 

Table 15.  ASIL levels for subsystems for SAE levels 
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3.2.2.4. CS2 user story 

This section focuses on the high-level description of a “user story” for which the reuse of artefacts in the 
context of traffic jam assistance is explained, elaborating, among others, on the steps for the reuse. 

3.2.2.4.1. Safety Analyses 

For the development of functional safety in the advanced driver assistance function, regarding the safety 
methodology of ISO26262 for automotive system development, the following steps were considered, in total 
alignment with Figure 48: 

Concept Phase: Functional safety and Security Concept 

Regarding this step, the main purpose was to be proven that the defined safety goals hold for each mode of 
operation, use cases and expectable environmental situation (e.g. sudden strong braking of the leading vehicle, 
which can be constrained by an assumption about physically reasonable deceleration values), even in presence 
of failures.  

To achieve the safety goals, we will define a functional safety concept, which mainly follows the steps defined 
in Figure 51. 

In regard to functional safety, SOTIF was also considered as guidance for assuring that an autonomous vehicle 
functions and acts safely during normal operation. The Safety of the Intended Functionality (SOTIF) is the highly 
automated vehicle (HAV) and automated vehicle (AV) standard in the coming years as the industry moves 
towards ultimate safety completeness.  
 

 

Figure 51. Methodology of functional safety requirement development for CS2 safety analyses 

The steps of this development will be repeated iteratively, until all identified failure modes are appropriately 
covered, and the residual risk is acceptable. Based on the diagram, within the procedure specific “Safety Goals” 
were defined, based on specific hazards. The Safety Goals refine the Functional Safety Measures and are driven 
by Functional Safety Requirements, which on their side are refined by the functional safety measures.  
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Due to this method, an FTA analysis was performed. As a result of this analysis, functional safety measures and 
a strategy for fail operation (advanced safe state transition concept) were defined.  

System Design Phase: Technical safety and Security Concept 

Regarding this step, the main purpose was to identify the technical safety and security concept for CS2.  Within 
this step, the technical challenges that need to be addressed are defined in detail, in order for the CS2 system 
to be able to deliver the Functional Safety and Security functionality (serving the relevant concept) defined in 
the previous step. Technical safety was facilitated based on a reliability checking filter that is described in Figure 
52. 

 

Figure 52. High-level view of the reliability checking filter ensuring technical safety for CS2 

 

 

Figure 53. An example case with negative lateral offset and negative angular deviation 
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Development Phase: Implementation  

Following the definition of the concepts for the functional safety and the technical safety in the framework of 
CS2, this step focuses on the implementation of the solution regarding safety and security for this case study. 
Implementation was carried out focusing on applying the aforementioned concepts in order to ensure the 
safety on the road. The input from the vision system deployed in CS2 was used to tell whether the car is turned 
towards the road or whether it is looking away from the road. If the car was not looking towards the centre of 
the lane it is currently in, it was assumed to contain the risk of going out of the lane, and therefore the 
maximum velocity was dropped in those situations. The algorithms were implemented in a simulation 
environment created in Matlab. The system was created to give the same information that the vision system 
and the distance sensor could provide about the environment. 

The developed algorithms were finally converted to C language in order to be programmed into the 
microcontroller. The performance of the Traffic Jam Assistant system with the controllers was very successful 
when it is in operation with the hardware. As long as the inputs to the system were successful, the car was 
able to take the curves and stay on the lanes with slowing down on the edges on the roads and it was able to 
follow an object or stop in front of a wall. When the inputs to the system failed, the system stopped operation 
for safety requirements as defined in the previous steps (see Figure 53).  

Integration and Testing Phase: Test Results 

Following the development of the security and safety measures, in this step the traffic jam assistant - TJA 
function allowing highly automated driving of a car on highways up to a defined max speed was integrated and 
tested.  

To use the embedded coder functionality of Simulink, the models have been slightly modified in order to 
enable easier porting. Since double values are using more space in the Infineon Aurix Tricore Version TC2977 
Microcontroller Board, these have been converted to single, causing them to be oats in C language when they 
are converted. 

The embedded coder already recognized the Infineon Tricore so the settings as register size were set 
automatically. What is more, the system target file was also available and the Embedded Coder target file for 
C language was selected. 

For the priorities, the Faster Runs and Execution Efficiency selections have been made for a better 
performance. 

The structure of the generated codes from Matlab and Simulink include an initialization and a step function in 
general. These functions have been integrated into wrapper functions to integrate into the program ow of the 
Infineon Aurix Tricore board. 

3.2.2.4.2. Integration to the Aurix Board 

As already stated, for this CS the Infineon Aurix Application kit has been used. This board contains three cores 
which are called Core 0, Core 1 and Core 2. This board can be used with C language and Tasking C compiler for 
TriCore v4.2 r2 has been used as a compiler. 

Although Tasking was successful in compiling the code, it also contained a bug with comparison of Not a 
Number situations which has been found and reported to the developer during this work.  

For the application, since in an embedded system timing are very important, timer interrupt sequences have 
been used for function executions. In the Aurix board, at the beginning of the project, there were a number of 
timer interrupts provided, which are 100 μs, 1 ms, 2 ms, 4 ms, 128 ms. These interrupts were defined within 
core number 2. 

The priorities of the interrupts are assigned such as the more frequent interrupt has higher priority. This means 
that while 128 ms interrupt is being executed, 1 ms interrupt can break its operation since it has a higher 
priority for execution. 
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Figure 54. Results of CS2 Integration and testing: Sensors readings (1/3) 

 

Figure 55. Results of CS2 Integration and testing: Sensors readings (2/3) 

 

Figure 56. Results of CS2 Integration and testing: Sensors readings (3/3) 
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In order not to make CPU load too high, the functions have been distributed among the interrupts fairly. One 
problem that occurred during the distribution that has been observed was when the SRF235 ultrasonic sensor 
was being integrated into the system. 

Although the ow of the readings have been done properly, the readings of the sensor were sometimes as 
expected and sometimes zero as Figure 54, Figure 55 and Figure 56 show. This problem has been resolved, and 
therefore the 4 ms timer interrupt has been changed to 8 ms interrupt. Moreover, 128 ms interrupt has been 
switched to 30 ms interrupt since 128 ms had bigger period than necessary for the system implementation. 
The TJA function was used in 8 ms interrupt and the sensor input for the TJA functionality has also been utilized 
in 8 ms interrupt. 

3.2.3. Coverage of AMASS Prototype P2 Architecture  

Table 16 illustrates the implemented functionalities during all the three iterations of the Case Study 2.  

Table 16. AMASS Prototype P2 Coverage by CS2 

STO AMASS Functionality Group Tools 

Architecture-

Driven 

Assurance  

(STO1) 

System Component Specification  

System Architecture Modelling for Assurance 
MATLAB / Simulink & Medini 

analyze (KMT) 

Architectural Patterns support with Papyrus/CHESS  

Contract-based Assurance Composition  

V&V Activities  

Requirements Support  

Multi-Concern 

Assurance 

(STO2) 

Assurance Case Specification (not in focus) 

Dependability Assurance (not in focus) 

System Dependability Co-Analysis/Co-Assessment  (not in focus) 

Contract-Based Multi-concern Assurance  (not in focus) 

Seamless 

Interoperability 

(STO3) 

Evidence Management 

MATLAB / Simulink for system 

modeling;  

MATLAB Embedded Coder;  

Medini analyze (KMT) for safety 

analysis 

TESTONA 

Tool Integration Management  

Collaborative Work Management  

Tool Quality Assessment and Characterization  

Cross Intra-

Domain Reuse 

(STO4) 

Compliance Management  

Reuse Assistant  

Semantics Standards Equivalence Mapping   

Impact Analysis  

Process-related reuse via management of variability at 

process level 

EPF-Composer and BVR Tool: ISO 

26262 for functional safety and SAE 

J3061 

Product-related reuse via management of variability at 

product level 
 

Assurance Case-related reuse via management of 

variability at product level 
 

Automatic generation of Process-based Arguments  
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Automatic generation of Product-based Arguments  

3.2.4. Conclusions 

At this stage, the main benefits and potential improvements are identified in Table 17. 

Table 17. Benefits and potential improvements for CS2 

Artefact Achievement/Benefits Improvements/Recommendations 

Re-assessment after 
component change 

• More formalized way of description 
of artefacts 

• Reduced effort for re-assessment  

Safety Analysis • Validation of methodology for 
model-based safety engineering of 
autonomous vehicle functions.  

• Integration of safety-
methodology-artefacts via Medini 
analyze. 
 

System Design • Semi formalized requirements 
definition and mapping to the 
architecture. 

• Contract-based modelling and 
formulation of requirements 
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3.3. Case Study 3: Automotive domain: Collaborative automated fleet of 
vehicles 

3.3.1. Case Study Specification 

This Case Study handles with a typical example of a collaborative safety-critical system: a platoon of several 
vehicles. A fleet of autonomous model cars in the scale 1:8 (at the state four of them are physically available) 
drives and communicates together at runtime via Car2Car communication (based on peer-to-peer WIFI) to 
form a system-of-systems (SoS) in a controllable environment. Figure 57 shows the case study setting.  

For a detailed description on the case study see the Deliverable “D1.1. Case studies description and business 
impact” [1]. 
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Figure 57. CS3 Main Scenario and one demonstrator 

During the development of the case study, it was decided to create a (sub) case study for the validation of the 
vehicle powertrain, called “DC-Drive”. This demonstrator is a simplified version of the electrical powertrain of 
one car and can be used for the development of the powertrain and, the implementation of safety measures, 
regarding the functional safety of the powertrain, and for fault injection of typical, technical failure modes of 
the powertrain (e.g. wire breaking). The following goals of development were specified: 

• Nominal functionality:  
Regulation of rotation speed by speed controller. 

• Stage 1 Safety measures:  
Detection of failures and mode transition into standstill (safe state). 

• Stage 2 Safety measures: 
Detection of failures and functional degradation into a working state with lower reliability (fail 
operational). 

Based on the initial definition of CS3 usage scenarios provided in the deliverable D1.1 [1], we selected some 
primary research topics and created derived usage scenarios that cover the different AMASS evaluation areas. 
During the first iteration (D1.4 [5]) three usage scenarios were defined: “US1: Safety Assessment of 
collaborative automated vehicle functions by model-based safety analysis and fault injection simulations”, 
“US2: Model-based safety and systems engineering based on contracts for a distributed system-of system” 
and “US3: Systematic creation of functional and technical safety concepts based on contracts for cooperative 
vehicle automation”.  Since all of them share similar concepts, they have been tackled as part of a unique usage 
scenario: “US1: Safety assessment for collaborative automated vehicle functions by model-based safety 
analysis and contracts”. Furthermore, two new usage scenarios have been defined.  

Thus, this is the current status regarding usage scenarios definition for CS3: 

• US1: Safety assessment for collaborative automated vehicle functions by model-based safety analysis 
and contracts  

• US2: Process for development of collaborative automated vehicle functions, which considers 
functional safety, cybersecurity and reuse aspects. 
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• US3: Collection and Analysis of Assurance Information. 

3.3.2. US1: Safety assessment for collaborative automated vehicle functions by 
model-based safety analysis and contracts 

3.3.2.1. STO1 Architecture-Driven Assurance 

As defined in Table 18, the actual result of the iterations in progress will be discussed at this point, regarding 
the CACC/Platooning-function. 

Table 18. CS3-Architecture-Driven Assurance: US1- CACC/Platooning 

Realisation 
Scenario 

CACC/Platooning 

Scope Model-based design and assurance of “CACC/Platooning” 

Tool Settings  SAVONA/CHESS 

Activities 
realised 

Phase Activities Description Tools involved Validation plan 

System 
Design 

Definition of top-level 
requirements 

SAVONA 2. Iteration in progress 

CACC/Platooning 
functional architecture 

SAVONA 2. Iteration ended 

CACC/Platooning 
functional behaviour 

SysML via MS 
Visio 

2. Iteration ended 

CACC/Platooning 
architecture validation 

SAVONA 2. Iteration in progress 

Safety 
Analyses 

Hazard analysis - 1. Ended 

Functional safety 
conception 

- 1. Ended 

Usage Decisions - 

Expected Results System design modelling with SAVONA/CHESS and preliminary analyses results. 

Conclusions Actual iteration of development will be finalized. Possibilities of SAVONA usage for 
contracts development is under discussion.  

3.3.2.1.1. CACC/Platooning – System Design 

Definition of Top-Level-Requirements 

In the first development iteration, several top-level requirements were defined to develop the first functions 
of the system regarding the following use cases:  

• Create platoon 

• Running platoon 

• Join platoon 

• Leave platoon 

• Dissolve Platoon 

In the second iteration, “running platoon”, “join platoon” and “create platoon” functions are chosen. In 
addition, user stories describe the typical behaviour of the system, thus they are refined and implemented to 
interact with the environment and the actor. Figure 58 shows an example of a typical user story: 
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Figure 58. Example of a user story for the CACC/Platooning-function 

At the current state, the existing requirements shall be further refined and used for the development of the 
system architecture. The requirements shall be developed into a semi-formalized way: by doing so, functional 
and safety contracts will be easily created. These contracts will be part of the model-based development of 
the function. 

Due to some technical difficulties with the development of the experimental vehicles and the embedded 
software, the definition of the semi-formal requirements has stopped until these issues are solved. This 
concerns mainly the software integration of the wireless connection in the vehicle architecture and the system 
development of a sufficient efficient Platooning Controller. A planning for these steps is actually under 
discussion. 

CACC/Platooning functional architecture 

The functional architecture for the CACC/Platooning-functionality is created in the SAVONA tool and structured 
under the context of multi-function integration. This means that, several vehicle functions (Like CACC, Lane 
Keeping, Automated parking, etc.) can easily be integrated in the functional architecture with a minimum 
impact on the vehicle architecture. Furthermore, all modules of the architecture are designed in a way to easily 
integrate the functional and safety contracts. After the definition of the first requirements, they will be 
converted into contracts and implemented in the functional architecture of the vehicle in SAVONA.  

In the third iteration, the CACC functional architecture is refined and shall improve the reliability and the 
efficiency.     

CACC/Platooning architecture validation 

As one of the key features of SAVONA, the correctness of the functional architecture is currently under 
validation by the model checking feature.  

Name 

Actor

trigger event

description

condition

ID actor step when why

cr_plt_1 Both vehicles Update the own context till the 

other vehicle is included

When the distance 

between the vehicles is 

smaller than some given 

boundary

Recognition of the other 

vehicle as a potentially 

partner for platooning

cr_plt_2 Both vehicles Check if both vehicles can:

- combine their individual 

context to a shared one and 

make sure it is up to date, 

- physically do maneuvers 

together

- agree on one common 

strategy for driving

After both vehicles 

recognized each other

To make sure that the 

common platooning is 

successful, i.e. both 

vehicles are profiting and 

can reach their individual 

goals

cr_plt_3a Both vehicles Agree to build a platoon and 

perform the physical task of 

building the platoon

after the vehicles agreed 

on all points of step 2 

(obvious)

cr_plt_3b Both vehicles Go back to their former driving 

manner (automatically or 

manually, but separated from 

each other)

After the vehicles failed 

to agree on at least one 

of the points of step 2

To continue following their 

individual goals which they 

wouldn`t achieve with the 

other vehicle

cr_plt_4a Platoon Update the context and 

coordinate necessary 

maneuvers

Periodically after 

creating the platoon

To make sure that the 

platoon is driving safely and 

has the opportunity to 

enlarge or to split up

cr_plt_4b Vehicle Searching for new potential 

partners for platooning

After leaving a platoon or 

after a failed platoon-

building

Profit by the opportunities 

which platoons are providing 

(save time or fuel, …)

exceptional behaviour -

steps to achieve goal

create platoon

future platoon participants

agreement of platoon creation of both vehicles 

system behaviour and process for creating a platoon

-
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Figure 59. Example of the validation of the functional architecture in Savona 

3.3.2.1.2. CACC/Platooning – Safety Analyses 

A CACC/platooning-function has a highly degree of rigor in the assurance of safety related functionality. For 
the development of functional safety, regarding the safety methodology of ISO 26262 for automotive system 
development, the following steps are planned: 

Hazard analysis 

Due to fact that the demonstrator only drives in a laboratory environment, only hazards, which include the 
interaction of the vehicles inside the platoon e.g. a rear-end-collision, will be chosen. The development of a 
top-level safety goal can be set by the responsible safety engineer in the same way as in traditional safety 
engineering by a Hazard Analysis and Risk Assessment (HARA). This obviously requires scaling it to the model 
cars. Results of this development can be like: 
 

Hazard  Safety Goal 

Unjustified brake application, which leads to a 
rear-end-collision with platoon member. 

 Ensure a sufficient time gap between 
platoon participants to avoid collisions.  

Functional safety concept 

It has to be proven that the defined safety goals hold for each mode of operation, use cases and expectable 
environmental situation (e.g. sudden strong braking of the leading vehicle, which can be constrained by an 
assumption about physically reasonable deceleration values), even in presence of failures.  

To achieve the safety goals, we will define a functional safety concept, which mainly follows the steps defined 
in the figure below. 

Functional safety concept „CACC Platooning“

«trace»
«safety goal» 

SG_x

«safety goal» 

SG_x
«hazard» 

H_x

«hazard» 

H_x

«functional failure mode» 

FFM_x

«functional failure mode» 

FFM_x

«functional safety 
measure» 

FSM_x

«functional safety 
measure» 

FSM_x

«refine» 

«trace»

VerifiedBy 
«fault coverage matrix» 
SG_x_fault_coverage_matrix

«functional safety 
requirement» 

FSR_x

«functional safety 
requirement» 

FSR_x

«refine» 

VerifiedBy 
«hazard analysis and risk assessment» 
HaRa_CACC/Platooning

«refine» 

RefinedBy 
«fault tree analysis» 
SG_x_FTA

RefinedBy 
«safety strategy» 
SG_x_GSN

«deriveReqt»

 
Figure 60. Methodology of functional safety requirement development for the CACC/Platooning function 
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The steps of this development will be repeated iteratively, until all identified failure modes are appropriately 
covered, and the residual risk is acceptable.  

Due to this method, an FTA analysis was performed. As a result of this analysis, functional safety measures and 
a strategy for fail operation (advanced safe state transition concept) were defined.  

3.3.3. US2: Process for development of collaborative automated vehicle functions, 
which considers functional safety, cybersecurity and reuse aspects 

The main purpose of this Usage Scenario is to evaluate a joint process concerning functional safety and 
cybersecurity and the ability for cross concern reuse. The process deals with verification of collaborative 
automated vehicle functions and reuse of processes. 

These specifications must be taken into account: 

• ISO 26262 for functional safety 

• SAE J3061 for cybersecurity 

The cross-concern variability management and co-engineering scenario shows the usage of EPF-Composer 
(EPF-C) and the BVR tool to model the automotive Security-informed Safety-oriented Process Line with 
consideration of co-engineering. This usage scenario shows the process related to the verification of the 
system design of the Car2X Communication Manager unit. 

 

Figure 61. Simplified System Architecture in the model car [5]    

The first step is the identification of the standards, which are needed to implement communication between 
vehicles. ISO 26262 and SAE J3061 are taken into account because functional safety and cybersecurity have to 
be considered. A SiSoPL model related to functional safety (ISO 26262) and cybersecurity (SAE J3061) is 
defined. The presented solution uses the integration of EPF-C and BVR-tool. The process development 
(especially the base model) is done with EPF-Composer (see Figure 62). Afterwards variability aspects are 
managed with help of the BVR tool (see Figure 63). 
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Figure 62. EPF-C Work Breakdown Structure of verification process 

To perform verification steps, different verification methods can be selected based on ISO 26262-4. ISO 26262-

42 establishes both deductive (e.g. FTA) and inductive analysis methods (e.g. FMEA) whose recommendation 
level depends on the specified ASIL (Automotive Safety Integrity Level). For example, FMEA is highly 
recommended for ASIL A, B, C and D, whereas FTA is recommended for ASIL B and highly recommended for 
ASIL C and D. The considered variability in this scenario deals with the verification method Fault Tree Analysis 
(FTA). 

Since FTA is not highly recommended for ASIL B, the FTA would be removed from the process The ASIL is 
determined once a HARA has been performed by means of a different process.  

In the defined situation, the communication manager has to be developed according to ASIL B requirements. 
For that reason, FTA is removed from the process by the BVR tool. Figure 63 shows that FTA has the value true 
in the resolution diagram. This means that it will be removed from the process. 

                                                           
2 ISO 26262: "Road vehicles – Functional safety" 
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Figure 63. BVR-Resolution diagram: integrated safety and security process (ASIL:= B) 

3.3.3.1. STO2 Multi-concern Assurance  

Table 19. CS3-Multi-concern Assurance: US2-Safety/security co-assessment 

Realisation Scenario Safety/security co-assessment 

Scope Development of cross concern processes (functional safety and cybersecurity) 

Tool Settings EPF-Composer 
BVR Tool 

Participants VIF 

Activities realised Identification of relevant standards 
Process definition with focus on cross concern activities 

Usage Decisions  

Expected Results A SiSoPL model related to functional safety (ISO 26262) and cybersecurity (SAE 
J3061) is defined.  

Conclusions The presented solution uses the integration of EPF-C and BVR-tool 

3.3.3.2. STO4 Cross Intra-Domain Reuse 

Table 20. CS3-Cross Intra-domain reuse: US2-Process-related reuse via management of variability at process level 

Realisation Scenario Process-related reuse via management of variability at process level  

Scope Development of cross concern processes (functional safety and cybersecurity) 
Process variability 

Tool Settings EPF-Composer 
BVR Tool 

Participants VIF 
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Activities realised Identification of relevant standards 
Process definition with focus on cross concern activities 
Process variability management 

Usage Decisions - 

Expected Results Process reuse between ISO 26262 and J3061 

Conclusions The so-called “Process-related reuse via management of variability at process 
level” functionality has been used.  

3.3.4. Case Study DC Motor Drive 

During the development of the case study, it was decided to create a (sub) case study for the validation of the 
vehicle powertrain, called “DC-Drive” (see Section 3.3.1). This demonstrator is a simplified version of the 
electrical powertrain of one car and can be used for the implementation of safety measures, regarding the 
functional safety of the powertrain and for fault injection of typical, technical failure modes of the powertrain 
(e.g. wire breaking). 

3.3.4.1. Contracts- Fault Injection- Monitors 

In order to early validate the developed vehicle function in terms of safety, the fault injection dependability 
validation technique is applied during the system design. At this level of earl verifying and validating the safety 
of the system architecture for the DC Drive, the requirements are related to high level functions of the system. 
Thus, faults are defined al the same level of abstraction by defining them as violations of contracts and 
modelling the effects on Simulink. The configuration of the fault injection experiments or the so-called fault 
list specification n literature, is defined by means of the Eclipse view of Sabotage. This editor also allows to 
select the DC Drive Simulink model in which saboteurs will be injected (S-functions reproducing the effect of 
the defined failure mode). These simulations analyse the impact of the failure on the other functions and on 
the overall system functions. 

The function that will be analysed is the controller of the DC Drive where the motor will be controlled by a 
cascade PID supervised by a speed sensor (incremental encoder) and current sensor (hall sensor). To be able 
to perform these simulation tests the DC drive function has been modelled using the Simulink tool. 

Table 21 shows the different faults added into the DC drive system. 

Table 21. Faults added into the DC drive function 

Failure Fault type 

No speed sensor value Stuck at 0 

Too high DC speed Stuck at value 

Too low DC speed  Stuck at value 

No speed value (0 rpm) Stuck at 0 

No current sensor value Stuck at 0 

Abrupt change of the speed direction Inverse 

 
After the execution of the simulations, the behaviour of the system under the effect of failures is observed. As 
an example, the “no speed sensor value” failure is shown in the Figure 61.  
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Figure 64. The behaviour of the system under "no speed sensor value" failure. 

To sum up, those simulations have been fruitful for the engineer to forecast the unexpected behaviour of the 
system under some faults. Thanks to these simulations, it has been possible to observe when the safety 
requirements are violated getting some time values, being capable of defining which are the most appropriate 
safety mechanisms (HW or SW) to avoid those unwanted hazard events. 

3.3.4.2. Automated test generator with machine learning 

Automated Model-based Testing for assurance 

A constraint in model-based testing comes from the deduced test cases, the quality of which are strongly 
dependent on the information contained in the model they are deduced from. Benefits of automated model-
based testing for software developers include: 

• Increased efficiency of testing while preserving test quality. Maintaining the Requirement-
Development-V&V robustness over the life span of the product development;  

• The system and its behaviour can be reviewed and modelled early in the development process, thus 
errors can be identified at an early stage;  

• Improvements in transparency and recording of tests, and  

• The possibility of measuring and optimising test coverage. 

Strategic Objectives 

• STO1 Architecture-Driven Assurance  

Architecture Assurance is addressed with model-based test case generating in Farkle. The Farkle test 
case generator is iteratively refining the test cases, supported by the model-based tests generated 
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with the machine learning part of the Farkle tool.  The massive generation of test cases through Farkle 
enables massive testing which can justify the challenges of introducing hardware in the loop. This will 
provide a better utilization of the costs of HIL-testing. 

• STO2 Multi-concern Assurance 

The multi-concern assurance complexity is a challenge that needs to be addressed also in the V&V 
phase of the assurance. The modelling artefacts addressing multi-concern that are produced in the 
early phases are combined models that will be an input to Farkle for the verification phase. The multi-
concern increases the number of test-cases. The necessary efficiency for test case generation is 
achieved through machine learning based testing. There is a need for Hardware-in-the-Loop (HIL) to 
support higher safety integrity levels. 

• STO3 Seamless Interoperability 

The seamless operability for the verification phases was achieved through taking the modelling 
artefacts into the automated test case generation. The modelling artefacts are transferred through 
OSLC interfaces to the test case generator based on Farkle.  

• STO4 Cross- and Intra-Domain Reuse 

The higher levels of safety integrity levels require extensive verifications. The modelling artefacts are 
reused in Farkle for automatic generation of test cases. The generated test cases can be applied 
towards the system that will execute the reused software in a different domain with different HW. The 
extension with hardware -in-the-loop testing can be done for the verification, this is valid to the higher 
safety integrity level and multi-concern testing that are required by e.g. safety standards.  

3.3.4.3. Collection and Analysis of Assurance Information 

This usage scenario deals with the collection of assurance information of the use case (e.g. system models and 
standards) and focuses on the analysis of their quality with TRC tools. 

No work was reported on this usage scenario for the first development iteration of AMASS.  

For the second iteration, Simulink models have been indexed and imported to TRC tools. Different files have 
been used and some of the imported models have later been analysed for quality assessment (see Figure 65 
and Figure 66). Finally, a partial semantic representation of ISO 26262 has been created. 

For quality analysis, SQA (System Quality Analyzer) connects to the Simulink model to extract its information, 
e.g. terms (components in the model) and relationships (connections between components). Moreover, the 
tool allows a user to use metrics to measure the quality of the model. 
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Figure 65. Overall quality report 

 

 

Figure 66. Detailed quality report 
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For the third iteration: the quality assessment run in the second iteration over the Simulink models (as seen in 
Figure 67, Figure 68 and Figure 69) has been imported in the AMASS repository as V&V evidence, via the AMASS 
Connector created in SQA, now renamed as V&V Studio, on top of the OSLC-KM technology interoperability. 
In other words, a transformation has been created between the quality assessment output of the Simulink 
model and the V&V evidence data model, using as an intermediate step the OSLC-KM interoperability model.  

 

Figure 67. Exporting assessment in as V&V evidence in an AMASS Project 

 

 

Figure 68. Selection of the target AMASS Project and Evidence name 
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Figure 69. New Quality Assessment V&V evidence in an AMASS Project 

Furthermore, during this third iteration, the Simulink model has been imported as V&V evidence using the 
seamless interoperability that is offered by the OSLC-KM model (as seen in Figure 70, Figure 71 and Figure 72).  

 

Figure 70. Importing a Simulink model as V&V evidence via OSLC-KM import wizard – Step #1 
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Figure 71. Importing a Simulink model as V&V evidence via OSLC-KM import wizard – Step #2 

 

Figure 72. Imported Simulink model as V&V evidence 
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The Simulink model has also been imported into the ontology by using the seamless interoperability via the 
OSLC-KM model (see Figure 73 and Figure 74). 

 

Figure 73. OSLC-KM import to the ontology using Knowledge Manager 

 

Figure 74. Simulink content imported in the ontology 
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The third iteration also includes the quality assurance of requirements based on the system Knowledge Base 
(see Figure 75 and Figure 76). 

 

Figure 75. Two metrics based on System Knowledge Base 

 

Figure 76. Overall quality report 
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In this third iteration, a quality evolution framework is used to manage the quality evolution over the time (see 
Figure 77). 

 

Figure 77. Graphical representation of the quality evolution 

Related to quality assurance for models, a new set of correctness metrics has been used to assess Papyrus 
models (see Figure 78 and Figure 79). 

 

Figure 78. Correctness metrics for models 
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Figure 79. Quality results of the elements of the model 

For verification, checklist metrics have been used over the specifications (see Figure 80 and Figure 81). 

 

Figure 80. Overall quality of the checklist 
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Figure 81. Questions report of the checklist 

In this iteration, the requirements of the specification are translated from English to Spanish, using the 
Transformation Manager (R+) in the INTEROPERABILITY Studio tool. To configure the Transformation Manager, 
it is necessary to create a set of links between the patterns of different languages (Figure 82, Figure 83, Figure 
84), and also between the terms (Figure 85). 

 

Figure 82. Link between patterns – Pattern of Spanish language 
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Figure 83. Link between patterns – Pattern of English language 

 

 

Figure 84. Links between patterns' slots 
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Figure 85. Links between terms 

 
In this use case, only the requirements related to “operation mode” are translated (Figure 86). 
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Figure 86. Translation of the requirements related to operation mode. 

Another piece of work for the third iteration has been the automatic generation of OSLC KM connectors with 
the tool for file structure mapping provided by the Verification Studio Tool (Figure 87). 

 

Figure 87. Mapping for automatic generation of OSLC KM connectors 
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Regarding the modelling of standards, the semantic representation of ISO 26262 has been extended to also 
apply the ontology configuration management provided by the Knowledge Management Tool (Figure 88 and 
Figure 89).  

In addition, it has been produced a Reference Assurance Framework for the tool qualification process of ISO 
26262 to show the Tool Quality Assessment and Characterization feature (Figure 90 and Figure 91). 

 

Figure 88. Semantic representation of ISO 26262 

 

Figure 89. Differences between two semantic representations of ISO 26262 
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Figure 90. Diagram of a reference assurance framework for the tool qualification process of ISO 26262 

 

 

Figure 91. Tree-like model of a reference assurance framework for the tool qualification process of ISO 26262 
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• STO1 Architecture-Driven Assurance 

Table 22. CS3-Architecture-Driven Assurance: US3 – Quality Analysis of Simulink model 

Realisation Scenario Quality Analysis of Simulink models 

Scope Determine the quality level of a Simulink model 

Tool Settings SQA / V&V Studio 

Participants • UC3 

• TRC 

Activities realised 1. Selection of metrics for quality assessment 
2. Simulink model import 
3. Quality evaluation execution 
4. Quality results analysis 

Usage Decisions Selection of a specific, relevant model 

Expected Results Quality report 

Conclusions The quality analysis was successfully performed. The Relationship Metric revealed 
that the 33% of the relationships selected in the metric were not found in the 
model. That means that it is necessary to include two connexions between 
components. The metric Terminology Coverage indicated that the 70% of the 
terms selected in the configuration had been found in the model. In this case, it is 
necessary to add three components that are missing in the model. 

Table 23.  CS3-Architecture-Driven Assurance: US3 – Quality assurance of requirements based on the System Knowledge 
Base 

Realisation Scenario Quality assurance of requirements based on the System Knowledge Base 

Scope Determine the quality level of the requirements based on the System Knowledge 
Base 

Tool Settings SQA / V&V Studio 

Participants • UC3 

• TRC 

Activities realised 1. Selection of metrics for quality assessment  
2. Quality evaluation execution 
3. Quality results analysis 

Usage Decisions Selection of a specific, relevant model 

Expected Results Quality report 

Conclusions The quality analysis was successfully performed. The results show that 10 
requirements (29% of the specification) contain proper terminology of the cluster 
and the System Conceptual Models. The results also reveal that 24 requirements 
have bad quality because they don’t include terminology of the System Knowledge 
Base. 

Table 24.  CS3-Architecture-Driven Assurance: US3 – Manage the quality evolution over the time 

Realisation Scenario Manage the quality evolution over the time 

Scope Store the quality of the project over the time in order to analyse the quality 
evolution 

Tool Settings SQA / V&V Studio 

Participants • UC3 

• TRC 
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Activities realised 1. Store the quality of the project in snapshots through time. 
2. Manage the quality evolution with the graphical representation of the quality 

evolution 

Usage Decisions Selection of a specific, relevant model 

Expected Results Quality report 

Conclusions The graphical representation reveals a decrement of the quality in one of the 
snapshots and the increase evolution in the last state of the project. 

Table 25.  CS3-Architecture-Driven Assurance: US3 – Quality Analysis of Papyrus models 

Realisation Scenario Quality Analysis of Papyrus models 

Scope Determine the quality level of a Papyrus model 

Tool Settings SQA / V&V Studio 

Participants • UC3 

• TRC 

Activities realised 1. Selection of metrics for quality assessment 
2. Papyrus model import 
3. Quality evaluation execution 
4. Quality results analysis 

Usage Decisions Selection of a specific, relevant model 

Expected Results Quality report 

Conclusions The results reveal that there are not correctness issues in the Papyrus model, 
based on the correctness quality metrics for models. 

Table 26.  CS3-Architecture-Driven Assurance: US3 – Quality Analysis of verification checklist metrics 

Realisation Scenario Quality Analysis of verification checklist metrics 

Scope Determine the quality level of the verification checklist metrics 

Tool Settings SQA / V&V Studio 

Participants • UC3 

• TRC 

Activities realised 1. Creation of the checklist metric 
2. Answer the questions included in the checklist 
3. Quality evaluation execution 
4. Quality results analysis 

Usage Decisions Selection of a specific, relevant model 

Expected Results Quality report 

Conclusions The quality analysis was successfully performed. The results reveal that the 
specification doesn’t verify one of the questions, concretely that there are 
requirements that are not translated to other language. 

Table 27.  CS3-Architecture-Driven Assurance: US3 – Translation the requirement to Spanish 

Realisation Scenario Translation the requirement to Spanish  

Scope Translate requirements 

Tool Settings IS / KM 

Participants • UC3 

• TRC 

Activities realised 1. Create the links between the patterns of the source and target language. 
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2. Create the links between terms of the source and target language. 
3. Create the transformation in Transformation manager (R+). 
4. Run the transformation in the Transformation manager (R+). 

Usage Decisions Selection of a specific requirements  

Expected Results Requirements translated 

Conclusions The requirements related to the operation mode were successfully translated, 
according to the configuration. 

Those requirements that did not comply with the configuration have not been 
translated. 

• STO2 Multi-concern Assurance  
N.A. 

• STO3 Seamless Interoperability  

Table 28. CS3-Seamless Interoperability: US3 – Simulink model import with OSLC KM 

Realisation Scenario Simulink model import with OSLC KM 

Scope Import of Simulink models to TRC tools for their later analysis 

Tool Settings SQA / V&V Studio, KM 

Participants • UC3 

• TRC 

Activities realised 1. Configuration of the OSLC KM connector 
2. Selection of the model to import 
3. Model import 

Usage Decisions Selection of a specific, relevant models 

Expected Results Imported Simulink model 

Conclusions Successful model import 

Table 29. CS3-Seamless Interoperability: US3 – Simulink model quality analysis exported to AMASS database as V&V 
evidence 

Realisation Scenario Simulink model quality analysis exported to AMASS platform as V&V evidence  

Scope Integration of the quality assessment results as V&V evidences in the AMASS 
platform  

Tool Settings SQA / V&V Studio, KM 

Participants • UC3 

• TRC 

Activities realised 1. Selection of the AMASS project to save the new V&V evidence (quality 
assessment) 

2. Selection of the name of the new V&V evidence 

3. Revision of the content of the new V&V evidence in the AMASS repository 

Usage Decisions Selection of a specific, relevant models 

Expected Results Quality assessment evaluation as V&V evidence in the AMASS repository  

Conclusions Successful V&V evidence creation 

Table 30. CS3-Seamless Interoperability: US3 – Simulink model imported to AMASS platform as V&V evidence 

Realisation Scenario Simulink model imported to AMASS platform as V&V evidence 

Scope Any model able to be parsed by the OSLC-KM import tool is inserted as a new V&V 
evidence in the AMASS platform 
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Tool Settings AMASS platform 

Participants • UC3 

• TRC 

Activities realised 1. Selection of the OSLC-KM type to be imported 

2. Selection of the Simulink model to be imported 

3. Selection of the AMASS project to save the new V&V evidence  

4. Selection of the name of the new V&V evidence 

5. Revision of the content of the new V&V evidence in the AMASS repository 

Usage Decisions Selection of a specific, relevant models 

Expected Results New V&V evidence in the AMASS repository with the contents of the model 

Conclusions Successful V&V evidence creation 

Table 31. CS3-Seamless Interoperability: US3 – Simulink model imported to the ontology using OSLC-KM and Knowledge 
Manager 

Realisation Scenario Simulink model imported to AMASS platform as V&V evidence 

Scope Any model able to be parsed by the OSLC-KM import tool is imported in the 
ontology using Knowledge Manager 

Tool Settings Knowledge Manager 

Participants • UC3 

• TRC 

Activities realised 1. Creation of the new Knowledge Interface using KM: 

a. Selection of the OSLC-KM type to be imported 

b. Selection of the Simulink model to be imported 

2. Selection of the “Knowledge Import” import as “Import into SAS artefact” 

a. Selection of the newly created Knowledge Interface to the 
Simulink model. 

b. Navigating to the “Assets store” and “Artefacts” list  

c. Look up the last artefact created, that matches the content of 
the Simulink model. 

d. Revision of the content of the new SAS artefact 

Usage Decisions Selection of a specific, relevant models 

Expected Results New contents in the ontology based on the contents of the Simulink model 

Conclusions Successful V&V evidence creation 

Table 32. Translation of requirements to Spanish 

Realisation Scenario Translation the requirements to Spanish  

Scope Translate requirements 

Tool Settings IS / KM 

Participants • UC3 

• TRC 

Activities realised 1. Create the links between the patterns of the source and target language. 
2. Create the links between terms of the source and target language.. 
3. Create the transformation in Transformation manager (R+). 
4. Run the transformation in the Transformation manager (R+). 

Usage Decisions Selection of a specific requirements  

Expected Results Requirements translated 
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Conclusions The requirements related to the operation mode were successfully translated, 
according to the configuration. 

Those requirements that did not comply with the configuration have not been 
translated. 

• STO4 Cross- and Intra-Domain Reuse 

Table 33. CS3-Cross- and Intra-domain reuse: US3 - Methodology to represent system artefacts: indexing of Simulink 
models 

Realisation Scenario Methodology to represent system artefacts: indexing of Simulink models 

Scope Semantic indexing of imported Simulink models for their later management with 
TRC tools 

Tool Settings KM 

Participants • UC3 

• TRC 

Activities realised 1. Configuration of KM indexing process 
2. Selection of the model to index 
3. Model indexing 

Usage Decisions Selection of a specific, relevant models 

Expected Results Indexed Simulink model 

Conclusions Successful model indexing 

Table 34. CS3-Cross- and Intra-domain reuse: US3 - Compliance management by means of the Semantic representation 
of ISO 26262 

Realisation Scenario Compliance management by means of the Semantic representation of ISO 26262 

Scope Representation of ISO 26262 with ontology-based technologies 

Tool Settings Knowledge Manager (KM; TRC) 

Participants • UC3 

• TRC 

Activities realised The activities correspond to the application of the approach for semantic 
representation of safety standards presented in D6.5 and D6.7. 
1. KM configuration for representation of ISO 26262 
2. Initial specification of an ontology for ISO 26262 with its glossary 
3. Partial modelling of ISO 26262 in KM, based on the metamodel for Reference 

Assurance Frameworks (Reference Activities, Reference Artefacts, Reference 
Artefact Relationships, Reference Activity input, Reference Activity output, 
etc.) 

Usage Decisions None 

Expected Results Semantic representation of ISO 26262 in KM 

Conclusions Successful representation. Three ontologies have been created: one with the 
vocabulary, one with the left side of the software V model (i.e. the software 
development aspects), and one with the right side of the software V model (i.e. 
the software V&V aspects). 

Table 35. CS3-Cross- and Intra-domain reuse: US3–Reuse of semantic representations of ISO 26262 

Realisation Scenario Reuse of semantic representations of ISO 26262 

Scope Reuse of elements of a semantic representation of ISO 26262 into another 
representation 
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Tool Settings Knowledge Manager (KM; TRC) 

Participants • UC3 

• TRC 

Activities realised 1. Creation of a baseline for the ontology of ISO 26262 vocabulary 
2. Analysis of the differences with the ontology of the left side of the software V 

model of ISO 26262 
3. Copy of the of the elements of the ontology of the left side of the software V 

model of ISO 26262 into the ontology of ISO 26262 vocabulary 
4. Analysis of the differences with the ontology of the left side of the software V 

model of ISO 26262 
5. Analysis of the differences with the ontology of the right side of the software 

V model of ISO 26262 

Usage Decisions None 

Expected Results Semantic representation of ISO 26262 vocabulary + the left side of the software V 
model, and differences found between the ontologies 

Conclusions Successful ontology creation and successful difference identification. 

Table 36. CS3-Cross- and Intra-domain reuse: US3–Tool Quality Characterisation and Assessment 

Realisation Scenario Tool Quality Characterisation and Assessment 

Scope Specification of a reference assurance framework for the tool qualification 
process of ISO 26262 

Tool Settings Standards Editor of OpenCert  

Participants • UC3 

• TRC 

Activities realised 1. Analysis of the tool qualification process of ISO 26262 

2. Creation of a reference assurance framework diagram for the process 

3. Completion of the reference assurance framework with the tree-based 
editor 

Usage Decisions None 

Expected Results Reference Framework model for tool qualification process of ISO 26262  

Conclusions Successful specification of the reference assurance framework 

3.3.5. Coverage of AMASS Prototype P2 Architecture  

Table 37 illustrates the implemented functionalities during all the three iterations of the Case Study 3.  

Table 37. AMASS Prototype P2 Coverage by CS3 

STO AMASS Functionality Group Tools 

Architecture-

Driven 

Assurance  

(STO1) 

System Component Specification SAVONA/CHESS 

System Architecture Modelling for Assurance SAVONA/CHESS 

Architectural Patterns for Assurance -  

Contract-based Assurance Composition 
SAVONA 

CHESS/OCRA 

V&V Activities 

Verification Studio Simulink and AMT 2.0 

monitors 

Medini Analyze 

Sabotage 
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STO AMASS Functionality Group Tools 

Requirements Support 
SAVONA 

Knowledge Manager 

Multi-Concern 

Assurance 

(STO2) 

Assurance Case Specification OpenCert 

Dependability Assurance OpenCert (Safety and Security Case) 

System Dependability Co-Analysis/Co-Assessment  
FMVEA, EPF-C+BVR Tool (ISO 26262 for 

functional safety and SAE J3061) 

Contract-Based Multi-concern Assurance  
Papyrus/CHESS 

OpenCert 

Seamless 

Interoperability 

(STO3) 

Evidence Management OpenCert 

Access Manager - 

Data Manager OpenCert 

Tool Integration Management 
OSLC KM in OpenCert 
SES & KM via OSLC KM 

Verification Studio 

Collaborative Work Management Verification Studio 

Tool Quality Assessment and Characterization 

Ref framework for tool qualification 

according to ISO 26262 

OpenCert 

Cross Intra-

Domain Reuse 

(STO4) 

Compliance Management 

EPF-C 

Semantic Modelling of ISO 26262 

Knowledge Manager 

Reuse Assistant Knowledge Manager 

Semantics Standards Equivalence Mapping  Knowledge Manager 

Impact Analysis - 

Process-related reuse via management of variability 

at process level 

EPF-C and BVR Tool: ISO 26262 for 

functional safety and SAE J3061 

Product-related reuse via management of variability 

at product level 
- 

Assurance Case-related reuse via management of 

variability at product level 
- 

Automatic generation of Process-based Arguments OpenCert 

Automatic generation of Product-based Arguments OpenCert 

3.3.6. Conclusions 

The main benefits and potential improvements are identified in Table 38. 

Table 38. Benefits and potential improvements for CS3 

Artefact Achievement/Benefits Improvements/Recommendations 

System Design • Refinement of user stories based on 
experiences by the first iteration. 

• Semi formalized requirements 
definition and mapping to the 
architecture. 

• Refinement and integration of the 
CACC/Platooning functional 
architecture in the model car 
architecture. 

• An in-tool traceability between system 
requirements/system structure and 
system behaviour (e.g. sequence- or 
activity-diagram-entities). 

 



AMASS AMASS demonstrators (c) D1.6 V1.1 

 

  

H2020-JTI-ECSEL-2015 # 692474 Page 105 of 244 

 

Artefact Achievement/Benefits Improvements/Recommendations 

Safety Analysis • Validation of methodology for 
model-based safety engineering of 
autonomous vehicle functions.  

• First steps on the integration of the 
contract-based approach-fault 
injection and monitors for an early 
validation of safety concepts. 

• Integration of safety-methodology-
artefacts in SAVONA. 

• Integration of SAVONA, AMT 2.0 
(monitors) and SABOTAGE (fault 
injection). 

Co-engineering 
process 

• Usage of cross-concern variability 
management and co-engineering to 
define a reusable process 

• Integration of BVR Tool to the AMASS 
platform 
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3.4. Case Study 4: Space domain: Design and safety assessment of on-
board software applications in Space Systems 

3.4.1. Case Study Specification 

Sentinel-3 is an ocean and land mission to measure sea-surface topography, sea- and land-surface 
temperature, ocean colour and land colour with high-end accuracy and reliability. The mission supports ocean 
forecasting systems, as well as environmental and climate monitoring. The first satellite of the constellation 
(Sentinel-3A) was launched on February 16th, 2016, whereas the second launch (Sentinel-3B) was launched on 
April 25th, 2018. 

Each satellite is composed of six payload instruments: SRAL (Synthetic Aperture Radar Altimeter), SLSTR (Sea 
and Land Surface Temperature Radiometer), GNSS (Global Navigation Satellite System), MWR (Microwave 
Radiometer), OLCI (Ocean and Land Colour Instrument) and DORIS (Doppler Orbitography and 
Radiopositioning Integrated by Satellite). Figure 92 depicts these instruments together with the SMU (Satellite 
Management Unit), which represents the central intelligent core of the satellite at the same time as controls 
all the payload instruments (e.g., TC, TM, signals, etc.). The Case Study 4 (CS4) concentrates on the Ocean & 
Land Colour Instrument (OLCI). It represents the multi-spectral optical camera for ocean and land colour. 

 

Figure 92. Sentinel-3 instruments 

The CS4 standpoint has been slightly modified from the one presented in Deliverable D1.1 [1], covering not 
only some specific software functionalities but also the high-level view of the system architecture. The scope 
is expanded in order to cover the whole AMASS Architecture-Driven Assurance process taking advantage of its 
toolset. Furthermore, the suitability of this toolset for designing space systems is analysed. 

Namely, the CS4 design covers: 

1. Requirements specification and formalization. 

2. Design of the high-level system architecture. 

3. Design of two software functionalities. 

4. Conduction of safety analyses 

5. Generation of the safety case. 

Figure 93 shows the main elements of the OLCI instrument together with the communication links. The ICM 
(Instrument Control Module) is mainly responsible for the global managing of the OLCI elements and it directly 
communicates with the SMU. The ICM supports the software which runs on an ERC32 microprocessor with 
SPARC v7 architecture. 
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Figure 93. High-level view of the System Architecture of the OLCI instrument 

The ICM software integrates both the RSW (Rescue Software) that implements a limited set of functionalities, 
and the OPSW (Operational Software) that implements the whole ICM functionality. RSW is classified as 
CRITICAL software (Level B), whereas the OPSW has MAJOR criticality (Level C). The software functionalities 
covered in CS4 are part of the operational software: 

• The algorithm for controlling the Video Acquisition Module (VAM). 

• The Focal Plane Assembly (FPA) that provides the Science Video Frames for creating the Science Report 
that is part of the satellite telemetry. 

The dependability and safety processes were carried out manually in the real development process, and 
conducted at the same time as the software was developed, with no tool support. In this case study, these 
processes are tightly coupled to the model-based design and the evidences are automatically generated from 
the AMASS tool framework. These evidences might derive new requirements or design constraints which can 
be introduced back in the model (i.e., iterative process). 

As described in the Deliverable D1.1 [1], the CS4 usage scenarios will be performed over the same model-based 
design. 

3.4.2. US1: Baseline – Architectural design (Common to all CS4 usage scenarios) 

The baseline of all CS4 usage scenarios is the OLCI Architecture-Driven Assurance Model. This model is 
subsequently analysed to derive the results of the CS4 usage scenarios: 

• US1.1 Assessment of components reuse using different execution platforms. 

• US1.2 Re-qualification impact of modifying the hardware platform. 

• US1.3 AMASS platform analyses to define safety, performance, reliability and availability 
requirements. 

Three iteration of the use case have been conducted along the AMASS project: 

• During the first iteration a preliminary Architecture Driven Assurance Model was created, mainly 
focused on the requirements formalization and the modelling of the system architecture. 



AMASS AMASS demonstrators (c) D1.6 V1.1 

 

  

H2020-JTI-ECSEL-2015 # 692474 Page 108 of 244 

 

• During the second iteration previous models were completed to conduct safety analyses together with 
the generation of the safety case. Nevertheless, not all the target analyses were supported by the 
intermediate version of the toolchain. These analyses were postponed and executed in the third 
iteration. 

• Finally, the Architecture Driven Assurance Model has been refined during the third iteration in order 
to include Architectural Patterns. Additionally, functionalities not executed during the second iteration 
have been successfully run with the final tool prototype. Furthermore, OSLC has been used to execute 
the analyses in a remote way. 

All the results have been evaluated to check its applicability to the space domain and to obtain metrics that 
measure the improvements achieved with the AMASS approach. This allows us to obtain a complete 
assessment of the results of this use case, comparing the proposed development process with the original one. 
This will be documented in D1.7. 

Note that this use case aims at covering almost all the AMASS functionalities of STO1 (“Architecture Driven 
Assurance”) and only some functionalities linked to the Architecture-Driven Assurance Model of STO2 (“Multi-
concern Assurance”). As a summary, the table below illustrates the STO1 and STO2 functionalities tested by 
the use case along the AMASS project. It highlights the implementation phase where the functionalities were 
validated. Namely, Table 39 compiles the following information about CS4 technical objectives: 

• Artefact: Element/process required to fulfil a safety technical objective. 

• Tool feature: Tool capability required to produce the case study artefact. 

• Status / Implementation phase: 

o Status of the artefact at each iteration. Possible values: Not started, Started, On-going, Completed, 
Updated. 

o The status is specified together with the implementation phase (AMASS iteration) in which that 
status was reached: 1st iteration, 2nd iteration, 3rd iteration. 

Table 39.  CS4 functionalities and implementation information 

CS4 Artefact Tool feature Status / Implementation phase 

Architecture 
Driven Assurance 
- System Design 

System requirements 
definition 

CHESS SysML Requirements 
Diagram 

STARTED / 1st iteration 

Requirements identified but not 
modelled 

COMPLETED / 2nd iteration 

Requirements formalized using the 
SysML Requirements Diagram 

Requirements 
formalization 

Definition of Formal Properties 
Contract-Based Approach 

NOT STARTED / 1st iteration 

COMPLETED / 2nd iteration 

Requirements formalized using formal 
properties and contracts 

Requirements early 
verification 

CHESS Requirements 
Semantics Analysis 
CHESS Validation of Contracts 

NOT STARTED / 1st iteration 

COMPLETED / 2nd iteration 

Analyses executed and documented 
in D1.5 

System architecture CHESS SysML Block Definition 

Diagram 

NOT STARTED / 1st iteration 

COMPLETED / 2nd iteration 

Definition of the OLCI Instrument 
system architecture using a Block 
Definition Diagram 
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CS4 Artefact Tool feature Status / Implementation phase 

UPDATED / 3rd iteration  

Model updated to include 
Architectural Patters 

Software architecture CHESS Class Diagram 
CHESS SysML Block Definition 
Diagram 
CHESS Composite Structure 
Diagram 

COMPLETED / 1st iteration 

OPSW design 

UPDATED / 2nd iteration  

FLA behaviour added, data types and 
interface updated, e.g. primitive data 
types used 

Functional refinement 
(internal hierarchical 
structure) 

CHESS SysML Block Definition 
Diagram 
CHESS SysML Internal Block 
Diagram 
CHESS Contracts 
Decomposition 
CHESS Refined Ports 
CHESS Hierarchical Model View 
CHESS V&V Results View 
CHESS Architectural Patterns 

NOT STARTED / 1st iteration 

COMPLETED / 2nd iteration 

Functional refinement of the system 
model 

Components nominal 
and faulty behaviour 

CHESS UML State Machine 
Diagram 

NOT STARTED / 1st iteration 

COMPLETED / 2nd iteration 

Definition of the nominal and faulty 
behaviour for the OPSW 

Architecture 
Driven Assurance 
– Safety Analysis 

Functional early 
verification 

1) Consistency check of formal 
properties 
2) Model checking 
3) Contract-based verification 
of state-machines 
4) Contract-refinement 
verification / Contracts 
refinement view 
5) Contract-based verification 
of strong/weak contracts 

NOT STARTED / 1st iteration 

STARTED / 2nd iteration 

The following analyses were 
successfully executed: 

• Consistency check of formal 
properties 

• Contract-refinement verification / 
Contracts refinement view 

• Contract-based verification of 
strong/weak contracts 

COMPLETED / 3rd iteration 

It includes: 

• Model checking 

• Contract-based verification of 
state machines 

Model/Contract-based 
safety analysis 

1) Fault Tree Analysis 
2) Contract-Based Safety 
Analysis 

NOT STARTED / 1st iteration 

STARTED / 2nd iteration 

The following analyses were 
successfully executed: 

• Contract-based safety analysis 

COMPLETED / 3rd iteration 

It includes: 

• Fault tree analysis 
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CS4 Artefact Tool feature Status / Implementation phase 

Architecture 
Driven Assurance 
- Safety Case 

Evidence generation Safety Analyses Results NOT STARTED / 1st iteration 

STARTED / 2nd iteration 

It includes the evidences generated 
during the second iteration. 

COMPLETED / 3rd iteration 

It includes all the evidences generated 
for UC4. 

Link to architectural 
entities 

Traceability between the 
assurance case and the 
architectural entities 

NOT STARTED / 1st iteration 

NOT STARTED / 2nd iteration 

COMPLETED / 3rd iteration 

Argumentation generation 

Document generation Documentation of the 
modelling of the system 
components 

NOT STARTED / 1st iteration 

STARTED / 2nd iteration  

It includes: 

• Documentation about the 
architectural model 

COMPLETED / 3rd iteration 

It includes: 

• Documentation about the 
architectural model 

• Results of the V&V analyses 

Integrity Tool connection Usage of external tools: OCRA, 
nuXmv and xSAP 

NOT STARTED / 1st iteration 

STARTED / 2nd iteration 

Configuration 

COMPLETED / 3rd iteration 

Configuration and testing 

 

As depicted in the table above, CS4 covers the complete Architecture-Driven Assurance process. This process 
can be mainly divided into three steps: 

• STEP 1 – System design. Model-based design of the OLCI instrument. It starts defining the system 
requirements in natural language, which are subsequently formalized using formal properties and 
contracts (including contract refinement). Traceability ensures the fulfilment and quality of these 
requirements. Secondly, the design covers both the system and software architectures, including 
nominal and faulty behaviours. 

• STEP 2 – Safety analysis. Safety analysis generates the safety artefacts (e.g., model checks, consistency 
checks, etc.) from the system design. They are used to demonstrate the safety of the system under 
development. 

• STEP 3 – Safety case. Collection of all the relevant output evidences from the safety process: V&V and 
safety analyses, traceability matrices, documentation, etc. They demonstrate and assure that the OLCI 
instrument is safe according to its criticality level. 

D1.5 [4] documents the results achieved during the first and second iteration. The sections below complement 
these results including the activities performed during the third iteration. 
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3.4.2.1. STO1 Architecture-Driven Assurance 

The following Architecture-driven assurance activities have been performed during the third iteration of the 
use case. The rest of activities are documented in D1.5 [4]. 

3.4.2.1.1. Architecture Driven Assurance – System Design 

Some common functionalities of the space systems are implemented every time from scratch in different 
missions. Architectural Patterns could be used to model these commonalities which will reduce time and errors 
during the design and implementation phases. Therefore, the CS4 System Design is refined to include 
Architectural Patterns. 

Firstly, it is necessary to modify the CHESS preferences page (Windows → Preferences) to disable the following 
CHESS constraint: “Cannot apply further profiles in the model”. In this way the patterns instantiation feature is 
available. 

 

Figure 94. Architectural patterns - Update the CHESS preferences page 

CHESS already includes a library of design patterns that can be instantiated in the CHESS models. Additionally, 
new ones can be created and instantiated. In case of CS4, a new architectural pattern typically used in space 
missions to control the temperature level is created. This new architectural pattern, called 
“TemperaturePattern”, is defined in a separate Papyrus project and Papyrus model. So, both, the architectural 
pattern model and the OLCI model are defined separately. 

The new pattern applies the “CHESS Design Pattern” registered profile. 

 

Figure 95. New architectural pattern – Profiles applied 

This pattern is in charge of acquiring the raw temperatures data from the satellite thermistors and converting 
them into engineering values. These values are controlled by a mission-specific algorithm and monitored to 
detect any out of bound temperature values. In these cases, alarms are raised and shall be properly managed. 
This is typically done to ensure the mission safety. 
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Figure 96. Temperature Pattern – Internal Blocks Diagram 

The blocks illustrated in the above internal block diagram are defined as follows: 

 

Figure 97. Temperature Pattern – Blocks definition 

The complete structure of the pattern is shown in Figure 98 as depicted in the Papyrus Model Explorer View. 

 

Figure 98. Architectural Patterns - Temperature Pattern Structure 
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Once the pattern is created, it is imported in the UC4 model (Import → Import Package from User Model). The 
.uml model is selected as depicted in Figure 99. 

 

Figure 99. Architectural Patterns - Select the model to import 

Then, the Root Element to be imported is selected (see Figure 100). 

 

Figure 100. Architectural Patterns - Select the elements to import 

Once the patterns are imported, they are displayed in the CHESS Model Explorer View. Please, note that other 
CHESS patterns were also imported (see Figure 101). 
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Figure 101. Model Explorer View – Patterns imported 

CS4 includes the temperature design pattern as part of the OBSW component (Select the OBSW component 
→ CHESS → Design Patterns → Select and Apply a Design Pattern). 

 

Figure 102. CS4 – Applying a new design pattern 

The available design patterns are displayed in the pop-up window. The “Temperature Pattern” is selected: 
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Figure 103. CS4 – Selection of the design pattern 

 

The information related to the Architectural Pattern is bound into the use case model. In this case, new 
elements are created. After that, all the elements of the Architectural pattern are included in the OPSW block 
and can be used as the rest of components. This makes the design easier, faster and improves its correctness. 
Different design patterns could be created for typical and common functionalities of the on-board software of 
space systems. 

 

Figure 104. OPSW component including the parts of the architectural pattern 

3.4.2.1.2. Architecture Driven Assurance – Safety Analysis 

The analysis tools do not support the system model as it was initially designed. The following model 
updates/simplifications were done in the second and third iterations to conduct the safety analyses: 
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• CHESS supports only state machines with discrete time. The expressions time_until and time_since 
have been removed to check the contract implementations. Therefore, the model of time is ‘Discrete’ 
instead of ‘Hybrid’. 

• CHESS does not support the element Operation in the state machines. It should be replaced with event 
(i.e., the UML signals in CHESS). In our case, it has been replaced with the value of properties. 

• CHESS does not support the definition of state machines in non-leaf components. The ICM state 
machine has been removed. 

• In order to use xSAP all the leaf components must have one state machine defined. Due to this issue, 
a simplified version of the UC4 was created to test this tool and the associated analyses. This simplified 
version drops all leaf-components except the OPSW which defines both nominal and faulty state 
machines. 

 
Functional early verification 

Two analyses have been executed: 1) Verification of other state machine properties apart from the contracts, 
and 2) Contract-based verification of state machines. The results are the following: 

• Model checking – Verification of other state machine properties apart from the contracts. 

Steps: Right-click on a component → CHESS → Functional verification → Model checking on selected 
component. Then, it is necessary to specify: i) the model of time that is being used by the system (i.e., 
‘Discrete’), as well as ii) the nuXmv parameters (i.e., check type, algorithm type and property). 

Results: Different properties are analysed to check the correctness of their values. For example, in case 
of the CCD_status, it identifies the scenarios where the property value is not satisfied: 

 

Figure 105. Model checking – Properties definition 

 

 

Figure 106. Model checking – Results 

• Contract-based verification of state-machines 

Steps: Right click on the ICM/OPSW component (i.e., components with state-machines associated) → 
CHESS → Functional verification → Check contract implementation on selected component. 
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Results: The results of the analysis show different scenarios that were not considered in the state 
machine and therefore the contracts are not satisfied, as depicted in the figure below. 

 

Figure 107. Contract-based verification of state machines – Results 

For example, according to the contract OPSW_DPM_ErrorType, in case the dpm_error is set to TRUE, 
the dpm_reset value is set to FALSE and the opsw_smu_tm is set to DPM_Comm_Alarm. This 
verification detected an error in the original OPSW state machine: opsw_smu_tm value was different 
from the expected (DPM_Comm_Alarm). The OPSW state machine was modified in order to solve 
the erroneous behaviour: 

 

Figure 108. Modification of the nominal behaviour 

Together with the guard and the effect of the new transition. 
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Figure 109. State machine – Definition of the guard 

 

Figure 110. State machine – Definition of the effect 

Then, the analysis was executed again to confirm the correctness of the contract (see Figure 111). 
The same process shall be followed for the contracts not satisfied. 

 

Figure 111. Contract-based verification of state machines – Results 
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Model/Contract-based safety analysis 

The “Fault Tree Generation” has been conducted by invoking the xSAP symbolic model checker through the 
CHESS environment. It is important to stress that it is necessary to set the correct analysis context to conduct 
the FTA. To do it:  

• Select the AnalysisView Package in the Model Explorer and open the Profile tab in the Properties View. 

• Click on the "Apply registered profile" button on top of the "Profile Application" panel and select 
MARTE from the "Apply profile..." window. From the "Choose profile to apply" window, select GQAM 
under MARTE_AnalysisModel and click OK. 

 

Figure 112. Fault Tree Generation - Register the profile required 

• Create an “xSAP FTA Analysis (Component)” and configure it setting the value for the context and 
platform properties. The context refers to the condition that will be verified. 

 

Figure 113. Fault Tree Generation – Set the context 

Then, the FTA can be conducted. Right click on the Block Diagram of the Model Explorer view → CHESS → 
Architecture Verification → Fault Tree Analysis (FTA). 
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Figure 114. Fault Tree Generation – Execute the analysis 

As previously stated, all the leaf components must have one state machine defined in order to perform the 
FTA with xSAP. Due to this issue, the simplified version of the UC4 is used. This simplified version drops all leaf-
components except the OPSW. 

Once the FTA generation is started, the “Select Analysis Context for FTA/FMEA analysis” popup appears to be 
filled in, as well as the model of time (i.e. ‘Discrete’). 

 

Figure 115. Fault Tree Generation – Select the analysis context for FTA/FMEA analysis 

Then, the FTA is automatically generated. In CS4 case, it is a very simple fault tree due to the simplification of 
the model, but allow us to test the analysis and check its feasibility for the space safety process. 
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Figure 116. Fault Tree Generation – Fault Tree of the OPSW 

In the same way the FMEA table is generated: 

 

Figure 117. FMEA Table – FMEA of the OPSW 

3.4.2.1.3. Architecture Driven Assurance – Safety Case 

Evidence generation 

Evidence generation is intended to compile all the safety analyses results. It includes the following evidences 
as depicted in the figures below: 

• CHESS project (see Figure 118): 

o Validation of contracts: Stored in OLCI_VAM/NuSMV3-OCRA/Results 

o Contract-based verification of refinement: Stored in OLCI_VAM/NuSMV3-OCRA/Results 

o Contract-based verification of refinement of strong and weak contracts: Stored in 
OLCI_VAM/NuSMV3-OCRA/Results 

o Contract-based safety analysis: Stored in OLCI_VAM/NuSMV3-OCRA/Results 

o Fault tree: OLCI_VAM/representation.aird 

o Document generation: Stored in OLCI_VAM/Documentation 

o Requirements traceability: olci_vam_model 

• OPENCERT (see Figure 119): 

o Argument generation in OpenCert server: GMV_CS4/ARGUMENTATION 
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Figure 118. Evidences – CHESS safety evidences 
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Figure 119. Evidences - OpenCert (Repository Explorer) argumentation generation 

Link to architectural entities 

The CS4 includes the argument generator. The following updates have been made: 

• Connect contracts to requirements. This is done using the Profile tab in the Properties window. The 
“FormalProperty” profile shall be added. Then, the requirements that the contract formalised are 
selected. 

• Additionally, the type of concern of each contract shall be set. Three possibilities are available: safety, 
security or performance. 

 

Figure 120. Argument generator - Defining the “FormalProperty” profile 

Then, the argument generator is executed (CHESS → argumentation → Generate Argument/Fragments 
(OpenCert)). After that, the analysis context and the root element are selected. 

 

Figure 121. Argument generator – Select analysis context for Contracts Refinement Analysis 

The argumentation is generated and stored in the OpenCert server: 
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Figure 122. Argument generator – Argumentation element 

To check it, the OpenCert perspective is enabled. The Repository Explorer includes the generated diagrams 
and argumentations (see Figure 123). The figures below illustrate the diagrams for the OLCI_Instrument and 
ICM blocks respectively. 

 

Figure 123. OLCI_Instrument - Argumentation generation 
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Figure 124. ICM – Argumentation generation 

Document generation 

Documentation is generated either in an HTML document or a LaTeX source code. It includes the Components 
and the V&V results. 

To generate it, right-click on a component of the Block Definition Diagram (Root Component)→ CHESS → 
Safety Case → Document generation → Generate documentation on the selected component. Then, it is 
necessary to specify: i) the model of time is being used by the system (i.e., ‘Discrete’), ii) the output directory 
and iii) the document format (e.g. ‘html’ or ‘txt’) and iv) the information to be included (e.g. show all 
components, show input ports table, etc.). 

The HTML document is easy to navigate and compiles all the information included in the model. 

 

Figure 125. Documentation - OLCI_Instrument components 

Apart from the information related to the system architecture, this generator also includes the results of all 
the V&V analyses executed from the Model Explorer View (i.e. selecting the package containing the 
architecture, select CHESS → Architecture Verification → one of the analyses available). 
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Figure 126. Documentation - OLCI_Instrument V&V results 

3.4.2.1.4. Integrity 

Tool Connection 

Initially, V&V tools were locally installed and configured in the Eclipse environment. Tools were used in such a 
configuration during the first and second iterations. Now, the FBK tools have been also executed as web 
services via OSCL. This is configured by selecting the option “OSLC Enabled” in the following preferences 
window: “Windows → Preferences → Model Checking → Tools”. Additionally, the URL and the path of the 
service catalogue is set. Then, the services included in the service catalogue are displayed. 

 



AMASS AMASS demonstrators (c) D1.6 V1.1 

 

  

H2020-JTI-ECSEL-2015 # 692474 Page 127 of 244 

 

 

Figure 127. Integrity - Configuration of the OSCL 

The FBK tools have been executed via OSLC with the same results as when they were locally installed. Note 
that some functionalities over OSLC are not implemented yet (e.g. Generation of the Fault Tree Analysis with 
xSAP). 

3.4.3. Coverage of AMASS Prototype P2 Architecture  

Table 40 illustrates the implemented functionalities during all the three iterations of the Case Study 4.  

Table 40. AMASS Prototype P2 Coverage by CS4 

STO AMASS Functionality Group Tools 

Architecture-

Driven 

Assurance  

(STO1) 

System Component Specification CHESS 

System Architecture Modelling for Assurance CHESS 

Architectural Patterns support with Papyrus/CHESS Papyrus/CHESS 

Contract-based Assurance Composition CHESS/OCRA 

V&V Activities CHESS (OCRA, nuXmv, xSAP)  

Requirements Support CHESS/OCRA 

Multi-Concern 

Assurance 

(STO2) 

Assurance Case Specification OpenCert 

Dependability Assurance - 

System Dependability Co-Analysis/Co-Assessment  Concerto FLA 

Contract-Based Multi-concern Assurance  - 
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STO AMASS Functionality Group Tools 

Seamless 

Interoperability 

(STO3) 

Evidence Management - 

Access Manager - 

Data Manager OpenCert 

Tool Integration Management 
V&V Manager and OSLC Automation 

V&V Tool integration 

Collaborative Work Management - 

Tool Quality Assessment and Characterization - 

Cross Intra-

Domain Reuse 

(STO4) 

Compliance Management OpenCert 

Reuse Assistant - 

Semantics Standards Equivalence Mapping  - 

Impact Analysis - 

Process-related reuse via management of variability at 

process level 
- 

Product-related reuse via management of variability at 

product level 
- 

Assurance Case-related reuse via management of 

variability at product level 
- 

Automatic generation of Process-based Arguments - 

Automatic generation of Product-based Arguments - 

3.4.4. Conclusions 

At this stage, the main benefits and potential improvements are identified in Table 41. It includes the 
benefits/improvements listed in D1.5 [4] and some updates considering the results achieved during the third 
iteration. 

Table 41. Benefits and potential improvements for CS4 

Artefact Achievement/Benefits Improvements/Recommendations 

Requirements 
specification and 
formalization 

• Complete requirements 
specification at model level. 

• Formalization allows requirements 
verification at early development 
stages. 

• Requirements linked to design 
entities, formal properties and 
contracts. 

• Traceability. 

• Formal specification does not support 
operations (PropertyEditor+) and many 
functionalities are service-oriented. 

Design of 
system/software 
architecture 

• Flexibility: Many features available 
(e.g. hierarchy). 

• The tool allows defining both static 
and dynamic architectures. 

• System architecture decorated with 
non-functional properties. 

• All the information defined in a 
single model. It improves 
consistency. 

• Improve the GUI, for example: 
o Too many options available: could 

be some of them be filtered (e.g., 
depending on the role?) 

o Similar analyses in different menus. 
o Accessing state machine diagrams 

from the system block diagram 
would be useful. 

o The procedure to define Guard/ 
Effects can be improved/simplified. 

o F4 capability is not intuitive 
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Artefact Achievement/Benefits Improvements/Recommendations 

• Architectural patterns improve the 
development and safety processes 
(faster, errors-free, etc.). 

• Tool maturity, e.g. fix bugs. 

• At system level, only flow ports are 
available. 

Conduction of 
safety analyses 

• Simulation of different scenarios 
(setting the value of specific 
properties). 

• The V&V and safety analyses 
provide evidences of the fulfilment 
of the project requirements. 

• Evidences directly obtained from 
the model. 

• In line with space needs. 

• Tool maturity, e.g. fix bugs. 

• Tool limitations (only discrete type, 
state machines do not support: i) 
operations, ii) state machines in non-
leaf components, iii) all leaf 
components shall have one state 
machine defined). 

Safety case • In line with space needs. 

• Evidences and documentation 
generation automatically produced 
from the model. 

• The results of the analysis are 
automatically documented in HTML 
format. 

• Document generation 
o Allow the usage of a specific 

template 
o Support other formats (doc, pdf) 

• Evidence generation 

o Configure the folder path 

Multi-concern 
Assurance 
Model 

• In space, ECSS tailoring is commonly 
requested according to the project 
requirements. 

• The tool can be used to define this 
tailoring. 

 

All the bugs have been traced through the project developers’ tracking system and will be solved until the final 
AMASS Platform is released. 

As previously stated, the dependability and safety processes were carried out manually in the real 
development process and conducted at the same time as the software was developed, with no tool support. 
This use case allows automatizing this process based on a component-based and model-based design. This 
allows identifying potential critical areas early in the development process, guarantees traceability between 
the system model and the safety process (improves consistency) and shortens the generation and compilation 
of evidences. 

The table below compares the development processes of both scenarios. 

Table 42. Comparative between the real OLCI-ICM SW development process and CS4 

Phase Feature OLCI ICM-SW  AMASS CS4 

Requirements 
specification 

Modelling and 

traceability 

DOORS used to define 

requirements and trace them to 

design entities (in a DOORS 

table). No traceability between 

the design entities and the 

requirements 

• Requirements modelled using 
SysML requirements diagram and 
formalized using formal 
properties and contracts. 

• Requirements associated to 
design entities, contracts, etc. 

Design Modelling UML2.0 • CHESS modelling language based 
on UML, SysML and UML-MARTE 

Usage of 

design views 

No • Usage of CHESS views 
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Phase Feature OLCI ICM-SW  AMASS CS4 

Types of 

diagrams for 

system 

modelling 

• Class diagrams  

• Activity and sequence 
diagrams 

• CHESS guarantees model 
consistency between the 
diagrams and views. Different 
diagrams have been used: 

Class diagram, block definition 
diagram, internal block 
diagram, requirements 
diagram, composite structure, 
state machine 

Safety Analysis Manually. No tool support • Functional early verification 
based on AMASS toolchain 

Safety Case Manually. No tool support • Automatically evidence and 
document generation based on 
AMASS toolchain 
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3.5. Case Study 5: Railway domain: Platform Screen Doors Controller 

3.5.1. Case Study Specification 

Automatic trains have to stop at predefined positions on metro platforms in front of so-called platform screen 
doors, ensuring optimal passengers transfer between train and platform while avoiding passengers to fall on 
tracks at peak hours.  

 

Figure 128. Coppilot system with its different subsystems: laser scanner, steel wheel sensor and the door control 
command 

Such safety critical systems are often specified with a very concise requirement: “ensure a function at a safety 
level of {SIL2, SIL3 or SIL4} in less than xx milliseconds”. The systems engineering phase consists of refining this 
requirement into a set of functions that are distributed over an architecture that includes sensors, computers 
and actuators. Then the design phase and safety demonstration are performed in parallel in order to iteratively 
obtain a working, reliable and safe-enough system. System engineering is mainly based on human experience 
and expertise, Microsoft tools and sometimes on formal methods when some advanced aspects need to be 
managed or when trustworthy software is required. The combination of formal models of both discrete 
controllers and continuous physical environment helps to better analyse (some dimensions of) the system that 
could be animated/checked earlier.  

Both hardware and software of these systems must be in conformance with EN 50126, 8 & 9 standards, 
including devices for fine-tuning sensors and supervision facilities. These systems must provide safety 
functions that require cross-domain skills and knowledge and dedicated/diverse engineering tooling. 

For a detailed description on the case study see the Deliverable “D1.1. Case studies description and business 
impact” [1]. 

3.5.2. US1: Generation of Frama-C asserted C code from B models 

This scenario is aimed at demonstrating that, for the second generation of COPPILOT systems, the level of 
confidence of the code generation process (as well as the reuse of third-party libraries) has improved, as it 
allows avoiding source code peer reviews, thus easing the writing of the safety case.  

During the first iteration, the requirements that define the formal verification framework were defined. The 
specification document that defines the BXML file format (persisting format for B models) was written. The 
process [generation of assertions from B models] was defined. A proof of concept was completed on 
significant, non-trivial properties and source code from Stockholm PSD project). 

During the second iteration, the parts of the B model to consider were selected. The translation rules were 
defined. The specification of the B2ACSL translator was completed. The experiment was performed on the 
software in charge of the safety of the device. It performs the bootload of the binaries and the verification of 
their correctness (CRC, no memory overlap between the 2 binaries, memory allocation compatible with 
memory map, etc.). Then, it is in charge of the sequencing of the 2 binaries, the check of the memory integrity 
(CRCs), the verification of the identity of the values stored in the variables for both instances, the same 
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verification performed with the other microcontroller, the instruction checking that verifies that the 
microcontroller is able to execute all the instructions used by the binaries, etc. Some verifications are delayed 
over several cycles. The resulting software contains all the features required to detect a divergent behaviour 
among the 4 software instances (4oo4 SW) and the 2 microcontrollers (2oo2 HW). 

3.5.2.1. STO3 Seamless Interoperability 

For the third iteration, the demonstrator is being checked on examples different from the source code used 
to develop and test it.  

 

Figure 129. Example of assertion generation from a B model (left) to the corresponding C code (right) 

The prototype has been delivered by CEA in the form of a virtual machine, including the ACSL import plugin, 
the B2ACSL translator and the proof scripts. Then it has been experimented on a number of significant 
examples, coming from the lower level C code of the CLEARSY Safety Platform (safety library, bootloader). 

Table 43. CS5-Seamless Interoperability: US1-Safety assessment 

Realisation Scenario Safety assessment 

Scope Conformance of the generated safety critical C code with formal B models 

Tool Settings Atelier B formal IDE including target specific code generator, Frama-C 

Participants • Leader: CLS 

• CEA 

Activities realised • Selection of the parts of the B model to consider 

• Definition of the translation rules 

• Specification of the B2ACSL translator 

• Development of the B2ACSL translator (prototype) 

• Experiment of significant C source code 

Usage Decisions / 

Expected Results Conformance established automatically by formal proof 

Conclusions Positive assessment of the B2ACSL prototype translator 
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3.5.3. US2: Support for system-level model, including safety and security aspects 

During the first iteration, the COPPILOT system specification and architecture documents were analysed and 
partly modelled. The system modelling included context/environment, requirements, system architecture, 
high level functional decomposition and traceability. 

During the second iteration, the new COPPILOT was considered (based on the CLEARSY Safety Platform instead 
of PLCs). The focus was more on the safe computer than on the overall system and its function (opening/closing 
platform screen doors). The modelling and the verification of the refinement of architecture models was 
engaged with the support of OCRA. The conclusion of the experiment was delayed because of the missing 
support for distrusted requirements. The functional modelling of single board was completed by dividing a 
board into separate half-boards, by making clear that one processor provides energy for one half board and 
command for the other half one, etc. The contract-based design allowed to introduce constraints like the 
outputs are in a permissive state if and only if the 2 processors are alive, the intra and inter CPU verifications 
are OK, etc. 

 

Figure 130. ClearSy Safety Platform starter kit SK1 

For the third iteration, the modelling is aimed at taking into account the complete CLEARSY Safety Platform 
and its latest safety principles (the platform is being developed and improved with other parallel developments 
for the North American market). The focus is currently on the safety analysis, to the detriment of the security 
analysis. 

Table 44. CS5 functionalities and implementation information 

CS5 Artefact Tool feature 

Architecture Driven 
Assurance - System 
Design 

System requirements 
definition 

CHESS SysML Requirements Diagram 

Requirements formalization Definition of Formal Properties 
Contract-Based Approach 

Requirements early 
verification 

CHESS Requirements Semantics Analysis 
CHESS Validation of Contracts 

System architecture CHESS SysML Block Definition Diagram (Architectural 
Patterns) 

Software architecture CHESS Class Diagram 
CHESS SysML Block Definition Diagram 
CHESS Composite Structure Diagram 
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Functional refinement 
(internal hierarchical 
structure) 

CHESS SysML Block Definition Diagram 
CHESS SysML Internal Block Diagram 
CHESS Contracts Decomposition 
CHESS Refined Ports 
CHESS Hierarchical Model View 
CHESS V&V Results View 

Components nominal and 
faulty behaviour 

CHESS UML State Machine Diagram 

Architecture Driven 
Assurance – Safety 
Analysis 

Functional early verification 1) Consistency check of formal properties 
2) Model checking 
3) Contract-based verification of state-machines 
4) Contract-refinement verification / Contracts 
refinement view 
5) Contract-based verification of strong/weak contracts 

Model/Contract-based 
safety analysis 

Contract-Based Safety Analysis 

Architecture Driven 
Assurance - Safety 
Case 

Evidence generation / 

Link to architectural entities / 

Document generation / 

Integrity Tool connection / 

3.5.3.1. STO1 Architecture-Driven Assurance 

During the third iteration of the use case, the modelling of the SK0 board was continued (several modelling 
approaches were tried to minimize the effort to move to the SK1 board). The modelling is as close as possible 
from the specification and design documents; it includes the power supply elements, the two half-boards 
commanding the outputs, and the output modules. The modelling was partly (30 %) reused for the SK1 board, 
hence reducing the time to complete it (no direct measurement between the two efforts / durations). During 
this iteration, a new feature (architectural pattern) was used for defining a new architectural pattern: 2oo2 
processor without voter. This pattern was used a posteriori in some models of CS5 for assessment. It appears 
that architectural patterns are useful as they are faster to instantiate than manual modelling, and they are 
error-free. 

 

Figure 131. 2oo2 processor w/h voter: SK0. 3 inputs, 2 
outputs 

 

 

Figure 132. 2oo2 processor w/h voter: SK1. 20 inputs, 8 
outputs 

 
During the third iteration, the modelling was complemented with properties (contracts) expressed in OCRA. 
These properties are a mix of functional, coherency and safety properties. Consistency properties are 
properties that restrict the physical state of the board to the ones that are physically acceptable/reachable.   
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The model-checking capabilities were used to verify both consistency and safety properties. The contract-
based verification also includes state machines. 

 

Figure 133. SK0 board modelling 

The analyses performed were not able to exhibit design faults, detected with unsatisfied contracts. 
A simplified UC model has been used to execute these analyses (we do not have a precise model of the 
microcontrollers embedded on the SK0/SK1 boards). 

Table 45. CS5-Architecture-Driven Assurance: US2- Model_based System component specification 

Realisation Scenario Model_based System component specification 

Scope The system components are specified including system requirements 

Tool Settings Papyrus / CHESS 

Participants • Leader: CLS 

Activities realised 1. Analysis of the Safety ClearSy Platform specifications. 

2. System modelling: context/environment, requirements, system architecture, 
high level functional decomposition, traceability 

3. Refinement of architecture models: include different configurations for the 
architecture. 

4. Development of several modelling for simplifying model reuse from SK0 to 
SK1. Use of the architectural pattern to instantiate one modelling. 

Usage Decisions / 

Expected Results Architecture analysis 

Conclusions Positive assessment (most functional aspects modelled, all properties verified) 

3.5.4. Coverage of AMASS Prototype P2 Architecture  

Table 46. illustrates the implemented functionalities during all the three iterations of the Case Study 5.  

Table 46. AMASS Prototype P2 Coverage by CS5 

STO AMASS Functionality Group Tools 

Architecture-Driven 

Assurance  

(STO1) 

System Component Specification CHESS 

System Architecture Modelling for Assurance CHESS 

Architectural Patterns for Assurance Papyrus/CHESS 

Contract-based Assurance Composition CHESS/OCRA 

V&V Activities CHESS (OCRA, nuXmv, xSAP) 
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Requirements Support CHESS/OCRA 

Multi-Concern 

Assurance 

(STO2) 

Assurance Case Specification OpenCert 

Dependability Assurance OpenCert 

System Dependability Co-Analysis/Co-Assessment   

Contract-Based Multi-concern Assurance  - 

Seamless 

Interoperability 

(STO3) 

Evidence Management - 

Access Manager - 

Data Manager OpenCert 

Tool Integration Management 

Generation of Frama-C asserted C 

code from B models, Atelier B 

formal IDE including target specific 

code generator, Frama-C, V&V 

Tool Integration 

Collaborative Work Management - 

Tool Quality Assessment and Characterization - 

Cross Intra-Domain 

Reuse 

(STO4) 

Compliance Management - 

Reuse Assistant - 

Semantics Standards Equivalence Mapping  - 

Impact Analysis - 

Process-related reuse via management of variability at 

process level 
- 

Product-related reuse via management of variability at 

product level 
- 

Assurance Case-related reuse via management of 

variability at product level 
- 

Automatic generation of Process-based Arguments - 

Automatic generation of Product-based Arguments - 

3.5.5. Conclusions 

At this stage, the main benefits and potential improvements are identified in Table 47. 

Table 47. Benefits and potential improvements for CS5 

Artefact Achievement/Benefits Improvements/Recommendations 

Precise modelling Most safety-related functional 
features have been introduced in the 
modelling (90% of the requirements 
have been formalized). All functional 
properties have been proved. 30% 
model reuse between SK0 and SK1 
boards. 

NA 

Distribute contract over 
sub-components 

Several constraints have been 
distributed over sub-components. 

NA 

User Documentation The user manual is well written and 
allows new comers to easily jump 
start the tools, in the continuation of 
what was available for P1 (including 
videos). 

Adding a workflow assistant would 
ease the tools manipulation, time to 
get used of the tools.  
Some usage scenarios contain lots of 
wholes/some parts are very precise. 
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Artefact Achievement/Benefits Improvements/Recommendations 

Short focused videos is the way to 
go! Better than 3h long videos. 

The dependability and safety processes were carried out manually in the real development process for building 
blocks (double processor technology + B formal method) and conducted at the same time as the software was 
developed, with no tool support. This use case allows automatizing this process based on a component-based 
and model-based design.  

The table below compares the development processes of both scenarios. 

Table 48. Comparative between the real SW development process and UC5 

Phase Feature Existing practices AMASS CS5 

Requirements 
specification 

Modelling and 
traceability 

Word / Excel /reqtify used 
to define requirements and 
trace them to design 
entities. 
No automatic traceability 
between the design entities 
and the requirements 

Requirements modelled using 
SysML requirements diagram and 
formalized using formal properties 
and contracts. 
Requirements associated to design 
entities, contracts, etc. 

Design Modelling Functional modelling / 
Event-B 

CHESS modelling language based 
on UML, SysML and UML-MARTE. 

Usage of design views No Usage of CHESS views 

Types of diagrams for 
system modelling 

Sequence diagrams. 
Those diagrams do not 
guarantee consistency 
among them. 

Class diagram, block definition 
diagram, internal block diagram, 
requirements diagram, composite 
structure, state machine. 
CHESS guarantees model 
consistency between the diagrams 
and views.  

Safety Analysis Mainly manual. No tool 
support 

Functional early verification based 
on AMASS toolchain 

Safety Case Mainly manual. No tool 
support 

Partly covered by AMASS tools 
(contribution to the document) 

 

The AMASS Platform has been presented several times to CLS safety assessors and engineers. The main 
conclusion is that the AMASS tools can be used for the design of railway systems, despite some improvements 
are recommended to start using them, such as better stability and ergonomic issues. 
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3.6. Case Study 6: Railway domain: Automatic Train Control Formal 
Verification 

3.6.1. Case Study Specification 

Alstom Signalling develops safety critical signalling systems for railway application (mass transit or main 
lines). These systems shall comply with international safety standards such as CENELEC EN50126/8/9, specific 
regional safety regulations and technical specification for interoperability (e.g. ERTMS specification in Europe). 
Among these safety critical systems are Automatic Train Control systems which are the topic of the Alstom 
case study, and more specifically the zone controllers (ZC). The zone controllers are sub-systems of the ATC 
which are responsible for computing Automatic Protections, similar to safety margins around the trains, 
ensuring safe spacing between the trains among other things. 

The objective of this case study is to create a safety assurance project for a zone controller signalling system 
that includes formal proof demonstration (instead of classical workbench tests). 

This safety assurance project shall include all artefacts required by the EN 50129 Generic Application 
SafetyCase. These artefacts could be a reference to a document, table, diagram or text. The application of the 
EN 50129 requires independence between the designer, the verifier (V&V) and the safety validation team. 

For a detailed description on the case study see the Deliverable “D1.1. Case studies description and business 
impact” [1]. 

The Alstom Case Study includes four different Usage Scenarios: 

• US1: Assurance Project Creation 

• US2: System Design, V&V and Dependability Assessment 

• US3: Evidence Management 

• US4: Compliance Management 

As Alstom joined the consortium at a later date, none of these Usage Scenarios were tackled during the first 
iteration. The objectives and work plan for the second and third iteration are described in the following 
paragraphs. 

3.6.2. US1: Assurance Project Creation 

This usage scenario consists in creating an assurance project dedicated to the safety demonstration of Alstom’s 
Urbalis 400 ZC system, which rests partly on formal proof application. 

3.6.2.1. STO2 Multi-concern Assurance  

During the second iteration, a first version of this assurance project was created. It is represented by the 
following workflow. 
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Figure 134. Case study 6 workflow 

This workflow has to be compliant with the process dictated by the CENELEC EN50126 standard, which 
describes the V-cycle development process to be used for railway signalling systems. 

Therefore, the first step towards implementing this workflow in the AMASS platform was to model the three 
main railway standards that are applicable to signalling systems, that is the EN50126 standard as well as the 
EN50128 and EN50129 standards. The following figure represents the model of the EN50126 standard 
proposed for CS6.   

 

Figure 135. Simplified model of CENELEC EN50126 standard 

For the third iteration: the models of the different standards are enriched to include the verification activities 
for all phases and the requirements of these activities which had not been modelled in the previous iteration. 
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Figure 136. Enrichment of CENELEC EN50126 standard   

3.6.3. US2: System Design, V&V and Dependability Assessment 

This usage scenario corresponds to the main activities performed by the actors during the project. The 
Safety Assurance Manager, the Design Leader and the V&V Leader follow the workflow presented in the 
previous usage scenario (Figure 134) to add requested data at each step of the process. 

3.6.3.1. STO1 Architecture-Driven Assurance 

During the second iteration, the activities regarding the formal proof were initiated. The objective is to improve 
the specifications of the Alstom Urbalis 400 ZC sub-system. In order to do that, a new design and verification 
process is suggested as presented in the figure below. 

 

Figure 137. Introduction of formal proof in the design and engineering process 

On the left of the figure there is the traditional design and verification process of the ATC. When an evolution 
needs to be implemented, the System Requirement Specification (SyRS) is modified. Based on this new 
specification, the software specification (SwRS) is in turn updated and finally the new source code is 
implemented. Ensuring the correctness among these different steps is a manual activity which is time 
consuming and challenging to complete.  

To facilitate this task, the process presented on the right side of the figure is suggested. Two B models are 
implemented, each one representing one specification. These models are proven regarding one specific safety 
property stating that “Each train must at all times be covered by at least one Automatic Protection computed 
by the ZC”. Performing the proof on these models allows finding imprecisions or ambiguities in the 
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specification that need to be clarified. Indeed, if the specification is incomplete, the proof cannot be conclusive. 
When proving the system level B model, some hypotheses regarding the software design level must be made. 
These hypotheses are treated as proof obligations during the proof of the software design level model, which 
enforces the consistency between the two models. The equivalence between the software design model and 
the formal implementation of the zone controller software is performed manually. 

To support this new process, both the AMASS platform and external tools are solicited. 

For the design phase, Papyrus is used to produce a SysML model of the system environment. 

 

Figure 138. Block diagram representing the ZC environment 

 

Figure 139. Sequence diagram of exchanges between two adjacent ZCs and Car-borne Controller 

Moreover, the pre-existing specifications of the system and the software are logged in the AMASS platform as 
they are part of the safety demonstration evidence of the system (see 3.6.4 US3 – Evidence Management for 
more details). 
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Figure 140. Artefact structure and evidence storage in the AMASS platform 

The V&V activity is supported by the B-method and implemented thanks to external tools such as Atelier B [22] 
and ProB [23]. 

• Atelier B is a tool for the operational use of the B-method developed and commercialized by the ClearSy 

company3. In a coherent environment, it provides functions for developing software in the B language. 

Atelier B allows verification of the syntax and semantics of B components, generation of proof 
obligations and automatic and assisted proof of proof obligations. Atelier B provides also with project 
management tools, automatic translators from the B language to Ada and C programming languages, 
documentation generators. 

Atelier B is being used within Alstom and Siemens for the development of safety critical software of 
railway system operating all over the world.  

• ProB is an animator, constraint solver and model checker for the B-Method developed at the Software 
Engineering and Programming Languages Research Group of University of Düsseldorf head by Prof. Dr. 
Michael Leuschel. 

ProB allows fully automatic animation of B specifications and can be used to systematically check a 
specification for a wide range of errors. The constraint-solving capabilities of ProB can also be used for 
model finding, deadlock checking and test-case generation. 

The B language is rooted in predicate logic, arithmetic and set theory and provides support for data structures such 
as (higher-order) relations, functions and sequences. In addition to the B language, ProB also supports Event-
B, CSP-M, TLA+, and Z.  

ProB is being used within Siemens, Alstom, Thales and several other companies for data validation of 
complicated properties for safety critical systems. 

To help the modelling phase, an integrated development environment was developed. It enables the user to 
animate the models he/she is creating so that he/she can check the adequacy of their behaviour compared to 
the specification. 

                                                           
3 https://www.clearsy.com/    

http://en.wikipedia.org/wiki/B-Method
https://www3.hhu.de/stups/prob/index.php/Constraint_Based_Checking
https://www3.hhu.de/stups/prob/index.php/Test_Case_Generation
http://www.event-b.org/
http://www.event-b.org/
http://en.wikipedia.org/wiki/Communicating_sequential_processes
http://research.microsoft.com/en-us/um/people/lamport/tla/tla.html
http://en.wikipedia.org/wiki/Z_notation
http://www.data-validation.fr/
https://www.clearsy.com/
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Figure 141. Screenshot of the animation module of the integrated development environment for B-models 

Finally, in the context of this case study, the dependability aspect of the ZC was focused on safety. First of all, 
a safety analysis was conducted to identify the necessary and sufficient safety properties to be verified thanks 
to the B-models. This case study focused on one safety property (cited above).   

For the third iteration: The B-models established during the previous iteration are improved in order to 
complete the proof of each model. During this proof activity, a certain number of scenarios were identified, in 
which the behaviour of the ZC could potentially have a safety-related impact. These scenarios must be 
investigated to determine if there is indeed a correction need. By using the new design and verification process, 
these scenarios have surfaced during the descending phase of the V-cycle of the development process of the 
ZC system, which is early in the process. This will allow a lot of time saved and therefore life cycle costs 
reduction compared to the previous process which would have allowed the identification of the problematic 
scenarios only in the ascending phase of the V-cycle. These potentially safety-related scenarios are currently 
being investigated and their criticality is evaluated to determine if the specifications must be updated. It can 
be noted that this new process has been presented to Alstom’s internal Safety Assessor as well as to the Urbalis 
400 management team. Following this presentation, it has been decided that this process will be used after 
the end of the project for further modifications of the ZC. 

3.6.3.2. STO4 Cross Intra-Domain Reuse 

The safety argumentation for the ZC is based on the following argumentation model: 
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Figure 142. GSN safety argumentation model for CS6 

Regarding the safety demonstration, the argumentation model was actually implemented during the third 
iteration. The evidence (B-Safety Verification Reports, Deductive Identification of Safety Properties and Proof 
Logs) is linked to the solutions through the artefact model presented in Figure 140. 

3.6.4. US3: Evidence Management 

This Usage Scenario’s goal is to manage the evidence of the safety demonstration. The evidence to be recorded 
is shown in the workflow (Figure 134), in those different blocks identified with black dots: 

• Safety Objectives and Targets, recorded as text or table. 

• Standards clause (as library) recorded as table. 

• System specification, recorded as references to documents. 

• Safety Plan and Process Hazard Analysis, recorded as references to document. 

• System Safety Analysis and Safety Properties Models recorded as reference document (or table, one line 
per system requirement analysis, and one line per safety property model). 

• Proof Verification Report, recorded as references to document (or table if the granularity of the artefacts 
set for the project allow the capture of each specific safety properties to prove, see above). 

• Hazard Log and Safety Case recorded as reference to a document. 

3.6.4.1. STO3 Seamless Interoperability  

During the second iteration, the structure of the artefact model was defined. It contains all the expected 
artefacts required to demonstrate the compliance to CENELEC EN50126 standard.  
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Figure 143. Artefact model for CS6 

For the third iteration the relevant documents are recorded in the AMASS platform using the appropriate 
artefacts. The platform allows centralizing all necessary evidence for the project safety demonstration in a 
local database and linking these documents to the artefacts defined in the tool. As shown in the figures below, 
a certain number of characteristics can be filled in regarding the documents such as the version of the 
document, if it is the last version or not and the link to the document database (see resource field).  

  

Figure 144. Artefact information 

The ArtefactEvaluation tab also allows indicating the evaluation status (by an Independent Safety Assessor) of 
the document. The Evaluation Results of the pre-existing documents have not been logged in the Artefact 
model as it is out of the scope of this case study and so is the certification of the newly produced documents. 
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Figure 145. Artefact evaluation tab 

Finally, the ArtefactEvents tab describes the history of the artefact. When a new artefact is created or when 
an artefact is modified, the AMASS platform automatically generates the corresponding Events in this tab as 
shown in the figure below: 
 

 

Figure 146. Artefact events tab 

3.6.5. US4: Compliance Management 

The compliance management is performed by the Safety Assurance manager directly within the EN 50128 and 
EN 50129 tables. For each clause, the Safety Assurance manager provides a justification (not applicable 
because …) or an artefact of one baseline process assurance project (reference to a document, table, text or 
diagram).  

There are two steps in the CS6 process to perform compliance: 

• During the Safety Plan redaction: to perform estimated standards compliance (the plan to reach the 
compliance). 
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• During the safety case redaction: to perform the resulted standards compliance (how the project 
reaches the compliance). 

3.6.5.1. STO4 Cross Intra-Domain Reuse 

During the second iteration, the structure of the Clause-by-Clause table used in the Safety Case to demonstrate 
the compliance with the CENELEC EN50126 standard was created. It contains all requirements from the 
standard model as well as the required outputs.   

For the third iteration: this clause-by-clause table is progressively filled with the evidence of compliance. The 
AMASS platform allows to visualise this table and see the progress on compliance coverage. 

 

Figure 147. Example of compliance clause-by-clause table for CENELEC EN50126 

3.6.6. Coverage of AMASS Prototype P2 Architecture  

Table 49 illustrates the implemented functionalities during all the three iterations of the Case Study 6.  

Table 49. AMASS Prototype P2 Coverage by CS6 

STO AMASS Functionality Group Tools 

Architecture-

Driven 

Assurance  

(STO1) 

System Component Specification Papyrus/SysML 

  System Architecture Modelling for Assurance - 

  Architectural Patterns for Assurance - 

  
Contract-based Assurance Composition 

Requirements formalization 

(Atelier B) 

  

V&V Activities 

Requirements early validation, 

Functional Early Verification, 

model-based safety analysis 

(Atelier B and ProB) 

  
Requirements Support 

Requirements formalization 

(Atelier B) 

Assurance Case Specification OpenCert 
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STO AMASS Functionality Group Tools 

Multi-Concern 

Assurance 

(STO2) 

Dependability Assurance - 

System Dependability Co-Analysis/Co-Assessment  - 

Contract-Based Multi-concern Assurance  - 

Seamless 

Interoperability 

(STO3) 

  Evidence Management OpenCert 

  Access Manager - 

  Data Manager OpenCert 

  Tool Integration Management - 

  Collaborative Work Management - 

  Tool Quality Assessment and Characterization - 

Cross Intra-

Domain Reuse 

(STO4) 

  

Compliance Management 
OpenCert (Modelling of 

CENELEC EN 50126, EN 50128, 

EN 50129) 

  Reuse Assistant - 

  Semantics Standards Equivalence Mapping  - 

  Impact Analysis - 

  Process-related reuse via management of variability at 

process level 
- 

  Product-related reuse via management of variability at 

product level 
- 

  Assurance Case-related reuse via management of 

variability at product level 
- 

  Automatic generation of Process-based Arguments OpenCert 

  Automatic generation of Product-based Arguments - 

3.6.7. Conclusions 

At this stage, the main benefits and potential improvements are identified in Table 50. 

Table 50. Benefits and potential improvements for CS6 

Artefact Achievement/Benefits Improvements/Recommendations 

Standard 
modelling 

• Enrichment of the existing models • The graphical representation of the 
standard modelling is often difficult to 
read because of numerous concepts to 
model in a standard.  

System design, 
V&V and 
dependability 

• Modelling of the system in SysML 
(Papyrus) 

• Modelling in B of the system level 
specification and the software design 
level specification of the ZC 

• Formal Proof of the models allows the 
identification of several safety 
problematics earlier in the lifecycle of 
the system. 

• GSN model of the argumentation for 
the safety demonstration of the 
logical behaviour of the ZC. 

• Add workflow assistant for the usage of 
the tools. This workflow would improve 
the user-friendly aspect of the tools. It 
could also integrate decision support 
features to guide the safety assurance 
manager in the elaboration of the safety 
argumentation. 

• The model of the workflow could be 
improved to be able to automatically 
generate the GSN argumentation model 
for the case study.  
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Artefact Achievement/Benefits Improvements/Recommendations 

Evidence 
Management 

• The relevant documents established 
during the case study workflow were 
successfully stored in the AMASS 
platform.  

NA 

Compliance 
Management 

• The clause-by-clause table regarding 
the compliance with CENELEC 
EN50126 standard was successfully 
generated thanks to the AMASS 
platform.  

• The relevant evidence of compliance still 
needs to be stored in the platform to 
improve the compliance coverage. 

Overall 
comments 

• The user manual is well written and 
allows new users to easily start 
working with the tool. Videos are a 
useful guidance.  

• Some technical difficulties prevent a 
smooth use of the tool  
o Frequent latencies 
o Instabilities (nullpointer exceptions) 

• A 32bits edition of the OpenCert platform 
should be released (Alstom IT constraint) 

• Alstom security prevents accessing 
remote server. Local database for local 
use is requested for Alstom. 

All the bugs and instabilities will be solved until the final AMASS Platform is released. 

Regarding company involvement, the approach for US2 (System Design, V&V and Dependability Assessment) 
has been presented to Urbalis CBTC program management including ZC team and Internal safety assessor 
(EVAL in CENELEC standards). Good feedback has been received from them. As a result, the new process has 
been adopted by program management as an improvement opportunity, the integration in the official process 
is starting and no assessment has been done yet. Figure 148 shows the comparison between the current 
process and the proposed process. 
 

 

Figure 148. Proposed integration of the US2 approach into the Urbalis CBTC program management   
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3.7. Case Study 7: Avionics domain: Safety assessment of multi-modal 
interactions in cockpits 

3.7.1. Case Study Specification 

The Human Machine Interface available to pilots in cockpits can provide several means of communication, like 
cursor control devices, menu-based controls, touch screens, voice recognition and voice activated controls. 
The touch screens contain areas that, when touched by the cockpit crew, initiate actions. The Liquid Crystal 
Display on the touch screen also displays aircraft system information to provide the crew with information that 
can be used to guide control actions or to provide situational awareness. The recognizer component analyses 
and classifies touch events and individual gestures. 

This Case Study will focus mainly on the following 3 Usage Scenarios:  

• US1: Application of aerospace industrial standards for safety assessments 

• US2: Automation of the verification objectives 

• US3: Reuse of assurance artefacts from automotive technology into the avionics domains 

For a detailed description on the case study see the Deliverable “D1.1. Case studies description and business 
impact” [1]. 

3.7.2. US1: Application of aerospace industrial standards for safety assessments 

The safety assessment considered the nature of the multi-modal interaction and since the safety assessment 
was performed semi-automatically, the safety requirements had to be captured in the formal machine-
readable representation. 

During the first iteration, the requirements for the gesture recognition component were elicited and 
consolidated. 

During the second iteration, the EPF-Composer tool from the AMASS Platform was used to define the 
development process, see Figure 149 and Figure 150. 
 

 

Figure 149. Development process specification in EPF-Composer, top-level process structure 
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Figure 150. Process description in EPF-Composer, example steps of a task 

For the third iteration, the requirement model (from second iteration) was extended with new requirements 
from the customer. 

The Papyrus tool with the CHESS extension was used to capture the requirements (see Figure 151) according 
to the EPF process definition mentioned above.  
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Figure 151. The textual requirements for the developed system (the readability was decreased intentionally) 

Example of a simple requirement corresponding to a rule in expert system that define one gesture (or its part) 
is: 

SW_HL_05_0018:    When  
 Touch1_t2p is greater than 0.35 and  
 Touches Relationship is "PARALLEL" and 
 (Touch1_C1_Time is greater than 0.40 or Touch1_C1_Length is greater than 42) and 
 (Touch1_C2_Time is greater than 0.45 or Touch1_C2_Length is greater than 42) and 
then Gesture shall be "DRAG2FINGERS" 

These requirements are equivalent to LTL representation that background formal methods tools understand. 

For the third iteration, the customer wanted 24 general gestures and analysis of possible addition of gestures 
covering complete alphabet. The challenge for safety assessment was to make sure that the gesture cannot be 
interpreted differently by the user and by the system. Technically, the challenge was also how to formally 
represent the gestures. 

The Papyrus and CHESS were also used to draw a conceptual model of the system, which is shown in the Figure 
152 below, which did not have to be extended in third iteration. 
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Figure 152. Block Definition Diagram of the Touch screen system 

3.7.2.1. STO1 Architecture-Driven Assurance  

Table 51. CS7-Architecture-Driven Assurance: US1-Model-based System Component Specification 

Realisation Scenario Model-based System Component Specification 

Scope The system components will be specified including system requirements. The 
following standards will be applied: 

• Safety: SAE ARP 4761 – EUROCAE ED-135 – Guidelines and methods for 
conducting the safety assessment process on civil airborne systems and 
equipment. 

• System: SAE ARP 4754A – EUROCAE ED-79A – Guidelines for development of 
civil aircraft and systems. 

Tool Settings • Mathworks Matlab Simulink – system architecture only. 

• Sparx Systems Enterprise Architect – 3 View Systems Engineering. 

• AMASS Platform – Papyrus and CHESS to import the SysML models 
(requirements, architecture, BDD). 

• Internal tools to specify system requirements and contracts. 

Participants Leader: HON 

Activities realised 1. Author safety requirements 
2. Formalize safety requirements 
3. Create system architecture – 3 views of the system 
4. Allocate requirements to system. 
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Usage Decisions Decide which part of the system will be used in Simulink and which in Enterprise 
Architect. 
Decide how to allocate the requirements in order to enable automated 
verification. 

Expected Results System architecture, formal safety requirement specification. 

Conclusions The tools may not be mature enough for very complex systems in certain aspects. 
However, for medium size systems, the platform is sufficient and brings benefits 
above current practice. 

Table 52. CS7- Architecture-Driven Assurance: US1-Safety Assessment 

Realisation Scenario Safety Assessment 

Scope Automated safety assessment for: 

• Complete MMI system 

• Touch recognition 

Tool Settings • Mathworks Matlab Simulink – system architecture only. 

• Sparx Systems Enterprise Architect – 3 View Systems Engineering. 

• AMASS Platform – Papyrus and CHESS to import the SysML models 
(requirements, architecture, BDD) this allows to use safety assessment tools 
to get minimal cut sets and other safety assessment artefacts. 

• Tools for automated safety assessment. 

Participants • Leader: HON 

• Tool providers: UOM, FBK 

Activities realised 1. Identify system failures. 
2. Select appropriate system architecture pattern to reach design assurance 

level. 
3. Apply fault injection mechanism. 
4. Compute fault propagation automatically using for example FBK and UOM 

tools. 
5. Perform safety assessment, for example generate Fault Tree Analysis (FTA). 
6. Evaluate the results. 

Usage Decisions Which parts of safety assessment should be automated. 
Which safety assessment tools used. 

Expected Results A list of safety hazards. 

Conclusions The tools need to be further automated and also their quality should improve to 
cover for example zones of influence and simply detect all safety problems. 
However, the tooling generated similar number of defects as a junior safety 
engineer and thus are suitable to be used as supplementary unqualified method. 

3.7.2.2. STO3 Seamless Interoperability  

Table 53. CS7-Seamless Interoperability: US1-Evidence Assessment 

Realisation Scenario Evidence Assessment 

Scope Collect and manage evidence artefacts required to fulfil the selected standards. 

Tool Settings OpenCert Tools: Evidence Management 

Participants • Leader: HON 

Activities realised 1. Create artefact model for safety. 
2. Collect evidence documents. 
3. Initial verification and judgment of the quality of the evidence. 
4. Perform evaluation of results based on D1.3 [3]. 
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5. Report the result to the customer. 

Usage Decisions How to measure baseline process – a process performed by separate team? 

Expected Results Evidence model and artefact repository. 

Conclusions Tooling works. However, does not bring enough benefits. 

3.7.2.3. STO4 Cross Intra-domain reuse  

Table 54. CS7-Cross Intra-domain reuse: US1-Compliance Management 

Realisation Scenario Compliance Management 

Scope Evaluate compliance of artefacts as per the avionics standards. 

Tool Settings OpenCert Tools: Assurance Project Management 

Participants • Leader: HON 

Activities realised 1. Definition of the development plan 
2. Definition of tasks and tools to be integrated 
3. Evaluation of the development lifecycle based on AMASS evaluation 

framework 
4. Reporting of compliance results to the customer 
5. Analyse compliance accomplishment 

Usage Decisions None 

Expected Results Compliance report complying with standards: 

• SAE ARP 4761 – EUROCAE ED-135 

• SAE ARP 4754A – EUROCAE ED-79A 

• RTCA DO-178C – EUROCAE ED-12C 

Conclusions Tooling works. However, does not bring enough benefits. 

3.7.3. US2: Automation of verification objectives 

Automation of the formal requirements using formal methods will be performed to save development time, 
development cost, and cost of poor quality. High-level system will be modelled and the corresponding (i.e. 
high-level) requirements will be semantically checked and formally verified against the low-level requirements 
written in Simulink or C code using model checking and testing. The plan is to allow verification of knowledge-
based system behind the multi-modal interaction. 

During the first Iteration, the automated semantic analysis of formal requirements was augmented with the 
realizability checking. Requirements realizability is equivalent to LTL realizability. Requirements are realisable 
by a non-trivial system and relatively complete when a system can be created that satisfies all requirements, 
does not restrict any input on top of the restrictions already introduced by the requirements, and no output 
could remain constant forever from the very beginning. 

During the second iteration, the V&V Manager was developed that supported automated requirements 
semantic analysis based on OSLC Automation that did not scale very well. The maximal number of input and 
output variables was 28 and the maximum number of requirements for which the analysis concluded was from 
4 to 16 requirements that were analysed at once, depending on their complexity. 

V&V Manager composes requests for formal verification from the contents of the select model element 
(Contract or Block) and sends those requests to the Verification Server, see Figure 153. 
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Figure 153. Invocation of the V&V Manager from the contextual menu of a block 

Depending on the incoming request the Verification Server invokes various kinds of semantic analysis of 
requirements or the verification of a model against the requirements. When the work managed by the 
Verification Server is completed, the result is sent back to the V&V Manager, which displays it in the V&V Result 
View, see Figure 154. 
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Figure 154. The V&V Result View containing the result of the semantic analysis of requirements 

The approach for the knowledge-based part of the Multi-modal Interaction use case is to create the automated 
translation from the representation of the rules into the formal language to enable automation of the formal 
verification process. 

Succinctness check finds the requirements that could be simplified while still defining the same behaviour. 

Technology is based on using the mutated requirements and when equivalent succinct version is found this is 
showed to the engineer. 

When system design is created, this technology can also help with creating alternative more demanding 
version of the requirement, which is still satisfied by the underlying system design. 

Engineer decides if the intention was the succinct version of the requirement or the more demanding version 
(suggested by the tool or written manually by the engineer). 

The decision cannot be made automatically since original intention could be wrong and therefore the tool 
cannot rely on the other artefacts. 

Example from Touch subsystem: 

The Gesture Recognition shall set Gesture Matches to “T2F” when all of the following conditions are 
satisfied: 

          o Occur To Prev is greater than 1.25 
          o Cont 1 + Cont 2 is lower than 0.7 
          o Cont 1 Movement is “STATIC” 
          o Cont 1 is lower than 0.7 
          o Cont 2 Movement is “STATIC” 
          o Cont 2 is lower than 0.8 
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In this simple example the succinctness check finds statically without creating mutated requirements that the 
red conditions are implied by the green condition and thus are redundant. In this case the succinct version is 
the requirement without the red conditions. 

For the third iteration, the biggest issue was to increase scalability of the realizability checking and 
completeness checking. Customer request was to identify if there are any problems when new gestures will 
be introduced. 

The scalability has been solved on multiple levels, the different realizability tools were integrated that however 
did not accept any requirement types. For example, Acacia+, Party-Elli, BoSy, or AutoCode. This did not bring 
much success since some requirements we needed to formally verify were not simple enough to fit in LTL 
fragments (for example GXW, General Reactivity of Rank 1) that the tools require. 

Another solution was to develop algorithms that reduce the problem size (for example requirements 
complexity) with provably same result. Again, this works only for approximately 20 % of industrial requirement 
documents. 

Next solution was to translate the problem to C/C++ and solve it by model checking, which we did not finish. 

The last solution to use heuristics to detect at least some unrealizable defect, while not proving the 
requirement document to be realizable in complex cases, was adopted with acceptable results. 

All requirements were formally verified, unfireable rules were detected as well as those that masked them. 
Since all rules have priorities, it is common error that one higher priority rule can mask on or more lower 
priority rules that cannot be fired or executed at all.  Therefore, when customer added a new gesture in form 
of one or more requirements, the V&V Manager was able to report if the new gesture causes some problems 
in current version of the system, for example if it masked another gesture or cannot be fired at all. 

Another defect types should be also detected in future. For example, circular rules, redundant rules or their 
imbalanced distribution. 

The formal verification of C source code generated from Simulink model was implement and used on other 
parts of the system since Gesture system was too complex to be verified by model checking. Compared to the 
AMASS tool platform, Simulink Design Verifier requires additional requirement layer, is about 100-2000x 
slower and to create the requirement takes much longer (could take hours instead of minutes). 

3.7.3.1. STO1 Architecture-Driven Assurance  

Table 55. CS7-Architecture-Driven Assurance: US2-Model-based System Component Specification 

Realisation Scenario Model-based System Component Specification 

Scope The system components will be specified including system requirements. The 
following standards will be applied: 
System: SAE ARP 4754A – EUROCAE ED-79A – Guidelines for development of civil 
aircraft and systems 

Tool Settings • Mathworks Matlab Simulink – system architecture only 

• Sparx Systems Enterprise Architect – 3 View Systems Engineering 

• Internal tools to specify system requirements and contracts 

Participants Leader: HON 

Activities realised 1. Author system requirements 
2. Formalize behavioural system requirements 
3. Create system architecture – 3 views of the system 
4. Allocate requirements to the system. 

Usage Decisions Decide which part of the system will be used in Simulink and which in Enterprise 
Architect. 
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Decide how to allocate the requirements in order to enable automated 
verification. 

Expected Results System architecture, formal system requirement specification. 

Conclusions The tools may not be mature enough for very complex systems in certain aspects. 
However, for medium size systems, the platform is sufficient and brings benefits 
above current practice. 

Table 56. CS7- Architecture-Driven Assurance: US2-Automated Verification 

Realisation Scenario Automated Verification 

Scope Automated formal semantic verification and validation of requirements. 
Contribution to the following objectives: 

• Enforced verifiability (DO-178C A-3.4) 

• Ensured conformance to requirement standards (DO-178C A-3.5) 

• Decrease the number of defects (ARP 4761 objective, DO-178C A-3.2) 

• Automated formal verification that requirements comply with system. 

• Contribution to the objectives: DO178C A-4.1. and when possible to DO178C 
A-3.1 

Tool Settings • Mathworks Matlab Simulink – system architecture only 

• Sparx Systems Enterprise Architect – 3 View Systems Engineering 

• AMASS Platform – Papyrus and CHESS to import the SysML models 
(requirements, architecture, BDD) this allows to use V&V Manager to early 
verify requirements. 

• Internal tool for formalisation, analysis and brokerage of verification tasks: 
ForReq 

• Tools for automated formal verification: DIVINE, NuSMV, nuXmv, Remus2, 
Acacia+, heuristics, interpretation of the realizable systems. 

Participants • Leader: HON 

• Tool providers: UOM, FBK 

Activities realised 1. Automated semantic requirement analysis 
2. Create system design 
3. Automated formal verification of requirement compliance with system design 
4. Automated generation of test cases if requested 
5. Evaluate the results 

Usage Decisions Which parts of safety assessment should be automated. 
Which safety assessment tools used. 

Expected Results Verification results, measurements of the injected, detected and remove defects 
in all development phases. 

Conclusions The verification scaled enough in the third iteration and the heuristics were 
sufficient since they detect 92% of real defects. The customers were not really 
interested in the sound methods in the first place. 

3.7.3.2. STO3 Seamless Interoperability  

Table 57. CS7-Seamless Interoperability: US2-Evidence Assessment 

Realisation Scenario Evidence Assessment 

Scope Collect and manage evidence artefacts required to fulfil the selected standards. 

Tool Settings OpenCert Tools: Evidence Management 

Participants • Leader: HON 
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Activities realised 1. Create artefact model for the system. 
2. Collect evidence documents 
3. Initial verification and judgment of the quality of the evidence 
4. Perform evaluation of results based on D1.3 [3] 
5. Report the result to the customer. 

Usage Decisions How to measure baseline process – a process performed by separate team? 

Expected Results Evidence model and artefact repository. 

Conclusions The tooling works. However, it does not bring enough benefits. 

3.7.3.3. STO4 Cross Intra-domain reuse  

Table 58. CS7-Cross Intra-domain reuse: US2-Compliance Management 

Realisation Scenario Compliance Management 

Scope Evaluate compliance of artefacts as per the avionics standards. 

Tool Settings OpenCert Tools: Assurance Project Management 

Participants • Leader: HON 

Activities realised 1. Definition of the development plan 
2. Definition of tasks and tools to be integrated. 
3. Evaluation of the development lifecycle based on AMASS evaluation 

framework 
4. Reporting of compliance results to the customer 
5. Analyse compliance accomplishment 

Usage Decisions None 

Expected Results Compliance report complying with standards: 

• SAE ARP 4761 – EUROCAE ED-135 

• SAE ARP 4754A – EUROCAE ED-79° 

• RTCA DO-178C – EUROCAE ED-12C 

Conclusions Successful representation 

3.7.4. US3: Reuse of assurance artefacts from automotive technology into the 
avionics domains 

In this scenario, the use of Infineon (IFX) automotive components for aviation purposes was investigated. 
Infineon semiconductor components like microcontrollers, energy supply circuits and highly efficient switching 
parts are used in huge amounts in the automotive domain. As a result, high reliability is proven in practice in a 
mass market in opposite to the aviation domain with small or medium quantities of units. Therefore, LAN could 
benefit by using these components for aviation purposes. The advantages of having such experience when 
certification aspects of automotive components are used in the aviation domain are obvious in respect of 
safety and reliability. 

During the case study it turned out that, on one hand, IFX could not offer certification evidence or life cycle 
data for whole electronic systems on board level, since IFX is concentrating on semiconductor parts. On the 
other hand, the certification process in aviation does not address individual parts in a specific way because 
they are addressed when the function they belong to is verified. This differs from other domains where 
individual parts themselves have to be qualified for a usage. However, in the aviation domain such 
semiconductors are seen as Commercial-Off-The-Shelf (COTS) and DO-254 (Design assurance guidance for 
airborne electronic hardware) Section 11.2 states that the basis for using COTS components in aviation is the 
use of an Electronic Component Management Process (ECMP), which supports the design and development of 
airborne electronic hardware. In section 9 of the EASA’s Certification Memorandum “EASA CM – SWCEH -001“, 
further guidance can be found on how to handle DO-254 for certification aspects associated with the use of 
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COTS. Different activities have to be performed depending on the complexity of the COTS, the assurance level 
to achieve and the service experience of the component. 

With this background in mind, LAN has investigated how the AMASS tools could support the processes and the 
life cycle data management during an assurance project using COTS automotive semiconductors while IFX took 
care of the provision of documents and artefacts according to EASA’s Certification Memorandum. 

The usage scenario is supported by different functionalities of the AMASS tools, in particular OpenCert for 
compliance and evidence management and EPF Composer/CHESS in conjunction with BVR Tool for variability 
management. 

At the beginning of the case study the various components of an IFX automotive electronic control unit (ECU) 
block diagram were identified and modelled with CHESS (Figure 155). Furthermore, the requirements of LAN 
for an aviation central computing system (CCU) were set up and also modelled, as can be seen in Figure 156. 

 

Figure 155. Model of the automotive ECU 

 

Figure 156. Model of the avionics CCU 
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It may be noticed that several identical components can be used in both applications, such as the Infineon 
Aurix Microcontroller, the Safety Power supply and transceivers for CAN and Ethernet communication. Further 
elaborations were done with the AMASS capabilities of managing the variabilities of product lines. The BVR 
Tool is integrated with CHESS and was used to determine possible variations of the aviation CCU system. For 
example, the temperature range of automotive components is specified from -40°C while in aviation 
temperature requirements may go below to -55°C. As a solution, additional heating elements can be used 
within the aviation board. 

Both CHESS models were transferred to the BVR VSpec model for further analysis as can be seen in Figure 157. 
 

 

Figure 157. BVR VSpec model 

The requirements for the avionics CCU-Board were then taken into account in the resolution model (Figure 
158). 
 

 

Figure 158. BVR Resolution model for the avionics board 

After the realization procedure the possible use of the Infineon Aurix microcontroller and of the safety power 
supply semiconductor was confirmed. 

The further work should clarify how the AMASS tool platform can assist LAN within an assurance project which 
uses the above identified semiconductors. As mentioned before, the activities for using COTS are described in 
EASA’s Certification Memorandum. As a first step, the activities and requirements in Chapter 9 had to be 
modelled. The AMASS platform provides two ways which are suitable for this usage scenario: 

1. Modelling the process by EPF-Composer and determination of the activities to be performed with 

the help of the variability management of the BVR-Tool. 

2. Modelling the process as a reference framework in OpenCert and determination of the activities with 

the help of the criticality and applicability selection feature. 

Both possibilities were realized. 

The general model of the Certification Memorandum can be implemented by the assurance manager as an 
expert of the standard. For each assurance project the model can then be adapted by filtering the activities 
and requirements which have to be tailored for the case. Afterwards the development engineer is guided by 
the AMASS tool platform through the assurance project. 

Figure 159 shows the EPF-Composer process model of the Certification Memorandum. As it can be seen, all 
activities and requirements of chapter 9 are included, which can later be selected by the variability 
management of the BVR tool for the individual assurance project. 
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Figure 159. EPF-C model of the Certification Memorandum 

Afterwards the VSpec and the Resolution Model were created for this purpose (Figure 160 and Figure 161). 
 

 

Figure 160. BVR VSpec-model of the Certification Memorandum 

 

 

Figure 161. BVR Resolution-model for the assurance case 
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The resolution model was tailored for the Infineon Aurix microcontroller, classified as highly complex with 
sufficient Product Service Experience (PSE). The Development Assurance Level (DAL) was determined to level 
C.  

An important feature of the BVR-Tool is the possibility to validate the created model for the individual 
assurance case to be sure that the activities to be performed are correct and complete (Figure 162). 
 

 

Figure 162. Validation of the assurance case model 

Finally, the Realization Editor allows the displacement or injection of elements to further customize the 
individual assurance case as can be seen in Figure 163. 

 

Figure 163. BVR Realization Editor 

The second possibility within the AMASS tool platform is to model the activities of the Certification 
Memorandum as a reference framework. This was done in OpenCert (Figure 164). 
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Figure 164. Reference Framework of the Certification Memorandum 

Figure 165 shows how the complexity, the service experience of the component and the design assurance level 
were modelled by the criticality and applicability fields of OpenCert. This approach enables the subsequent 
filtering of activities, requirements and required artifacts during the implementation of the individual 
assurance project. 

 

Figure 165. Reference Framework including criticality and applicability fields 

A new assurance project was then created within OpenCert for the assessment of the Infineon Aurix 
Microcontroller. The filtering of the criticality and applicability was performed. As can be seen in Figure 166 
the activities, requirements and artefacts to be documented for the particular case are automatically selected 
when creating the baseline project. 
 



AMASS AMASS demonstrators (c) D1.6 V1.1 

 

  

H2020-JTI-ECSEL-2015 # 692474 Page 166 of 244 

 

 

Figure 166. Creation of the assurance project baseline 

Within the assurance project the users were guided through the activities. For example, various artefacts from 
the Aurix Microcontroller like datasheets and errata had to be collected and others to be produced. The 
evidence and compliance management of OpenCert helps to manage the artefacts and to keep track of the 
work to do. The compliance map table as can be seen in Figure 167 was used to record the status of the 
activities and artefacts. 

 

Figure 167. Compliance mapping 

It has turned out that the compliance report is an important tool for tracking the progress of the project and 
retrieving its status at any time. Due to the browser support and simple operation it is not only usable by the 
direct team members but also sporadically for a project on management level (Figure 168). 
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Figure 168. Compliance report of the project 

3.7.4.1. STO4 Cross Intra-domain reuse  

Table 59. CS7-Cross Intra-domain reuse: US3 - Variability Management at Process and System Level 

Realisation Scenario Variability Management at Process and System Level 

Scope Reconfigure a process as well as a system spec. 

Tool Settings BVR Tool 

Participants • Leader: LAN 

• MDH 

Activities realised 1. Definition of the development plan and of the system spec 
2. Definition of the Process-VSpec and System-Vspec 
3. Definition of the Resolution models to enable the configurations 
4. Definition of the Realization models to enable the generation of the new 

configurations 
 

Usage Decisions None 

Expected Results • New configuration of process and system 

Conclusions Tooling works and the usage was successful. However, the ease of use should be 
improved and the tooling workflow more intuitive. 

Table 60. CS7-Cross Intra-domain reuse: US3 - Compliance Management 

Realisation Scenario Compliance Management 

Scope Evaluate compliance of artefacts as per the avionics standards. 

Tool Settings EPF Composer + BVR Tool; OpenCert Tools;  

Participants • Leader: LAN 

• MDH, TEC 

Activities realised 1. Definition of the development plan 
2. Definition of tasks and tools to be integrated. 
3. Evaluation of the development lifecycle based on AMASS evaluation 

framework 
4. Reporting of compliance results to the customer 
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5. Analyse compliance accomplishment 

Usage Decisions None 

Expected Results Compliance report complying with standards: 

• Memorandum 

Conclusions Tooling successful. Further simplifications in the preparation of the RefFramework 
are desirable. Depending on the usage scenario, it might also be useful to include 
the evidence model in the Reference Framework in order to reduce the effort 
involved in creating assurance project baselines. 

3.7.5. Coverage of AMASS Prototype P2 Architecture  

Table 61 illustrates the implemented functionalities during all the three iterations of the Case Study 7.  

Table 61. AMASS Prototype P2 Coverage by CS7 

STO AMASS Functionality Group Tools 

Architecture-

Driven 

Assurance  

(STO1) 

System Component Specification CHESS 

System Architecture Modelling for Assurance CHESS 

Architectural Patterns support with Papyrus/CHESS - 

Contract-based Assurance Composition CHESS/OCRA 

V&V Activities 

V&V Manager (DIVINE, 

NuSMV, nuXmv, Remus2, 

Acacia+ on verification servers) 

Requirements Support CHESS 

Multi-Concern 

Assurance 

(STO2) 

Assurance Case Specification OpenCert 

Dependability Assurance - 

System Dependability Co-Analysis/Co-Assessment  EPF-C, OpenCert 

Contract-Based Multi-concern Assurance  - 

Seamless 

Interoperability 

(STO3) 

Evidence Management OpenCert 

Access Manager - 

Data Manager OpenCert 

Tool Integration Management 
V&V Manager and OSLC 

Automation 

Collaborative Work Management - 

Tool Quality Assessment and Characterization - 

Cross Intra-

Domain Reuse 

(STO4) 

Compliance Management OpenCert 

Reuse Assistant  

Semantics Standards Equivalence Mapping  Knowledge Manager 

Impact Analysis  

Process-related reuse via management of variability at process 

level 
EPF-C and BVR-Tool 

Product-related reuse via management of variability at product 

level 
EPF-C and BVR-Tool 

Assurance Case-related reuse via management of variability at 

product level 
- 

Automatic generation of Process-based Arguments OpenCert 

Automatic generation of Product-based Arguments OpenCert 
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3.7.6. Conclusions 

At this stage, the main benefits and potential improvements are identified in Table 62. 

Table 62.  Benefits and potential improvements for CS7 

Artefact Achievement/Benefits Improvements/Recommendations 

Requirements 
specification and 
formalization 

• Improved requirements grammar 
allows more complex real-time 
requirements authoring. 

• Requirements linked to design entities, 
formal properties and contracts 

• Traceability 

• Standalone XText implementation of 
requirement authoring is developed. 

• Extend requirements standard to cover 
more math functions and more specific 
domains. 

Automated 
Verification 

• V&V Manager allows verify 
requirement semantic analysis early 
on using contracts and 
FormalProperties – consistency, 
redundancy, realizability and missing 
requirements. 

• Subsystem is newly supported. 

• Scalability of the requirement 
semantic analysis especially for 
realizability checking extended by 
heuristics. 

 

• Support to verify system design and 
architecture design will be added to 
V&V Manager. 

 

Design of 
system/software 
architecture 

• Tool allow interchange of the design 
artefacts with other tools. 

• All the information defined in a single 
model. 

• Tool maturity slightly improved. 

• Improve the GUI, for example: 
o Sometimes some options are 

missing, and random clicking is 
needed to make it reappear again. 

o Similar analyses in different menus 

• The tool installation instructions, the 
user experience, and stability of the tool 
should be improved. 

Conduction of 
safety analyses 

• The V&V and safety analyses provide 
minimal cut set. 

• Evidences directly obtained from the 
model. 

• Safety analysis is more automated. 

• The stability of the tools and the user 
experience should be improved. 

• Need a lot of manual effort to perform 
the analysis completely. 

• Tool limitations (only discrete type, state 
machines do not support i) operations 
and ii) state machines in non-leaf 
components). 
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3.8. Case Study 8: Automotive domain: Telematics function 

3.8.1. Case Study Specification 

This case study focuses on component-based (element-out-of-context) multi-concern assurance, analysis and 
assessment. This section summarizes the case study and tool usage. 

The intended item, i.e. a vehicle level function in the terminology of ISO 26262 – functional safety for road 
vehicles, is an automated driving function called the ADC, which gives a vehicle the functionality for driverless 
operation on controlled-access motorways with characteristics illustrated in Figure 169. The terminology of 
SAE J3016 is used in the case study, where the conditions where the automated driving system is designed to 
function is called the operational design domain (ODD). 

 

Figure 169. Operational design domain for ADC function 

One of the components used to build the ADC function is a positioning component which uses satellite 
positioning (GNSS) augmented with odometry to provide geographical positioning with sufficient performance 
(accuracy and update frequency) while fulfilling safety and cybersecurity requirements resulting from analysis 
according to ISO 26262 (safety) and a draft of the upcoming ISO/SAE 21434 – Road vehicles – Cybersecurity 
Engineering (cybersecurity). This component is treated as an element-out-of-context, that is a component that 
is developed separately from the item and targeted for reuse in multiple products. Hence the assurance case 
for the item subsumes the assurance case for the component and must also provide an argument showing the 
components applicability in this specific context. Figure 170 shows a demonstrator for the ADC item developed 
in an RC-car (left in figure) and an implementation of the positioning component (right). 

In this case study the analysis is focused on a part of the ADC functionality since automated driving functions 
are very complex (too big for the case study) and many aspects of making a full assurance case are still 
unresolved and active areas of research. The focus is therefore the functions ability to determine when the 
vehicle’s geographical position is on a road where it is allowed to use the automated driving function when the 
driverless mode is activated. The threat and hazard analyses show that the positioning component will have 
cybersecurity goals up to Cybersecurity Assurance Level (CAL) 4, the highest security criticality level, and safety 
goals up to Automotive safety integrity level (ASIL) D, the highest safety integrity level in ISO 26262.  
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Figure 170. Demonstrator for ADC item in an RC vehicle (left) and the positioning component (right) 

The case study CS8 is divided into three usage scenarios: 

• US1: Creation of a multi-concern assurance case with argumentation, evidence management and 
compliance management for safety according to ISO 26262 and cybersecurity according to draft 
ISO/SAE 21434. 

• US2: Assessment by an independent part for the multi-concern assurance case using the information 
from the other scenarios (functional safety assessment and cybersecurity assessment). 

• US3: Specification and multi-concern analysis. 

Figure 171 illustrates how these scenarios relate to the reference development V-model used in both ISO 
26262 and draft ISO/SAE 21434. 

 

Figure 171. Lifecycle of co-engineering of automotive Safety (ISO 26262) and Security (ISO/SAE 21434) with a mapping 
to our usage scenarios 

For a detailed (but in some part out-of-date) description of the case study, see the Deliverable “D1.1 Case 
studies description and business impact” [1]. The case study is performed jointly by RISE and Comentor. 

3.8.2. US1: Multi-concern assurance case for safety/security (US1 MCAC) 

This scenario is about creation of an assurance case and processes for multiple standards (safety and security). 
This scenario is mainly related to assurance case specification, argumentation, evidence management and 
compliance management. 

During the first Iteration, a safety case according to ISO 26262 and most of its artefacts was created in Word 
and Excel. During the second Iteration, much of the safety case information was transferred into OpenCert. 
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Work on a security case was also initiated. The assurance case includes modelling of reference frameworks for 
ISO 26262 and automotive cybersecurity, argumentation, evidence and process modelling, and finally some 
compliance mapping. This assurance case has been evolved in the third iteration improving the multi-concern 
aspects, i.e. the interplay between safety and security. 

Since the case study is also about element-out-of-context development, there is an EooC assurance case for 
one component (positioning) used within an Item (ADC) with an Item assurance case. It can also be noted that 
the assurance cases are partial, i.e. not all safety goals, components, etc. have been elaborated. The focus is 
on including all parts of an assurance case rather than completing all parts of the rather complex functionality 
of the ADC item and positioning element. 

The corresponding functionalities in OpenCert have been validated and feedback collected, i.e. reference 
framework modelling, assurance project creation, GSN argument modelling (including multi-concern 
argumentation), evidence model creation, process modelling in EPF and import to OpenCert, some work on 
compliance mapping, and some report generation from the web interface. In addition, the case study has done 
set-up and management of an own OpenCert CDO repository for collaborative work on the assurance cases. 

3.8.2.1. STO2 Multi-concern Assurance  

To model and build a case for multi-concern assurance, an essential part is to have a reference frame work for 
the standards one aims to adhere to.  A schematic overview of the reference frameworks for ISO/SAE 21434 
cybersecurity and ISO 26262 functional safety can be seen in Figure 172 and Figure 173 respectively that  show 
parts of the reference frameworks modelled and used in this case study. Based on the work we have done (we 
have not modelled all parts of the standard) we estimate that modelling a full standard the size of ISO 26262 
takes about a week for a person familiar with both the standard and the tool. 

 

 

Figure 172. Part of automotive cybersecurity reference framework model 
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Figure 173. Part of ISO 26262 reference framework model 

In this case study we have elected to make a single integrated safety/security assurance case for the item - see 
the module-view in Figure 174 for an overview, and one for the positioning item, shown in Figure 175. The 
connection between the two is the GSN contract to the bottom left in  (“PositioningEooC agreement”) Another 
possibility that was tested is to make separate assurance cases for each concern, but we found it more 
convenient to work with and easier to understand with a single case for the item and one per component each 
containing an argument covering both concerns and their interplay. In this way, the argument can be 
structured to show multiple dimensions of the product simultaneously: 

• The compliance to standards 

• Product and process arguments 

• The lifecycle including the V-model and abstraction levels used in the two standards 

• The division of the function into EooC components 
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Figure 174. Top-level module-view of ADC assurance case (note that not all components of the ADC item are included) 
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Figure 175. Top-level module-view of Positioning EooC assurance case 
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To manage multi-concern assurance, there is a separate argument tree for each concern (which also shows 
compliance to the used standards) and an argumentation for management of the interplay between the 
concerns. On the concept level, the security argumentation is shown in Figure 176 (the argumentation for 
safety is similar but has some minor differences due to differences in the standards). In the bottom left of 
this figure is the analysis of each security goal, and security goal SecG-1 is shown in the continuation of this 
argument in Figure 177 . Here it is shown that safety goal SG-1 has a dependency on this security goal (shown 
as a dependency arrow to an away goal from the corresponding safety argumentation). This dependency is 
found due to the argument for co-analysis shown in Figure 178. The safety, security and interplay 
argumentation trees are all continued in each of the logical elements in the functional concept, but per 
element instead of for the whole item. On implementation level the argumentation is further broken down 
to each component according to a component-level pattern similar to the item level argument. 



         
AMASS 

AMASS demonstrators (c) D1.6 V1.1 

 
 

H2020-JTI-ECSEL-2015 # 692474 Page 177 of 244 

 

 

Figure 176. Security argumentation on concept level 
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Figure 177. Cross-concern dependency on concept level 
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Figure 178. Argumentation for treatment of multi-concern issues 
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3.8.2.2. STO3 Seamless Interoperability  

In order to enable collaborative work, the case study set up a remote CDO-repository with OpenCert WebUI. 
The purpose was to share models and also enable simultaneous editing. Simultaneous editing resulted in errors 
(OpenCert could hang) in the P1 release, but a locking mechanism was added in P2, see Figure 179. Changes are 
now propagated as they are saved. The server setup was reasonably simple, and the server has also been very 
stable. 
 

 

Figure 179. Locked object in argumentation diagram marked green for the person who has the lock (left) and yellow for 
the person who is prevented from editing the object (right) 

3.8.2.3. Cross Intra-Domain Reuse 

One type of argument fragment generation has been used, which is argument generation from standard 
reference models in OpenCert. Note that it is not the new argument generation from contracts in P2 that has 
been used. However, the argument generation from standard reference models can be useful when the 
argument also serves as a conformance case, i.e. to show all requirements from a standard are fulfilled. 

A small excerpt of the generated argument with a few requirements from the ISO 26262 hazard analysis is shown 
in Figure 180 (the entire generated argument is very large). The hazard analysis node has been made public and 
then referenced from the manually created main argument tree (Figure 181). So, while standards are not usually 
possible to model so that an entire conformance case can be generated and still be clear and concise, parts of 
the manually created argument can be augmented with generated fragments. The argument generation, 
however, could be improved e.g. by making it possible to choose which nodes should be “linkable” (public), and 
some mechanism to make it easier to navigate, e.g. modularity. As it is now there is a single enormous diagram. 
Also, there are some problems that sub- (and subsub and so on) arguments are not correctly connected to their 
parents. And that artefacts (work products) are not connected to the requirements that produce them. This 
must be modified manually. 

 
Figure 180. Excerpt from argument generated from standard reference model 
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Figure 181. Use of generated argument (marked in red) as part of the argument in an assurance case 

3.8.3. US2: Multi-concern assessment (US2 MCASS)  

This (small) scenario deals with assessment of multiple quality attributes, i.e. against multiple standards, based 
on the multi-concern assurance case from US1 and the specification and analysis in US3. That is, whereas the 
other scenarios look at assurance from the viewpoint of the developing organization creating the assurance 
case, the purpose of this scenario is to evaluate if the assurance case is suitable from the viewpoint of an 
independent assessor performing a functional safety assessment or cybersecurity assessment. 

When working as an independent accredited assessor doing functional safety assessments, RISE is using a 
method for assessments which contains a checklist of all normative requirements in the standard that must be 
mapped to the documentation provided by the client. In this scenario we have tried to make a brief qualitative 
comparison of how this could work compared to the traditional way and also how it could work with continuous 
assurance which is predicted to be more demanded in the future as safety-critical applications will require more 
frequent updates. This scenario was done in the third iteration. 

3.8.3.1. STO2 Multi-concern Assurance  

Independent assessment against multiple standards can be done by using multiple reference frameworks in a 
project, where compliance against several standards can be assessed through the WebUI (illustrated in Figure 
182). This also makes it easy for multiple assessors (e.g. one expert in each field) to focus on their part. The most 
difficult part is assessing whether the interplay has been properly handled. There is no specific functionality for 
that in the web interface. In the case study, the interplay is most clearly visible in the argument, which can be 
accessed from the Eclipse client instead. 
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Figure 182. Assessment against several standards (project with several reference frameworks) 

3.8.3.2. STO3 Seamless Interoperability  

As mentioned, state of practice is that assessment including compliance mapping is typically done manually as 
there is no widely accepted and standardized way to exchange more structured information. Even if the client 
has a tool, as assessors we usually don’t have the same tool or access to the clients’ databases. OpenCert is a 
potential improvement since: 

• Some information can be shared easily via the web interface 

• The client is open source and has a (prototype) access control system 

Hence it would be possible to access the structured assurance case information remotely instead of doing 
manual compliance mapping from a thick stack of linear word/pdf/plaintext documents. Assessment using the 
web interface only would be ideal as the assessor will not have to install the client. 

The WebUI gives a good overview of the artefacts and their status, for instance the gap analysis report shown 
in Figure 183 is useful to track progress (for cumulative assessment). Figure 184 shows a compliance report 
where compliance justification can be viewed, and evidence downloaded and assessed. In this picture there is 
also a red warning mark (right pane) showing the artefact is potentially not up-to-date which is detected by the 
automatic impact analysis. 

What is more difficult to do is to find the changes since last assessment session (important if assessment is done 
incrementally or continuously towards a product with continuous delivery). Here it would have been useful to 
have a function to diff the status between different dates and create version baselines which could also be 
compared. While there is version management in the evidence model, the configuration management features 
of the tool as a whole should be improved. 

Unfortunately, the argument diagrams cannot be shown in the WebUI, and since they are important in 
understanding the structure and reasoning in the assurance case this is unfortunate. Hence an assessor would 
also need the Eclipse client to be able to work effectively. An argument viewer would be a great addition to the 
web interface to make independent assessments efficient without the client. 

The compliance mapping problem is much easier to overcome compared to most traditional assessments. Since 
the compliance mapping is part of the assurance case model the role of the assessor can be more focused on 
determining if the mapping is correct and the argument and evidence holds rather than spending time mapping 
the documents to the requirements. 

 

 

Figure 183. Gap analysis for ADC item assurance case in OpenCert web interface 
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Figure 184. Compliance report with possibility to download and assess artefacts and see compliance justifications 

 
Note that we have not tested all functionality in the web interface, e.g. metrics. 

3.8.4. US3: Multi-concern specification, analysis, assurance (US2 SAASSA) 

This scenario is about system component specification (co-engineering of function, safety, and security), multi-
concern analysis and collection of assurance evidence. The same assurance case as in usage scenarios 1 and 2 is 
used. 

During the first iteration, an early version of system specification, functional safety concept and technical safety 
concept was done in MS Word. During the second iteration, a SysML/Papyrus model of the ADC item was 
created. This includes item context, concept, functional, and technical implementation level, as well as 
requirements. In addition, multi-concern analysis for the concept phase was performed (though not using 
AMASS tools). The analysis was extended in iteration 3. 

3.8.4.1. STO1 Architecture-Driven Assurance 

The industry need for building an assurance case with elements out of context (EooC) has been identified and 
the feasibility of this, within the AMASS framework, has been investigated, i.e. how to handle requirements and 
system modelling (Figure 185) with EooC (Figure 186) in mind. The plan to extend the specification to use CHESS 
was unfortunately abandoned due to steep learning curve and data loss that led to a halt on the modelling work. 
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Figure 185. Top-level system specification for ADC item 

 

Figure 186. Positioning EooC Component (part of vision subsystem) 

3.8.4.2. STO2 Multi-concern Assurance  

The results of the analysis were used in the multi-concern assurance case, but unfortunately there was 
insufficient time in the case study to also test AMASS tools for the security analysis. After investigating various 
approaches to co-analysis of safety and security the approach chosen by this use case was to work with safety 
and security separately while making sure the interplay is taken into account and analysed at different stages of 
development. The dependences are then shown in the argument. On the concept phase this is done by making 
a hazard analysis for safety first and then using the results in the security analysis. The security analysis starts at 
organizational level (ISO 27005) and then the assets relevant for the ADC item are analysed according to the 
lifecycle in draft ISO 21434. Figure 187 shows the relevant parts of the 27005 analysis, Figure 188 shows some 
of the threat scenarios, Figure 189 the risk assessment, and Figure 190 the cybersecurity goals. The 
dependencies between safety and security goals are then shown in the argumentation which ensures they are 
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managed in the development lifecycle. Further co-analysis on lower abstraction levels should be employed when 
safety analysis and security analysis are required to show that refinement is correct and complete. 
 

 

Figure 187. ADC Item relevant assets (from ISO 27005 asset analysis) 

 

Figure 188. Threat scenarios 
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Figure 189. Establishment of cybersecurity assurance level 

 

Figure 190. Cybersecurity goals 

3.8.5. Coverage of AMASS Prototype P2 Architecture  

Table 63 illustrates the implemented functionalities during all the three iterations of the Case Study 8.  

Table 63. AMASS Prototype P2 Coverage by CS8. 

STO AMASS Functionality Group Tools 

Architecture-

Driven 

Assurance  

(STO1) 

System Component Specification Papyrus 

System Architecture Modelling for Assurance Papyrus 

Architectural Patterns support with Papyrus/CHESS - 

Contract-based Assurance Composition - 

V&V Activities - 
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STO AMASS Functionality Group Tools 

Requirements Support Papyrus 

Multi-Concern 

Assurance 

(STO2) 

Assurance Case Specification OpenCert 

Dependability Assurance 

 OpenCert 

(argument, evidence, compliance 

modelling) 

System Dependability Co-Analysis/Co-Assessment  

OpenCert 

(MC assurance cases used for co-

assessment) 

Contract-Based Multi-concern Assurance  - 

Seamless 

Interoperability 

(STO3) 

Evidence Management 
OpenCert 

(Evidence modelling) 

Access Manager - 

Data Manager OpenCert 

Tool Integration Management - 

Collaborative Work Management 
OpenCert 

(CDO repository+SVN, WebUI) 

Tool Quality Assessment and Characterization - 

Cross Intra-

Domain Reuse 

(STO4) 

Compliance Management 
EPF-C (Import to OpenCert) 

OpenCert WebUI (reports)   

Reuse Assistant - 

Semantics Standards Equivalence Mapping  - 

Impact Analysis - 

Process-related reuse via management of variability at 

process level 
- 

Product-related reuse via management of variability at 

product level 
- 

Assurance Case-related reuse via management of 

variability at product level 
- 

Automatic generation of Process-based Arguments 

OpenCert 

(Only gen. from standard ref models, 

not from contracts) 

Automatic generation of Product-based Arguments - 

3.8.6. Conclusions 

At this stage, the main benefits and potential improvements are identified in Table 64.  

Table 64. CS8 Benefits and potential improvements 

Artefact Achievement/Benefits Improvements/Recommendations 

Standard 
reference model 

• Safety and security standards have 

been modelled1. 

• Tailored baselines and generated 
arguments created from reference 
models. 

• Adding mapping type to indicate 
interplay points between standards for 
better support of multi-concern 
assurance cases. 

                                                           
1 It takes about one week for an expert in the standard to model a new refframework in OpenCert. 
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Artefact Achievement/Benefits Improvements/Recommendations 

Argument 
model 

• Multi-concern argumentation for 
(part of) item and element-out-of 
context produced. 

• Argument generation from ref model is 
incomplete and could be improved as 
discussed in previous sections. 

Evidence model • Evidence modelling performed. 
Compliance mapping and impact 
analysis improved ability to keep 
artefacts up-to-date. 

• Building the evidence model is time-
consuming. Parts could be generated 
from the reference models (including 
initial compliance mapping), and the 
modelling simplified. 

Assurance case 
 

• Evaluation of how to perform 
independent assessment with 
OpenCert performed. Overview of 
assurance case better than traditional 
(document based) assessment. 

• Argument viewer in WebUI would give 
assessor overview of case without 
having to use the OpenCert Eclipse 
client. 

• Diff by date or version baseline for the 
assurance case would enable 
cumulative/continuous assessment. 

OpenCert 
(overall) 

 • Flexibility to e.g. import/export 
assurance cases between repositories 
and to copy/paste objects, models and 
diagrams within and between assurance 
cases would make the tool more flexible 
to work with and is still missing. 
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3.9. Case Study 9: Air Traffic Management domain: Safety-Critical SW 
Lifecycle of a Monitoring System for NavAid 

3.9.1. Case Study Specification 

CS9 is aimed to re-engineer, through the usage of tools and methods provided by the AMASS project: 

a. The SW of the Monitoring subsystem of a safety-critical CPS such as the DME (DME: Distance Measuring 
Equipment, it is a radio-navigation system which provides the distance information between the aircraft 
and the location of the DME ground equipment). 

b. More in general, the processes of the whole SW development lifecycle for such a CPS, applying the 
CNS/ATM safety certification standards (EUROCAE ED-109). 

The Assurance Level for the sub-system shall be AL ≥ 4, out of a scale from 1 (for software that could cause or 
contribute to the failure of the ground-based system resulting in a catastrophic failure condition) to 6 (for 
software that could cause or contribute to the failure of the ground-based system resulting in no effect on the 
system).  

For a detailed description on the case study see the Deliverable D1.4 “AMASS-demonstrators(a)”[5]. 

3.9.2. US1: System/Software Design and Safety Analysis (SWD) 

During this phase (SWD) of the SW development process: 

• the tools of AMASS P1 is used to verify and validate the SW module interaction (through contracts and 
formal methods), in order to help the qualification/certification process at the architecture level. Such 
activity shall cover: 
o the ‘System Design’ functionality; 
o the ‘System Component Specification’ functionality group belonging to the AMASS Platform Basic 

Building Blocks; 

• the tools of AMASS P1 and P2 have be used to conduct safety analyses, taking as input the architectural 
design based on contracts and formal methods (as mentioned above) and evaluating the contracts. Such 
activity shall cover: 
o the ‘Safety Analysis’ functionality; 
o again, the ‘System Component Specification’ functionality group belonging to the AMASS Platform 

Basic Building Blocks. 

The architecture description (in terms of SW modules interaction, contracts etc.) has been modelled by means 
of CHESS in order to verify and validate the consistency of the architecture. 

The same description of the architecture will be used, through the version of CHESS associated to AMASS P1 and 
AMASS P2, to conduct the safety analysis. 

The following AMASS functionalities (all belonging to STO1 Architecture-Driven Assurance) will be 
validated/verified through the Usage Scenario 1: 

• System Design → System Definition: through the definition of the system architecture and of the SW 
modules interactions (contracts etc.). 

• System Design → Functional Early Verification: through the functional verification of the system 
architecture and of the SW modules interaction. 

• System Design → Functional Refinement: through the architecture refinement following the previous 
step. 

• Safety Analysis → Simulation-based Fault Injection + Model-Based Safety Analysis + Contract-Based Safety 
Analysis: through the conduction of a FMEA and FTA. 
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Figure 191. Architecture-driven assurance 

3.9.2.1. STO1 Architecture-Driven Assurance 

Within the functionality group “System Component Specification”, two projects were defined: 

• an Assurance Project, consisting in defining the System/Software Architecture, including module 
interactions, and in verifying the architecture consistency; 

• a Dependability Assessment, consisting in typical safety analysis (FMEA and FTA). 

Table 65. CS9-Architecture-Driven Assurance: US1-Assurance Project Creation 

Realisation Scenario Assurance Project Creation 

Scope Verification and validation of the SW modules interaction (through contracts and 
formal methods), in order to help the qualification/certification process at the 
architecture level. 

Tool Settings CHESS, Papyrus and OCRA 

Participants • Tool Provider: FBK, TEC 

• Tool User and Data Analysis: THI 

Activities 1. Create CHESS project 
2. Architecture modelling (modules interaction, through contracts and formal 

methods) 
3. Verification of the modules interaction (architecture consistency) 
4. Contracts/architecture refinement 

Usage Decisions  

Expected Results Successful architecture definition and V&V 

Conclusions System and Monitor architecture has been described. Contracts have been written 
and refined for main safety related requirements. This allowed the architecture and 
requirement consistency verification. The possibility of using Hybrid time model in 
OCRA language for performing the constraint analysis, would have been useful for 
a more accurate model checking.  

Table 66. CS9-Architecture-Driven Assurance: US1-Dependability Assessment 

Realisation Scenario Dependability Assessment 

Scope Conduction of a typical safety analysis (FMEA and FTA). 

Tool Settings Papyrus, OCRA and xSAP 

Participants • Tool Provider: FBK, TEC 

• Tool User and Data Analysis: THI 

Activities 1. Create CHESS project 
2. Architecture modelling (modules interaction, through contracts and formal 

methods) 
3. FMEA (simulation-based fault injection) and FTA 

System/Sub-system 
Architecture Modules interaction 

(contracts, formal 
methods…)

P1 System Design    
tool (Chess+)

Architecture 
refinement

Verification of 
Architecture 
consistency

P1 System Design    
tool (Chess+)

Modelized 
Architecture

FMEA and/or FTA

P1/P2 Safety Analysis    
tool (Chess+)
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Usage Decisions  

Expected Results Improve design validation and safety, reducing the effort. 

Conclusions Contract based fault tree analysis has been performed to check possible failure 
modes. The next step is to generate the FMEA. To do this we are currently working 
on defining the state machines for the system components. This will allow us to 
perform the Model Based FTA that is the input for the FMEA. 

3.9.2.1.1. System Design 

The entry data for the high-level system architectural design is the System requirements specification. For the 
DME system, a single relevant scenario has been selected for the purposes of this case study, which mainly deals 
with safety related aspects and has impact on the identified hazard for the system. We defined this scenario as 
“Shutdown Path”, which is part of the Monitoring and Control functional subset for the DME. 

The system requirements related to the Shutdown Path operational scenario have been imported in CHESS as 
SysML Requirements. Those requirements will be later formally expressed as Blocks properties using the 
provided methodologies, once the high-level system architecture has been defined. 

3.9.2.1.2. Shutdown Path and Monitoring and Control Requirements 

Within the Monitoring and Control functional subset of the DME, the selected scenario related requirements 
have been selected and imported in the CHESS tools. The importing of requirements will provide the capability 
to allocate and later trace the requirements towards the architectural elements within the design. It will also 
guide the formal specification of the constraints, which at this stage of specification are expressed in natural 
language.  

The requirements have been manually extracted from a DOORS database and imported in the CHESS tools with 
the SysML related element.  
 

 

Figure 192. System Requirements in DOORS 

3.9.2.1.3. Architecture definition 

The top-level system architecture of the DME 500 is defined in the SySML Block Diagram in Figure 193. This 
architecture is derived from both the high-level system requirements analysis and pre-existent systems designs. 
The main difference between the new DME design and the older systems is the presence of a dedicated 
subsystem for the active redundancy and safety controls realization named ECU (Executive Control Unit).  
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This subsystem enables the complete independence of the monitoring scheme.  

 

Figure 193. Block Definition Diagram for the DME500 System 

The redundant subsystems blocks have been highlighted by a double composition type association. The 
classifiers in the Block Diagram also show some of the internal properties (flow ports, explicit properties) which 
will be described later on. They also explicitly depict the constraint which will be defined in terms of contracts 
for the blocks.  

A brief description of the identified Blocks follows: 

• DME500: This <<Block>> represents the top-level System block. Thus, it has both the <<System>> and 
<<Block>> stereotypes. 

• TRX: this <<Block>> represents the transponder subsystem, responsible for receiving an interrogation 
signal from the aircraft and responding over. The system has a dual transponder for active redundancy. 

• RSW: this <<Block>> represents the relay switch module, responsible for selecting the on-air 
transponder from one of the two available.  

• Monitor: the Monitor subsystem is responsible for enabling a monitoring based reliable architecture. It 
periodically simulates a request to the system and analyzes several parameters in the system behavior. 
It is also responsible for generating alarms in case of detected system failures. The system architecture 
contains two independent monitor systems. 

• ECU: This subsystem is responsible for supervising the alarms status and taking actions that enable active 
redundancy for the whole system.  
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Figure 194. Internal Block Diagram for the DME500 System Block 
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Figure 194 shows the SysML Internal Block Diagram for the DME500 system. The architecture subsystems blocks 
have been modeled as “parts” for the DME500. Flow ports have been identified for the internal parts data, 
signals and other possible interaction or association points.  

Several different types of flow ports have been defined, modelling subsystem interconnection aspects: those 
have been specified by means of enumerations containing possible values or states for the data flow items:  

• RFSignal: this flow port type models the RF transactions (interrogation/reply) and the status of the channel 
according to the TRX (Valid/Invalid). 

• TRXAlarmStatus: this flow port models the status of the alarm as initiated by the monitor subsystems. The 
possible states are Normal, Primary Alarm and Secondary Alarm. 

• TRXCtrl: this flow port controls the activity of the transponders. Its status is On or Off. 

• RSWPosition: this flow port models the control of the RSW according to the currently operating 
transponder. 

• DME Mode: this port forwards the external mode change command. 
 
The DME500 IBD defines also the port delegation to the internal subsystems.  

3.9.2.1.4. Architecture refinement 

For the purposes of the AMASS case study CS9, only the Monitor subsystem architecture will be refined. The 
Monitor, together with the ECU is the main actor involved in the Shutdown Path scenario which is the object of 
this study. 

For the Monitor subsystem, complete structural model architecture will be provided and detailed in this 
paragraph. On the identified subsystem blocks an allocation of the Monitoring and Control requirements will be 
completed, thus identifying the main responsibilities of the architectural decomposition and performing a first 
partition of the system requirements. 

For the ECU block which represents the second mainly involved actor in the presented scenario, a behavioral 
refinement will be presented instead in terms of state machine and associated events. 
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Figure 195. Block Definition Diagram for the Monitor Subsystem 

The architecture refinement identifies four parts owned by the Monitor main block, according to the specified 
functionalities. Again, those blocks identified in the design derive both from the system requirements 
specification and from previous systems design and development.  

• StandardMonitor: this Block realizes the main parameters monitoring and related alarms generation. 

• HardwareMonitor: this Block is a redundant functionality which monitors only higher priorities parameters 
and generates the related alarms. This is intended to be an independent implementation of the most critical 
measurements and alarms. 

• RFSubsystem: this Block is responsible for the RF signal management and shall feed the measurement 
system.  

• MonitorIntegrityTest: this Block is responsible for realizing a continuous periodic integrity test of the 
monitoring and alarm generation functionalities. 

 
A further architecture refinement has been specified on the Standard Monitor: 

• MeasurementsSubsystem: this Block is responsible for processing the sampled RF signal and determining 
the requirement measurement. 

• AveragesAndAlarms: this Block is responsible for further processing the measurement acquired by the 
MeasurementsSubsystem. It is also responsible for the alarms generation. 
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Figure 196. Internal Block Diagram for the Monitor Subsystem 

Figure 196 Shows the Internal Block Diagram for the Monitor Block. As previously pointed out, the 
HardwareMonitor and StandardMonitor are both parts of the main Monitor block, acting independently. Both 
monitoring subsystems are fed by the RFSubsystem by a RFSignal type flow-port. The delegation on this IBD 
shows the RFSubsystem taking care of RF signal, whereas both the StandardMonitor and Hardware Monitor are 
connected to the TRXAlarmStatus type flow-port of the main Block.  

 

Figure 197. Internal Block Diagram for the Standard Monitor Subsystem 

Figure 197 shows the Internal Block Diagram for the further refinement of the Standard Monitor Subsystem. The 
flow-port delegation here is straightforward. A new flow-port has been introduced for interfacing the 
measurementSubsystem and the averageAndAlarms parts. The type of this port however has been left 
undefined. Those two parts will likely be leaf items in the architecture refinement and the specification of the 
flow-port will be completed once the details of the functionalities have been discovered. The 
measurementSubsystem part for instance could be realized by an FPGA module and the averagesAndAlarms by 
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a SW component and the flow-port specification will drive the interface specification between the two items, 
thus defining the HW-SW interface.  

 

Figure 198. State Machine for the ECU Block 

Figure 198 shows the State Machine diagram for the ECU Block. The State Machine models the ECU behavioral 
aspects of the system architecture and represents a detailed aspect of it.  

In the ECU SM the main system states can be observed (Normal, Warning, and Alarm) with the macro-state 
Operating denoting the system providing a valid functionality.  

The transitions between states report the identified Events for the specified behavior, and the associated SysML 
Event Reception operations within the ECU. The identified events include: 

• GenerateTRX1/2PrimaryAlarm: A primary alarm has been generated by the Monitor on the MonitorAlarm 
flow-port. 

• GenerateTRX1/2SecondaryAlarm: A secondary alarm has been generated by the Monitor on the 
MonitorAlarm flow-port. 

• BeaconOn: this event is directly generated on the ECU when a manual “reset” is performed from an Alarm 
state. 

The Conditional block of the ECU State Machine refer to the ECU internal property for the TRX1/2 status 
(Normal, Primary or Secondary Alarm).  
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3.9.2.1.5. Requirements Allocation to Blocks in refined architecture 

The System Requirements selected for the scenario which is subject of this analysis have been imported in the 
CHESS model using the <<Requirement>> model element. 

Figure 200 shows the Requirement Imported in the CHESS model tree view. Requirements have been inserted 
in the <<RequirementView>> of the CHESS model. 

 

Figure 199. DOORS System Requirements imported in CHESS Model 

Subsequently the imported requirements have been allocated to the formerly identified System Blocks at several 
levels of the architecture refinement using SysML Requirement Diagrams. The <<Satisfy>> dependency 
stereotype provided within the SysML CHESS palette has been used for the requirements tracing.  

The <<Requirement>> stereotyped classifiers have several view options in the requirement; in the provided 
Requirement Diagrams only the Stereotype, Requirement Name and Requirement ID have been selected.  

The identified requirements allocation affects the architecture Blocks at several level of refinement: 
requirements allocated to Blocks which are parts of upper level Blocks are to be considered to be traced also to 
those latter. 

Figure 200, Figure 201, Figure 202, Figure 203 show the specified Requirement Diagrams with allocation to 
architecture Blocks.  
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Figure 200. Requirements allocation for Measurement Subsystem and HW Monitor 

 

 

Figure 201. Requirements allocation for the AveragesAndAlarms Block 
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Figure 202. Requirements allocation for the MonitorIntegrityTest Block 

 

 

Figure 203. Requirements allocation for the RFSubsystem Block 

3.9.2.2. Contract based safety analysis 

The requirements analysis and subsequent allocation to system elements pointed out several constraints in the 
functionalities, mostly related to safety requirements already defined in the System Requirements Specification.  

Those constraints can be formally expressed by means of contracts.  

After contracts have been defined, they can be refined according to the system architecture refinement. The 
result can be later analysed for consistency, in order to gather formal proofs that the architectural model 
satisfies the higher level contracts.  

Other types of safety analysis can be also obtained from contract-based approach, such as contract-based fault 
trees. 

3.9.2.2.1. Contracts specification 

For the purposes of this design contracts will be defined at the first two levels of architecture refinement.  

Each contract is specified by means of an “assumption” and a “guarantee”, both formalized using the OCRA 
language. 

The top-level system related identified constraint is related to the RF Signal Integrity while in operative mode 
(e.g. with the station broadcasting the ID code and in normal operation).  
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Figure 204. Contracts and contracts refinements for the DME500 system and internal blocks 

In Figure 205 the top-level RF Integrity contract definition is provided. The assumption for this contract is the 
system being in operative mode. Thus, in any other mode the contract will not be applicable, and a guarantee 
fail will not impact. 
 

 

Figure 205. DME RF Integrity Contract 

The high-level contract basically specifies that whenever the mode is operative, the RF signal shall be either valid 
or if it is invalid in the future it shall be either OFF or become valid again.  

For this kind of analysis, the OCRA language also provides Hybrid time model (discrete and continuous) which 
enables the use of the keywords time_until in order to define a strict time constraint instead of the more generic 
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“in the future” which refers to a future step in the discrete time model. However, the current implementation 
does not allow the constraint analysis using a hybrid model, thus the more generic discrete time model has been 
used for the contracts definition.  

 

Figure 206. Monitor Alarms Integrity Contract 

Figure 206 shows the Contract definition for the Monitor Primary Alarm generation. For the purposes of this 
document the concept of Secondary Alarm will not be specified, as it requires different parameters of the 
measurements. A future further refinement of the architecture will detail the concept and expand the contract 
definition. The contract as defined simply states that without any assumption an Invalid RF (for any 
measurement parameter) will result in the future in an occurrence of a status of PrimaryAlarm on the monAlarm 
flow-port.  
 

 

Figure 207. Detail of the ECU shutdown Integrity Contract "Guarantee" 

Figure 207 shows the “Guarantee” part of the ECU Shutdown Integrity Contract. The ECU internal logic takes 
actions on alarms and this guarantee constraint explicitly defines the required ECU reaction according to the 
system status for the transponder and the status of alarms.  

 

Figure 208. RSW Switching Integrity Contract 

Figure 208 shows the RSW Switching integrity contract. It basically ensures that a change of state of the Control 
flow-port results in a switch on the active transponder.  
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Figure 209. TRX Shutdown Integrity contract 

Figure 209 shows the TRX Shutdown Integrity contract. The contract enforces the TRX Block to set the rfOut 
flow-port to Off according to the status of its trxCtrl flow-port.  

3.9.2.2.2. Functional Verification: Contracts refinement analysis 

 

Figure 210. Contract Refinement check for Monitor Contract 

 

 

Figure 211. Validation Property parameters for Monitor Contract 
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Figure 212. Functional verification for Monitor Contract 

Before checking the high-level contract refinement, a functional verification of contracts for the Monitor and 
ECU has been performed.  

In detail, Figure 212 and Figure 213 show the functional verification for the single Blocks at lower level. Figure 
212 shows on top the validation properties forcing the rfOutput flow-port from invalid to valid, and on the next 
step the monitor changing the related alarm status.  

 

Figure 213. Functional verification for ECU contract 

In Figure 214 the DME500 top level contract refinement check results are shown. The overall functional analysis 
shows that the contract refinement specified on the architecture is correct.  
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Figure 214. Contract Refinement Check 

3.9.2.2.3. Fault Tree generation 

Once the contract refinement has been defined and validated within the functional analysis, a contract-based 
FTA (fault tree analysis) can be performed.  

The CHESS tool allows the generation of a fault tree from the Contract Model.  

The generated FT however has a different meaning from a functional FTA. In the FT the blocks are related to the 
contracts guarantees: a “Functional Failure” of a classic FT in the contract model is translated to the violation of 
the assumption-guarantee specified in the contract.  

Figure 215 shows the Contract based Fault Tree generated for the specified contract model of the DME500 
system. On the top level the main “Failure” is the DME500 RF Integrity contract.  

 

Figure 215. Contract Based Fault Tree 

The next step is to generate the FMEA. To do this we are currently working on defining the state machines for 
the system components. This will allow us to perform the Model Based FTA that is the input for the FMEA. 
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3.9.2.3. Inputs for Software Requirement Specification and improvement recommendations 

The system architecture design and the functional analysis and allocation of requirements described above 
represent the mandatory steps before a lower level requirement specification on identified items can be 
performed.  

The architecture refinement activity has identified in particular the AveragesAndAlarms functional Block within 
the StandardMonitor and Monitor subsystem. In the DME500 this functional block will be realized by a Software 
Item in the physical architecture.  

The performed analysis on the architecture can represent evidences to the downstream item processes, such as 
the identified Monitor SW Item. 

Time dependent operations are also allocated to the functions. If the total time required for the system to 
perform an operation is critical, the time allowed for each function to perform its portion of the process must 
be allocated and the sequence specified. For each sequence, the characteristics of the inputs and outputs 
between functions must be identified (e.g. by means of flow-ports). In completion of the Requirements Loop, as 
the functional allocations are established they are continually evaluated against the original requirements. In 
addition, the functional allocations are one of the criteria used in parallel activities of functional architecture 
and interfaces definition. If required, the allocations may be modified as a result of these activities. In some 
cases, this may reflect into reassessments of the Requirements Analysis results.  

Thus, an improvement recommendation would be to integrate a hybrid time model in the Contracts Refinement 
Analysis in order to formalize time dependent constraints and validate them.  
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3.9.3. US2: Safety Case (SWV) 

During this phase (SWV) of the SW development process, the basic blocks “Compliance Management” and 
“Evidence Management” of the AMASS platform helps to guarantee that the SW Development Process follows 
the correct procedures according to ED-109 standards: the complete traceability should be assured, from the 
ED-109 objectives to the source code, through all the artefacts. 

The related activities consisted of the modelling of the objectives of the software standard (for CNS/ATM 
systems) ED-109, through basic AMASS tools (OpenCert). As a result, a set of evidences was collected, which 
shall be mapped to the actual artefacts collected at the end of the SW development, to check the fulfilment of 
all the objectives. 

 

Figure 216. ED 109 Model 

The so-called “Automatic generation of process-based arguments” AMASS functionality (belonging to STO4) is 
validated/verified through the Usage Scenario 2: 

• Safety Case → Evidence Generation; a two-step process has been implemented: 

o Modelling of the ED-109 objectives (Standard Modelling and Compliance Management). In Figure 217 
an excerpt of the automatically generated argument fragment using OpenCert, related with the ED-
109 objectives plan for compliance is shown. 

o Comparison, at the end of the SW developments, of the generated evidences vs. the ED-109 
requirements (Compliance Mapping). Also, the previously generated arguments are completed linking 
the generated evidences with the solutions in GSN that when used for supporting the claims. 
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Figure 217. Excerpt of the generated argument fragment based on the standard compliance definition 
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3.9.3.1. STO4 Cross Intra-Domain Reuse 

Table 67. CS9-Cross-Intra Domain Reuse: US2-Compliance Management 

Realisation Scenario Compliance Management 

Scope Modelling of the ED-109 objectives and association, to each objective, of the 
preliminary conditions necessary to the fulfilment of the objective. 

Tool Settings OpenCert 

Participants • Tool Provider: TEC 

• Tool User and Data Analysis: THI 

Activities 1. Create OpenCert project 
2. ED-109 objectives modelling 
3. Collection of the required evidences 

Usage Decisions  

Expected Results Simplification of the process aimed at certifying the alignment with the applicable 
standards. 

Conclusions ED 109 standard has been modelled. The tool allowed us to create this model in a 
quite user friendly and intuitive way. 

Table 68. CS9-Cross-Intra Domain Reuse: US2-Evidence Generation and Evidence Management 

Realisation Scenario Evidence Generation and Evidence Management 

Scope Comparison, at the end of the SW developments, of the generated evidences 
(artefacts) with the evidences required by the ED-109. 

Tool Settings OpenCert 

Participants • Tool Provider: TEC 

• Tool User and Data Analysis: THI 

Activities 1. Collection, during the SW development, of the required artefacts, through 
the AMASS tool. 

2. Data comparison, analysis and validation. 

Usage Decisions  

Expected Results Simplification of the process aimed at certifying the alignment with the applicable 
standards. 

Conclusions The development is still in progress and not all the evidences are available. 

 
AMASS tool could help the certification process in some specific steps like for example providing the evidence 
that the architecture has been defined or providing the traceability between requirements and architecture 
items. 

Some other evidences cannot be directly managed in the AMASS Platform tools, such as for example the fact 
that each document has been peer-reviewed by a reviewer team and is under configuration management. 
The evidences of this ED-109 objective are: the review forms and comments from the reviewers; an audit on 
the document configuration management repository, the document related PCRs in the problem reporting 
system, the revision history table in the document, etc.... 

What the AMASS Platform tools allowed us, is to model the ED-109 standard, to create a Safety Case including 
a subset of the ED-109 objectives (the ones that are mandatory for the safety level we are working with) and 
to link the evidences that satisfy the objectives. 

Some evidences are directly managed by the AMASS Platform tools, as for example the system and Monitor 
architecture, while some others are outside the tool and a reference to the evidence repository has been 
added. 
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Moreover, many among the ED-109 objectives are satisfied by artefacts and argumentations that need to be 
produced or described in document form and these documents must be anyway available for a certification 
auditor. This is not a limitation of the AMASS Platform tools, but maybe ED-109 requires a development 
process, evidences and argumentations that are not easily manageable with a tool. 

To have a real, significant benefit in certification, all the development process should be managed and traced 
by the AMASS Platform tools. This could have a non-negligible impact on the complete development process 
and on the company standards and guidelines. The feasibility should be carefully evaluated and this is beyond 
the scope of the case study. 

3.9.4. Coverage of AMASS Prototype P2 Architecture  

Table 69 illustrates the implemented functionalities during all the three iterations of the Case Study 9.  

Table 69. AMASS Prototype P2 Coverage by CS9 

STO AMASS Functionality Group Tools 

Architecture-

Driven 

Assurance  

(STO1) 

System Component Specification CHESS 

System Architecture Modelling for Assurance CHESS  

Architectural Patterns support with Papyrus/CHESS - 

Contract-based Assurance Composition CHESS/OCRA 

V&V Activities OCRA, xSAP 

Requirements Support CHESS/OCRA 

Multi-Concern 

Assurance 

(STO2) 

Assurance Case Specification - 

Dependability Assurance - 

System Dependability Co-Analysis/Co-Assessment  - 

Contract-Based Multi-concern Assurance  - 

Seamless 

Interoperability 

(STO3) 

Evidence Management OpenCert 

Access Manager - 

Data Manager OpenCert 

Tool Integration Management - 

Collaborative Work Management - 

Tool Quality Assessment and Characterization - 

Cross Intra-

Domain Reuse 

(STO4) 

Compliance Management OpenCert 

Reuse Assistant - 

Semantics Standards Equivalence Mapping  - 

Impact Analysis - 

Process-related reuse via management of variability at process 

level 
- 

Product-related reuse via management of variability at product 

level 
- 

Assurance Case-related reuse via management of variability at 

product level 
- 

Automatic generation of Process-based Arguments - 

Automatic generation of Product-based Arguments - 

3.9.5. Conclusions 

At this stage, the main benefits and potential improvements are identified in Table 70. 
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Table 70. Benefits and potential improvements for CS9 

Artefact Achievement/Benefits Improvements/Recommendations 

Standards 
Models Creation 
(OpenCert) 

• Modelling of ED-109 EUROCAE 

standard1 

• Performance 

Assurance 
Project Creation  
(OpenCert)  

• Selection of the ED 109 objectives 
based on the “Assurance level”. 

• Wizard for project creation 

• Usability/User Interface 

• Performance 

• Prevent meaningless selections during 
project creation 

Evidence 
modelling in 
OpenCert 

• Evidence modelling connects artefacts 
with the assurance case. 

• Unclear how to handle versions 
especially for artefacts which are 
continuously updated  

Design of 
system/software 
architecture 
(CHESS) 

• All the information defined in a single 
model. 

• SysML standard and profiles available. 

• Sometimes some options are missing and 
random clicking is needed to make it 
reappear again. 

• Similar analyses in different menus. 

• Tool maturity could be improved. 

• Model validation menu items not 
properly/ not yet implemented. 

Dependability 
assessment 
(CHESS) 

• Safety analysis integrated with all the 
other development phases. 

• Early validation of architecture 
modelling with respect to formal safety 
constraints definition. 

• Unsupported hybrid model for 
functional verification of contracts does 
not allow the definition of time-based 
constraints. 

• Contract based fault tree labelling. 

Cyber Physical 
Aspects 

• The DME system and the its Monitor 
subsystem have input and output radio 
frequency signals. 

• Part of these signals are modelled in the 
architecture and block diagrams. 

 

 
  

                                                           
1 The modelling of ED 109 took about three weeks. Once all the evidences are in the tools, a report will be generated 
to support a possible audit. 
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3.10. Case Study 10: Space domain: Certification basis to boost the usage 
of MPSoC architectures in the Space Market 

3.10.1. Case Study Specification 

The objective of this Case Study is to validate the different architectures and related tools developed in 
AMASS. For the second iteration, feedback was provided. For the third iteration, a benchmarking for those 
tools will be provided.  

The case study of TAS is mainly focalized in including multicore architectures capable of in-flight 
reconfiguration in actual payload data processing equipment. The target is to replace legacy designs in actual 
flight missions using multicore improved performances to overcome the limitations imposed by classic ASIC 
designs. This implies two Usage Scenarios: 

• US1: Scalable Sensor Data Processor Breadboard (SSDP) 

• US2: Reconfigurable FPGAs 

Usage Scenarios US1 and US2 follow the same Data Collection structure described in D1.2 [2]. US1 is more 
focused in multicore systems and US2 is mainly focused in the validation of reconfigurable in-flight changes 
is the FPGA design. The main target is to keep compliant with the standards the parts of the project that have 
not been modified, meanwhile the modified ones will be the only ones to be restudied to check its 
compatibility, not affecting the first ones. As summary: validate and certificate the whole solution by 
validating only the parts that have changed. 

A technical description of this case study can be found in the deliverable D1.1 “Case studies description and 
business impact” [1]. 

Based on the definition of usage scenarios provided in D1.1 [1] and the data stored in D1.2 [2], this case study 
provides feedback to the AMASS Platform tools by testing the tools and giving advices to tool developers. 

Usage Scenario 1: Scalable Sensor Data Processor Breadboard (SSDP) 

SSDP is an architecture developed to satisfy the needs of the applications that request the fast processing of 
a high amount of data for smart sensors, to be used in space exploration missions. This architecture combines 
fixed point DSP IP with a LEON controller. The inherent scalability of the Network-on-chip (NoC) architecture, 
as well as the efficient combination of GPP and DSP processor cores are very interesting for future large and 
ultra-powerful processor ASICs, however, a strict validation and certification strategy will be key to allow the 
widespread usage of such a powerful device in different scenarios with very different criticality constraints. 

Multicore programming is still not approved for in-flight missions due the hard requirements to validate and 
certificate in actual payload data processing equipment. For SSDP, one LEON core also contains 2 
programmable processing cores based on Xentium® DSP cores. 
 
Usage Scenario 2: Reconfigurable FPGAs 

The telecommunication broadband regenerative payloads and its associated platforms and the Earth 
Observation payloads, need to be adaptable while in-flight missions. Every piece of software must be 
completely proven and validated before taking off, after that moment no change is allowed to continue the 
mission. Reconfigurable FPGAs with self-healing capabilities are not allowed to operate completely in space 
missions.  AMASS will be the platform which should guarantee that every change will be compliant with the 
standards and all the rigid rules imposed by the ESA or other international agencies.    

The System that has been modelled using the AMASS solutions is called Secure HLINK, a basic application SW 
module to implement cyphering of the data link between the SCC (Satellite Control Centre) and the on-board 
platform. The ASW performing this security function is implemented to be compatible for MPSoC 
architectures, or FPGA-based. Secure HLINK is responsible for: 

• Security configuration of the following links: 
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o From the SCC to the On-board platform. 
o From the On-board platform to the SCC. 
in terms of authentication, keys, etc. 

• TC (Telecommand) processing and routing. 

• TM (Telemetry) generation. 

3.10.1.1. Cyber Physical Aspects 

The functions implemented in this Case Study at requirements and design level have considered assumptions 
in accordance with following ECSS standards: 

• ECSS-Q-ST-40C Space product assurance – Safety. 

• ECSS-Q-ST-40-02C – Hazard analysis. 

• ECSS-Q-ST-40-12C – Fault tree analysis (adoption notice ECSS/IEC 61025): This Standard defines 
requirements for the performance of Fault Tree Analysis (FTA) on space projects and incorporates the 
IEC 61025 standard into the ECSS system. 

• ECSS-Q-ST-20-07C – Quality and safety assurance for space test centres. 

NOTE:  These standards may be tailored for the specific characteristic and constraints of a space project in 
conformance with ECSS‐S‐ST‐00. 

These standards are applicable to all European space projects and define the safety programme and the 
safety technical requirements aiming to protect flight and ground personnel, the launch vehicle, associated 
payloads, ground support equipment, the general public, public and private property, the space system and 
associated segments and the environment from hazards associated with European space systems. 

Also, these standards were developed to ensure that space test centres working for European space projects 
operate a quality and safety assurance system in line with ECSS requirements, internationally recognised 
standards (EN 9100:2009, ISO/IEC 17025:2005) and best working practices. 

Related to cyber-security aspects, the functions implemented in the Case Study are related with:  

• Information Security, it is concerned with the protection of confidentiality, integrity, and availability of 
information. 

• CIIP (Critical Information Infrastructure Protection), since the system is operated by critical 
infrastructure providers, in this case telecommunication/observation missions. The system is to be 
protected and resilient against security risks. 

• Network security, in the sense that the code is designed to protect a link (operations link between the 
Satellite Control Centre and the Space Craft). 

3.10.2. US1 & US2: BSW modelling for SSDP & reconfigurable FPGA architectures 

3.10.2.1. STO1 Architecture-Driven Assurance 

Papyrus requirements table for CS10 is shown in next figure below (see Figure 218). CS10 requirements have 
been re-designed to cover not only the basic functionality of the secure communications link, but also a 
combination of security and safety aspects. 
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Figure 218. CS10 requirements table (Papyrus) 

Data types definition diagram in CHESS is shown below (see Figure 219): 

• Encryption_Mode: represents the mode how TCs are received from SCC (clear mode or encrypted 
mode, requiring de-cyphering process). 

• TC_identifier, used to identify the TC to be processed. “to_payload” TC shall be routed to other on-
board equipment different than the Secure HLINK. 

• Security_Layer_Mode represents the mode how TMs are sent to SCC (clear mode or cyphered mode, 
requiring cyphering process).  

• User_Security_Role, used to define user permissions related to received TCs. 

 

Figure 219. CS10 Data Types definition diagram 
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System block definition diagram defined in CHESS is shown in the figure below (see Figure 220). It includes 
all System properties (ports) and constraints (formal properties and contracts). 

Secure HLINK consist of: 

• TMTC: This block is in charge of receiving a TC for any bus and delivering it to the COMSEC block. Also, 
it is in charge of receiving a TM from the COMSEC block and delivering it to the required bus. 

• COMSEC: This block is in charge of receiving a TC from the TMTC block and decrypting the TC if its 
Encryption Mode is Encrypted. Also, it is in charge of receiving a TM from any other Subsystem, and 
encrypting this TM if the Security Layer Mode is Activate. Finally, it is in charge of checking the MAC 
and Data Length of the received TC and TM. 

• PUS_PSR. This block is in charge of parsing the TC and forwarding the TC to the PUS_EXE block if the 
TC is local or route the TC otherwise. 

• PUS_FLT: This block is in charge of filtering the TC and checking if its UID is allowed to execute this TC. 

• PUS_RTR: This block is in charge of receiving a TC and routing this TC to other on-board equipment. 
Also, it is in charge of receiving a TM from other on-board equipment and routing this TM to the 
PUS_PSR block. 

• PUS_EXE: This block is in charge of receiving a TC and executing it. The list of TC that can be executed 
are: 

o sec_on 
o sec_off 
o sec_conf 

• Authentication Layer Configuration: This block is in charge of authenticating the user and checking its 
User Security Role. 

• Security Layer Configuration: This block is in charge of updating the selected security Key that shall be 
used by the COMSEC block. 

 

Figure 220. CS10 CHESS System Block Definition diagram 
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The CHESS Internal block diagram (see Figure 221) shows interactions among main System Block (Secure 
HLINK) and Sub-system blocks: 

• TMTC 

• COMSEC 

• PUS_PSR 

• PUS_FLT 

• PUS_RTR 

• PUS_EXE 

• Authentication Layer Configuration 

• Security Layer Configuration 

The basic flows are: 

• A sec_on TC is received and processed by the HLINK activating the security layer. A TM is generated to 
report the status to the SCC, deactivating the security layer. When the security layer is activated, the 
output TM is cyphered in the COMSEC block, otherwise the TM is sent to the ground in clear mode. A 
TM is generated to report the status to the SCC. 

• A sec_conf TC is received and processed by the HLINK updating the security key used in the cyphering 
or de-cyphering process. A TM is generated to report the status to the SCC. 

• A to_payload TC is received and routed by the HLINK to other on-board equipment. A TM is generated 
to report the status to the SCC. 

• A TC with a not valid MAC is received and processed by the HLINK generating a MAC_Error_TM. This 
TM is sent to the SCC to report the failure. 

• A TC with a not valid Data Length is received and process by the HLINK generating a 
Data_Length_Error_TM. This TM is sent to the SCC to report the failure. 

• A TC with an unknown UID is received and processed by the HLINK generating a 
Authentication_Error_TM. This TM is sent to the SCC to report the failure. 

• A TC with a User Security Role not allowed to execute this TC is dropped by the HLINK. A TM is sent to 
the SCC to report the failure. 
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Figure 221. CS10 CHESS Interfaces Diagram 

Secure HLINK Nominal state machines are depicted below (see Figure 222 and see Figure 223). Initially the 
System security layer is deactivated. When a security on TC is received, system makes a transition to Activate 
state. In this state TM are sent to SCC in clear mode. 

Otherwise, when a security off TC is received, system makes a transition to Deactivate state. In this state TM 
are sent to SCC in cyphered mode. 

 

Figure 222. CS10 COMSEC Nominal State Machine 
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Figure 223. CS10 PUS_PSR Nominal State Machine 

Secure HLINK Error model is shown hereafter (see Figure 225). When an internal error occurs, system makes 
a transition from Initial to Error state. Therefore, the system is not able to make a transition from Activate 
state to Deactivate state or vice versa. 

 

Figure 224. CS10 COMSEC Error Model 

Based on these state machines and looking for the parser error condition, the secure HLINK Fault Tree 
Analysis and Failure Mode and Effect Analysis are shown below: 
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Figure 225. CS10 FTA diagram 

 

Figure 226. CS10 FMEA diagram 
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3.10.2.2. STO2 Multi-concern Assurance  

Using AMASS P1 Prototype iteration, some work was performed on CS10 multi-concern assurance, in which 
an architectural assurance model for SW in Space Domain, following standard ECSS-Q-ST-80C, was defined 
[4]. 

For the P2 Prototype, multi-concern tagging was performed over formal properties written for the CS10 
CHESS modelling. 

Security concerns are assigned to the following formal properties: 

• COMSEC.TC_Decryption 

• COMSEC.TM_Encryption 

• COMSEC.Check_Valid_MAC 

• COMSEC.Assumption_Encrypted_TC_Reception 

• COMSEC.Assumption_TM_Reception_In_Activate_Mode 

• PUS_PSR.MAC_Error_TM_Delivery 

• PUS_PSR.Drop_Invalid_TC 

• PUS_PSR.Check_TC 

• PUS_PSR.Assumption_MAC_Error 

• PUS_PSR.Assumption_Data_Length_Error 

• PUS_FLT.Check_User_Security_Role 

• PUS_FLT.Security_Role_Not_Allowed 

• PUS_EXE.Activate_Security_Layer_Mode 

• PUS_EXE.Deactivate_Security_Layer_Mode 

• PUS_EXE.Update_SPI 

• PUS_EXE.TM_status_Delivery 

• PUS_EXE.Activate_Security_Layer 

• Security_Layer_Configuration.Key_Select 

• Authentication_Layer_Configuration.User_Security_Role_Select 

• Authentication_Layer_Configuration.Authentication_Error 
 
Security concern are defined using concern attribute in the formal property stereotype as depicted below. 

 

Figure 227. CS10 security concern 

Safety concerns are assigned to the following formal properties: 

• COMSEC.Check_Valid_Data_Length 

• PUS_PSR.Data_Length_Error_TM_Delivery 

• PUS_PSR.Generate_Packet_Sequence_Index 

Safety concerns are defined using concern attribute in the formal property stereotype as depicted below. 
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Figure 228. CS10 safety concern 

Performance concerns are assigned to the following formal properties: 

• PUS_PSR.TM_Generation_Time 

Performance concerns are defined using concern attribute in the formal property stereotype as depicted 
below. 

 

Figure 229. CS10 performance concern 

3.10.2.3. STO3 Seamless Interoperability  

Having the CS10 requirements elaborated for STO1, it has been performed a quality assessment by using the 
Requirement Quality Analyser (RQA) tool. 

First step is the import of requirements taken from UML file created in the CHESS tool: 
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Figure 230. CS10 quality assessment 

Then, the creation of some metrics is needed, to be used for the requirements evaluation. 

For unit consistency metrics it has been added a simple metric that includes IS terminology for units: 

 

Figure 231. CS10 consistency metrics 

For completeness (two metrics created: pattern coverage & terminology coverage): 
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Figure 232. CS10 completeness metrics 

Existing correctness metrics in RQT have been reused (up to 21): 

 

Figure 233. CS10 correctness metrics 

To avoid bad syntax errors, some specific terms were added to the ontology: 
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Figure 234. CS10 ontology terms 

To include CS main concepts, following terms were added to the Ontology: 

 

Figure 235. CS10 ontology noums 

After performing the “Assess Quality” option, the requirements CCC scores are obtained: 
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Figure 236. CS10 assess quality 

Metrics general dashboard: 

 

Figure 237. CS10 metric statistics 

The ‘most frequent error’ found has been the use of and /or in some requirements: 
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Figure 238. CS10 most frequent error 

Consistency metrics (only 1 requirement has units): 

 

Figure 239. CS10 measurement units consistency metric results 
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Terminology coverage (completeness) metric: 

 

Figure 240. CS10 terminology coverage metric results 

3.10.3. Coverage of AMASS Prototype P2 Architecture  

Table 71 illustrates the implemented functionalities during all the three iterations of the Case Study 10.  

Table 71. AMASS Prototype P2 Coverage by CS10 

STO AMASS Functionality Group Tools 

Architecture-

Driven 

Assurance  

(STO1) 

System Component Specification CHESS 

System Architecture Modelling for Assurance CHESS 

Architectural Patterns support with Papyrus/CHESS - 

Contract-based Assurance Composition CHESS/OCRA 

V&V Activities CHESS, V&V Manager, xSAP, FTA 

Requirements Support 
CHESS, OCRA, Verification Studio 

Quality, OSLC-KM 

Multi-Concern 

Assurance 

(STO2) 

Assurance Case Specification OpenCert 

Dependability Assurance OpenCert 

System Dependability Co-Analysis/Co-Assessment  OpenCert, CHESS 

Contract-Based Multi-concern Assurance  OpenCert, CHESS 

Seamless 

Interoperability 

(STO3) 

Evidence Management OpenCert 

Acess Manager - 

Data Manager OpenCert 

Tool Integration Management OSLC 

Collaborative Work Management CHESS+CDO 

Tool Quality Assessment and Characterization - 
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STO AMASS Functionality Group Tools 

Cross Intra-

Domain Reuse 

(STO4) 

Compliance Management OpenCert, EPF 

Reuse Assistant - 

Semantics Standards Equivalence Mapping  - 

Impact Analysis - 

Process-related reuse via management of variability at 

process level 
- 

Product-related reuse via management of variability at 

product level 
- 

Assurance Case-related reuse via management of variability at 

product level 
- 

Automatic generation of Process-based Arguments - 

Automatic generation of Product-based Arguments - 

3.10.4. Conclusions 

At this stage, the main benefits and potential improvements are identified in Table 72. 

Table 72.  Benefits and potential improvements for CS10. 

Artefact Achievement/Benefits Improvements/Recommendations 

Requirements 
specification and 
formalization 

• SW requirements specification. 

• Requirements formalization. 

• Requirements mapped formal 
properties. 

• Formal specification language (OCRA) 
not very intuitive, requires more training 
or examples (for example to formalize 
execution of SW functions). 

Design of 
system/software 
architecture 

• Class diagram. 

• Blocks diagram (BDD). 

• Interface diagram (IBD), modelled 
using flow ports. 

• Static and also dynamic 
architectures can be defined. 

• Just a single model is needed. 

• In BDD diagrams, we do not know very 
precisely how to use other properties 
apart from flow ports. 

• Possibility to hide connector lines in the 
IBD for the sake of clarity. 

• Formal Properties editor should use also 
parts and functions (not just ports). 

• Data types does not support inner data 
types (e.g. car wheel). This feature 
would improve legibility. 

• Multi concern only support would be 
useful for other objects than formal 
properties: safety, security and 
performance, other values would be 
useful. 

• The same or similar process can be 
launched from different menus. 

• Links between state machines would be 
useful. 

• Guard and Effects procedure is very 
manually. 

• Tool maturity could be still improved 
e.g. fix bugs. 

Contracts & Contract 
refinement 

• Contracts made based on Design 
Blocks formal properties. 

• More information and training would be 
needed for importing this multi-concern 
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Artefact Achievement/Benefits Improvements/Recommendations 

• Contract refinement done using 
multi-concern formal properties. 
This methodology will allow future 
co-engineering for systems 
derived from this model. 

data in other tools of the chain (e.g. FTA 
generation). 

V&V Tools • Check on formal properties not 
working with preliminary CS10 
model. Then, data types were 
changed in the new model during 
the last iteration, to use those 
types better supported. 

• Automated and early-phases 
verification of product 
requirements. This may help in 
certification processes or as 
justification to reduce effort in 
validation phase. 

• Include EByte array type to be used as 
the port type in the model. 

Assurance case 
architecture 

• Standard & argumentation base 
model. 

 

Allocate & Derive 
requirements 

• Template and validate model to 
derive requirements. 

 

Analyse the interplay • Explicit analysis of risks and 
security based in formal aspects 
described above. 

 

Conduction of safety 
analyses 

• The V&V and safety analyses 
provide evidences of the 
fulfilment of the project 
requirements. 

• Evidences directly obtained from 
the model. 

 

Safety Analysis • Documents are generated 
automatically. 

 

Multi-concern 
Assurance Model 

• Security/Safety/Performance 
concerns allocation was 
performed over CS10 System 
requirements.  

• Space Standards tailoring using 
OpenCert is potentially a very 
useful tool for a product reuse in 
similar but not identical projects. 

 

Evidence 
Management 

• Evidences directly obtained from 
the model.  

• The generated evidences are 
successfully stored.  

 

RQT • The tool is very practical for 
automate the process of 
guaranteeing requirements 
quality, for user requirements 

• Foreseen to get “evolution 
scoreboard” (from initial requirements 
to current ones). 
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Artefact Achievement/Benefits Improvements/Recommendations 

documents or for technical 
specifications.  

• Initial extra effort is needed to 
create rules database, but later 
there will be important savings 
because most of the rules can be 
reused.  

• Main benefit is the follow up of 
the requirements quality scores 
along the PLC, and also for 
requirements maturity (to be 
able to negotiate user 
requirements in the offer phase 
depending on their quality) which 
is also important for later REX 
analysis (to identify extra costs 
derived from requirements 
evolution). 

• Rules database templates should be 
increased to minimize initial effort. 

Collaborative Work 
Management 

• CHESS project in UML format, 
used for System Architecture was 
uploaded to CDO using export 
feature. This feature allows 
centralization of project files, 
saving efforts relative to project 
management. 

• Feature supports user control, 

preventing several users from 

modifying the same object (by files 

lock), however, there are no user and 

versioning control, which would be 

very desirable to adopt the tool in the 

enterprise. 

• It would be interesting to continue 
developing CHESS export functionality 
for full support of all the generated 
project documentation (diagrams, 
reports, etc.). 

Overall comments • User manual allows a soft landing 
with the tool. 

• WP session videos are a useful 
guidance.  

• Linux edition of the platform should be 
released. 

Cyber Physical 
Aspects 

• ECSS safety standards are 
considered in the CS. 

• CS10 considers CPS aspects 
relative to Information Security, 
CIIP and Network Security. 

• Potential CR to ECSS relevant standards 
to include multi-concern aspects and 
co-engineering. 
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3.11. Case Study 11: Space domain: Design and efficiency assessment of 
model-based Attitude and Orbit Control software 

3.11.1. Case Study Specification 

The Attitude and Orbit Control Subsystem (AOCS) is used for a number of different telecommunication 
satellite platforms. Attitude control is controlling the orientation of the satellite with respect to an inertial 
frame of reference or other entity. Orbit control is controlling the positioning of the satellite in orbit. 
Controlling the attitude and orbit requires sensors to measure the satellite orientation, actuators to apply 
the torques needed to re-orient the satellite to desired attitude and/or orbit and algorithms to command the 
actuators based on sensor measurements and specification of desired attitude and/or orbit.  

The development of critical on-board software applications such as AOCS is continuously becoming more 
complex as space missions become more autonomous. At the same time, it is expected that the pressure on 
budget and schedule will continue to increase such that the demand for efficient software development still 
ensuring dependability will increase.  

In European space projects, the development of any SW must be fully compliant to at least the following 
ECSS standards: 

• ECSS-E-ST-40C Software general requirements  

• ECSS-Q-ST-80C Software product assurance 

There are a number of additional standards for management processes: 

• ECSS-M-ST-10C_Rev.1 Project planning and implementation (6 March 2009) 

• ECSS-M-ST-40C_Rev.1 Configuration and information management (6 March 2009) 

• ECSS-M-ST-60C Cost & schedule management (31 July 2008) 

• ECSS-M-ST-80C Risk management (31 July 2008) 

The ECSS also addresses dependability and safety processes on system and software level: 

• ECSS-Q-ST-30C Dependability (6 March 2009) 

• ECSS-Q-ST-40C Safety (6 March 2009) 

This case study has multiple goals: 
1. Ensure re-use of methods and components across different projects/missions. 
2. Seamless integration of development tools to semi-automate evidence management. 
3. Creation of a SW development cycle that guarantees compliance with ECSS standards required by ESA 

and compliance with customer requirements. 

Five different usage scenarios have been defined in CS11: 

• US1: Managing compliance with ECSS-E-ST-40C 

• US2: V&V integration of RapiCov 

• US3: Process-Related Reuse via Management of Process Lines 

• US4: Product-Related Reuse via Management of Process Lines 

• US5: Compliance Management (generation of process-based arguments) 

US1 to US4 have been implemented in the second iteration of the Case Study (see D1.5 [4]), whereas US5 
has been implement in the third iteration. 

For a detailed description on the Case Study, see the Deliverable “D1.1. Case studies description and business 
impact” [1]. 
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3.11.2. US5: Compliance Management (generation of process-based arguments) 

3.11.2.1. STO4 Cross Intra-Domain Reuse 

One major challenge of the development of an AOCS system is that it is not possible to validate the system 
in its intended environment. It is essential that the system works as the satellite is placed in orbit. Validation 
has to be performed through simulations and analysis. Also, the system is through dependency and safety 
analysis categorised as criticality level B of the ECSS standards. The standards are there to ensure that the 
software achieve a certain level of quality. With the current development tools there is no autonomous way 
to guarantee that all the requirements in the standards are fulfilled. Using the EPF Composer, modelling the 
standard requirements, mapping the requirements to the existing activities that are intended to fulfil the 
requirements enables for a quick compliance analysis after the delivery process has been tailored. The idea 
to also being able to generate argumentation for why the requirement is considered fulfilled with the 
mapped activities would increase the level of confidence.  

MDH has through WP6 delivered the feature to generate process-based arguments in OpenCert/EPF 
Composer which has been evaluated by OHB. OHB tried to re-create the example described in the 
AMASS_PrototypeP2_UserManual Chapter 9.8 (Compliance via Automatic Generation of Process-based 
Arguments.) by implementing standard requirements in EPF-C and mapped the requirements to company 
processes. Then using OpenCert to automatically generate argumentation for the compliance of the 
requirements. This activity required a number of iterations with MDH since all steps required were not 
described/explained in the user manual. 

The table below shows a typical example of a use case for compliance argumentation. OHB has a process 
available that describes how the company intends to fulfil the ECSS Standard Requirement.   

Table 73.  CS11:  Example of a use case for compliance argumentation. 

Req ID Requirement text Argumentation 

ECSS-E-ST-40C 
5.6.2.1 b  

Establishment of a software validation 
process  
Validation tasks defined in clauses 5.6.3 and 
5.6.4 including associated methods, 
techniques, and tools for performing the 
tasks, shall be selected and the regression 
test strategy specified.  
EXPECTED OUTPUT: Software validation plan 
- methods and tools [DJF, SValP; PDR]. 

OHB SW Validation Process includes a 
task called ”Implementation of 
Process” where Key Considerations are 
to identify the validation activities, 
method and tools. Output from the 
task is the Software Validation Plan. 

Currently the following features are available in OpenCert: 

• Identifying the lack of skills to perform the activities defined in the processes 

• Identifying the tools not qualified for its purpose. 

In order to provide benefits to use the automatic process-based argumentation feature the following 
features should be included: 

• Argument that the activities to be performed are in line with the mapped requirements. 

• Argument that the output from the activities are in line with the mapped requirements. 

 The conclusion of the evaluation is listed in Table 75.  

3.11.3. Coverage of AMASS Prototype P2 Architecture  

Table 62 illustrates the implemented functionalities during all the three iterations of the Case Study 11.  
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Table 74. AMASS Prototype P2 Coverage by CS11 

STO AMASS Functionality Group Tools 

Architecture-

Driven 

Assurance  

(STO1) 

System Component Specification CHESS 

System Architecture Modelling for Assurance CHESS with variability 

Architectural Patterns support with Papyrus/CHESS - 

Contract-based Assurance Composition - 

V&V Activities V&V integration of RapiCov 

Requirements Support - 

Multi-Concern 

Assurance 

(STO2) 

Assurance Case Specification - 

Dependability Assurance - 

System Dependability Co-Analysis/Co-Assessment  ConcertoFLA 

Contract-Based Multi-concern Assurance  - 

Seamless 

Interoperability 

(STO3) 

Evidence Management - 

Access Manager - 

Data Manager OpenCert 

Tool Integration Management V&V integration of RapiCov 

Collaborative Work Management - 

Tool Quality Assessment and Characterization - 

Cross Intra-

Domain Reuse 

(STO4) 

Compliance Management EPF-C 

Reuse Assistant EPF-C 

Semantics Standards Equivalence Mapping  - 

Impact Analysis Conceptual 

Process-related reuse via management of variability at 

process level 
EPF-C + BVR 

Product-related reuse via management of variability at 

product level 
CHESS + BVR 

Assurance Case-related reuse via management of variability 

at product level 
- 

Automatic generation of Process-based Arguments OpenCert 

Automatic generation of Product-based Arguments 
OpenCert 

EPF-C + BVR 

3.11.4. Conclusions 

At this stage, the main benefits and potential improvements are identified in Table 75. 

Table 75. Benefits and potential improvements for CS11 

Artefact Achievement/Benefits Improvements/Recommendations 

V&V Activities • Higher quality results. 

• Qualified tool provides more 
confidence. 

• Support available. 

• Faster 

• More functionality available 
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Artefact Achievement/Benefits Improvements/Recommendations 

Compliance 
Management 

• Process mapping of standard 
requirements simplifies generation 
of compliance metrics. 

• Enables gap analysis. 

EPF Composer: Client-Server solution 
would allow for multiple users working 
against the same source.  

Compliance at 
Process tailoring 

• Automatic generation of compliance 
justification. 

Current features support argument related 
to staff and tools. To improve also: 

• Argument that the activities to be 
performed are in line with the mapped 
requirements. 

• Argument that the output from the 
activities are in line with the mapped 
requirements. 
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4. Coverage of the AMASS Prototype functionalities by the Case 
Studies 

This section shows the coverage that has been achieved by the AMASS Case Studies in the specific STOs in 
the three iterations of the AMASS platform (Core Prototype, Prototype P1 and Prototype P2). It is worth 
mentioning that most of the AMASS functionalities have broadly been tackled by the Case Studies. After high 
coverage was achieved during the second iteration, the objectives for the third iteration have been twofold: 
on the one hand, the case studies have been able to take profit of those functionalities which were not 
finalised within previous prototype P1 (e.g. Architectural Patterns support with Papyrus/CHESS), and, on the 
other hand, the already existing functionalities have been further used by those Case Studies which had not 
been fully deployed yet. 

Table 76 provides a more comprehensive overview of the coverage. Especially, of those ones which were not 
fully available after the previous P1 iteration. 

Table 76. Coverage of functionalities developed as part of the third iteration of the AMASS Platform 

STO2 Functionality Group CS1 CS2 CS3 CS4 CS5 CS6 CS7 CS8 CS9 CS10 CS11 

ST
O

1
 

Parametrized architectures 
support 

    X       

Integration with MORETO 
from CHESS 

X   X X       

Architectural patterns 
support with Papyrus/CHESS 

   X        

Model-based FMEA         X X  

Sabotage   X         

AMT 2.0   X         

Farkle   X         

ST
O

2
 FMVEA X  X         

Trade-off Analysis with ANP X           

ST
O

3
 Access Management with 

OpenCert 
X           

Collaborative Work 
Management with OpenCert 

       X    

ST
O

4
 

Formal Compliance 
Management 

  X         

Detecting fallacies in process 
models 

          X 

Semantics Standards 
Equivalence Mapping (KM) 

  X   X X     

Reuse Discovery including 
elastic search with OpenCert 

X           

Reuse via Variability 
Management 

          X 

                                                           
2 STO1: Architecture-Driven Assurance; STO2: Multi-concern Assurance; STO3: Seamless Interoperability; STO4: Cross Intra-Domain 
Reuse 
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4.1. Coverage of Architecture-Driven Assurance (STO1) 

Table 77. Coverage of Architecture-Driven Assurance (STO1) for the AMASS Platform (Core, P1 and P2) 

 
Architecture-Driven Assurance (STO1) 

Case 

Study 

System 

Component 

Specification 

System 

Architecture 

Modelling for 

Assurance 

Architectural 

Patterns for 

Assurance 

Contract-

based Design 

for Assurance  

V & V Activities Requirements 

Support 

CS1 MORETO MORETO 

FMVEA 

Enterprise 

Architecture 

MORETO - - - 

CS2 - MATLAB / Simulink 

& Medini analyze 

(KMT) 

- - - - 

CS3 SAVONA/ 

CHESS 

SAVONA/ 

CHESS 

- SAVONA 

CHESS/OCRA 

Verification 

Studio Simulink 

and AMT 2.0 

monitors 

Medini Analyze 

Sabotage 

SAVONA 

Knowledge 

Manager 

CS4 CHESS CHESS Papyrus/CHESS CHESS/OCRA CHESS 

(OCRA, 

nuXmv,xSAP) 

CHESS/OCRA 

CS5 CHESS CHESS Papyrus/CHESS CHESS/OCRA CHESS (OCRA, 

nuXmv, xSAP) 

CHESS/OCRA 

CS6 Papyrus/Sys

ML 

- - Requirements 

formalization 

(Atelier B) 

Requirements 

early validation, 

Functional Early 

Verification, 

model-based 

safety analysis 

(Atelier B and 

ProB) 

Requirements 

formalization 

(Atelier B) 

CS7 CHESS 

 

CHESS 

 

- CHESS/OCRA V&V Manager 

(DIVINE, 

NuSMV, nuXmv, 

Remus2, 

Acacia+ on 

verification 

servers) 

 

CHESS 

CS8 Papyrus Papyrus - - - Papyrus 

CS9 CHESS CHESS - CHESS/OCRA OCRA 

xSAP 

CHESS/OCRA 
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CS10 CHESS  CHESS 

 

- CHESS/OCRA CHESS, V&V 

Manager, xSAP, 

FTA 

CHESS, OCRA, 

Verification Studio 

Quality, OSLC-KM 

CS11 CHESS 

 

CHESS with 

variability 

- - V&V integration 

of RapiCov 

- 

4.2. Coverage of Multi-Concern Assurance (STO2) 

Table 78. Coverage of Multi-concern Assurance (STO2) for the AMASS Platform (Core, P1 and P2) 

 Multi-concern Assurance (STO2) 

Case 

Study 

Assurance Case 

Specification 

Dependability 

Assurance 

System Dependability Co-

Analysis/Co-Assessment 

Contract-based Multi-

concern assurance 

CS1 OpenCert OpenCert FMVEA 

Safety Architect and Cyber 

Architect 

- 

CS2 - - - - 

CS3 OpenCert OpenCert  FMVEA 

EPF-C+BVR  

Papyrus/CHESS 

OpenCert 

CS4 OpenCert - Concerto FLA - 

CS5 OpenCert OpenCert - - 

CS6 OpenCert - - - 

CS7 OpenCert - EPF-C 

OpenCert 

- 

CS8 OpenCert OpenCert  OpenCert  - 

CS9 - - - - 

CS10 OpenCert OpenCert OpenCert 

CHESS 

OpenCert 

CHESS 

CS11 - - ConcertoFLA - 

4.3. Coverage of Seamless Interoperability (STO3) 

Table 79.  Coverage of Seamless Interoperability (STO3) for AMASS Platform (Core, P1 and P2) 

   Seamless Interoperability (STO3) 

Case 

Study 

Evidence 

Management 

Access 

Manager 

Data 

Manager 

Tool Integration 

Management 

Collaborative 

Work 

Management 

Tool Quality 

Assessment and 

Characterization 

CS1 OpenCert OpenCert OpenCert - - - 

CS2 MATLAB 

Medini analize 

- - - - - 
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TESTONA 

CS3 OpenCert  - OpenCert OSLC KM in 

OpenCert 

SES & KM via OSLC 

KM 

Verification Studio 

Verification 

Studio 

Ref framework 

for tool 

qualification 

according to ISO 

26262 

OpenCert 

CS4 - - OpenCert V&V Manager and 

OSLC Automation 

V&V Tool integration  

- - 

CS5 - - OpenCert Generation of 

Frama-C asserted C 

code from B models, 

Atelier B formal IDE 

including target 

specific code 

generator, Frama-C, 

V&V Tool Integration 

- - 

CS6 OpenCert - OpenCert - - - 

CS7 OpenCert - OpenCert V&V Manager and 

OSLC Automation 

V&V Tool Integration 

- - 

CS8 OpenCert - OpenCert - OpenCert 

(CDO, SVN, 

WebUI) 

- 

CS9 OpenCert - OpenCert - - - 

CS10 OpenCert - OpenCert OSLC CHESS+CDO - 

CS11 -  OpenCert V&V integration of 

RapiCov 

- - 
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4.4. Coverage of Cross Intra-Domain Reuse (STO4) 

Table 80.  Coverage of Cross Intra-Domain Reuse (STO4) for AMASS Platform (Core, P1 and P2) 

      

Case 

Study 

Compliance 

Management 

Reuse 

Assistant 

Semantics 

Standards 

Equivalence 

Mapping 

Impact 

Analysis 

Process-

related 

reuse via 

manageme

nt of 

variability at 

process 

level 

Product-

related 

reuse via 

manageme

nt of 

variability 

at product 

level 

Assurance 

Case-related 

reuse via 

management 

of variability 

at assurance 

level 

Automatic 

generation 

of Process-

based 

Arguments 

Automatic 

generation 

of Product-

based 

Arguments 

CS1 OpenCert OpenCert - - - - - - - 

CS2 - - - - EPF-

Composer 

and BVR 

- - - - 

CS3 EPF-C 

Semantic 

Modelling of 

ISO 26262 

Knowledge 

Manager 

Knowledge 

Manager 

Knowledge 

Manager 

- EPF-

Composer 

and BVR 

- - OpenCert OpenCert 

CS4 OpenCert - - - - -  - - 

CS5 - - - - - - - - - 

CS6 OpenCert - - - - - - OpenCert - 

CS7 OpenCert - Knowledge 

Manager 

- EPF-C 

BVR 

EPF-C 

BVR 

- OpenCert OpenCert 

CS8 EPF-C 

OpenCert 

WebUI  

- - - - - - OpenCert 

 

- 

CS9 OpenCert - - - - - - - - 

CS10 OpenCert 

EPF 

- - - - - - - - 

CS11 EPF-C EPF-C - Conceptual EPF-C 

BVR  

 

CHESS 

BVR 

  

- OpenCert OpenCert 

EPF-C + 

BVR 

 

 



         
AMASS 

AMASS demonstrators (c) D1.6 V1.1 

 

H2020-JTI-ECSEL-2015 # 692474 Page 240 of 244 

 

5. Conclusions 

This document presents the utilisation of the different AMASS functionalities addressing the usage scenarios 
proposed in D1.1 [1] and based on the data collection done in D1.2 [2]. Moreover, this deliverable elaborates 
upon the work done in D1.5 [4]. For the evaluation of the AMASS Final Prototype, some new features have 
been added to expand the usage of the AMASS platform.  

The objective during this third iteration is twofold: on the one hand, the already existing Prototype P1 
functionalities have been strengthened, based on the feedback provided during the first and second 
iterations. On the other hand, new functionalities have been added. Thanks to the feedback achieved after 
using the different iterations, the final prototype tool has achieved an adequate maturity level.  

Once the AMASS Final Prototype has been developed, industrial partners have completed the evaluation of 
the available functionalities. The Benchmarking studio and metrics evaluation is being done in parallel as 
well, as it is specified in D1.3 [3]. 

In brief, this deliverable offers an overview of the AMASS platform functionalities and the different 
approaches of the problems solved with them in terms of different application domains. All this is conducted 
from an industrial perspective. It is a keystone for the AMASS solutions, to get closer to the industrial sector. 
Thus, the feedback from the industrial partners has been considered as part of the AMASS ongoing activities 
to improve the quality of the final solution.   
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Abbreviations and Definitions 

ACC Adaptive Cruise Control 
ACSL A C Specification Language 
ADAS Advanced Driver Assistance System 
ADC Automated Driving Control 
AL Assurance Level 
AOCS Attitude and Orbit Control System 
API Application Programming Interface 
ARTEMIS ARTEMIS Industry Association is the association for actors in Embedded Intelligent Systems 

within Europe 
ASIC Application-specific integrated circuit 
ASIL Automotive Safety Integrity Level 
ASW Application Software 
ATC Automatic Train Control 
BDD Behaviour Driven development 
BSW Boot Software 
BVR Base Variability Resolution 
BXML XML-based format for B models 
CA Consortium Agreement 
CACC Cooperative Adaptive Cruise Control 
CAL Cybersecurity Assurance Level 
CDO Connected Data Objects 
CENELEC Comité Européen de Normalisation Électrotechnique (European Committee for 

Electrotechnical Standardization) 
CHESS Composition with Guarantees for High-integrity Embedded Software Components Assembly 
CIP Critical Infrastructure Protection 
CNS/ATM Communication Navigation Surveillance / Air Traffic Management 
COPPILOT System to Open and Close the Platform Screen Doors DPAS - Détecteur de Passage (Crossing 

Detection Equipment) 
CPS Cyber Physical System 
CPU Central Processing Unit 
CRC Cyclic Redundancy Check 
CS Case Study 
CSU Computer Software Unit 
CSV Comma-Separated Values 
DME Distance Measuring Equipment 
DRF Détecteur de Roue Fer (Steel Wheel Presence Sensor) 
DSP Digital Signal processor 
EA Enterprise Architect 
ECSS European Cooperation for Space Standardization 
EDSA Embedded Device Security Assurance 
EooC Elements out of Context 
EPF Eclipse Process Framework 
EPF-C Eclipse Process Framework-Composer 
ERTMS European Rail Traffic Management System 
ESA European Space Agency 
FLA Failure Logic Analysis 
FMEA Failure Mode and Effects Analysis 
FMECA Failure Mode, Effects and Criticality Analysis 
FMEDA Failure Modes, Effects and Diagnostic Analysis 
FMVEA Failure Mode, Vulnerabilities and Effects Analysis 
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FPA Focal Plane Assembly 
FPGA Field-Programmable Gate Array 
FSA Functional Safety Assessment 
FTA Fault Tree Analysis 
GAPS A ClearSy system to measure the gap between the train and the platform and authorize the 

roll-out of a gap filling system 
GSN Goal Structuring Notation 
GPP General-purpose pre-processor 
GUI Graphical User Interface 
HARA Hazard Analysis and Risk Assessment 
HTML HyperText Markup Language 
IACS Industrial and Automation Control System 
IBD Internal Block Diagram 
ICM Instrument Control Module 
IDE Integrated Development Editor  
IEC International Electrotechnical Commission 
IED Intelligent Electronic Device 
INCOSE International Council on Software and Systems Engineering 
IoT Internet Of Things 
ISTQB International Software Testing Qualifications Board 
ISO International Organization for Standardization 
IT Information Technology 
KM Knowledge Manager 
LTL Linear Temporal Logic 
MMI Multi-Modal Interactions 
MPSoC MicroProcesor System on Chip 
NoC Network-on-chip 
NVD National Vulnerability Database 
OBSW On Board Software 
OCRA Othello Contracts Refinement Analysis 
OEU OLCI Electronic Unit 
OLCI Ocean & Land Colour Instrument 
OPSW Operational Software 
OSLC Open Services for Lifecycle Collaboration 
PLC Programmable Logic Controller 
PSD Platform Screen Door 
PUS Packet Utilization Standard 
RFP Request for Proposal 
RTCA Radio Technical Commission for Aeronautics 
RTU Remote Terminal Unit 
SAE Society of Automotive Engineers 
SCADA Supervisory Control And Data Acquisition 
SCAR Shite Compared to autorun 
SIL Safety Integrity Level 
SiSoPL Security-informed Safety-oriented Process Lines 
SL Security Level 
SoC System-On-Chip 
SOTIF Safety of the Intended Functionality 
SoS System of Systems 
SQA System Quality Anayzer 
SSDP Scalable Sensor Data Processor Breadboard 
SSE Safety and Security Engineering 
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STO Scientific and Technical Objective 
SVN Subversion 
SW Software 
SWD Software Design 
SWV Software Verification & Validation 
SysML System Modelling Language 
TARA Threat Analysis and Risk Assessment 
TC TeleComand 
TJA Traffic Jam Assistant 
TM Telemetry 
TRL Technology Readiness Levels 
TSIM Simulator tool 
UL Underwriters Laboratories 
UML Unified Modelling Language 
URL Uniform Resource Locator 
US Usage Scenario 
V&V Verification and validation 
VAM 
WCET 

Video Acquisition Module 
Worst-Case Execution Time 

WEFACT Workflow Engine for Analysis, Certification and Test 
XML eXtensible Markup Language 
xSAP eXtended Safety Assessment Platform 
ZC Zone Controller 
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