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Executive Summary 

The AMASS project is developing the first European-wide open certification/qualification platform for the 
assurance and certification of Cyber-Physical Systems (CPS).  

This deliverable, output of the Task 1.4 άCase Study Implementation and Benchmarkingέ, focuses on 
evaluating the AMASS Prototype P1 by industrial partners in several case studies. Those case studies 
represent meaningful segments of the different application domains addressed in AMASS. Partners have 
focused on modelling standards depending on its domain (industrial automation, automotive, railway, 
avionics, space and air traffic), establishing an assurance project, and using the tools of the different main 
building blocks that the tools are created for. 

The task T1.4 provides feedback and an active proof of the performance of the AMASS platform in the 
industry. It ǇǊƻǾƛŘŜǎ ǎǳǇǇƻǊǘ ŀƴŘ ŀŘǾƛŎŜ ǘƻ ǘƘŜ ǘƻƻƭΩǎ ŘŜǾŜƭƻǇŜǊǎ ό²tо-WP6) for future iterations based on 
the case studies. This task will also be an ƛƴǇǳǘ ŦƻǊ ²tн άwŜŦŜǊŜƴŎŜ !ǊŎƘƛǘŜŎǘǳǊŜ ŀƴŘ LƴǘŜƎǊŀǘƛƻƴέ to 
validate the AMASS platform and to create the AMASS user guidance methodological framework (D2.5). 
The last iteration of T1.4 will provide benchmarking for AMASS tools more widely, when the Task 1.3 
ά.ŜƴŎƘƳŀǊƪƛƴƎ CǊŀƳŜǿƻǊƪέ ƛǎ ŦƛƴƛǎƘŜŘΦ 

The data required to develop the task T1.4 has been taken from the deliverable D1.2 [2], which is related to 
data collection usage scenarios for each case study described in D1.1 [1]. 

From the Core Prototype to the Prototype P1, several functionalities have been implemented. Besides the 
basic building blocks which were already available in Prototype Core, almost all the STO building blocks 
have been released for the Prototype P1 (see Figure 1). Apart from the new functionalities, some 
recommendations in terms of features and bugs found in the Core Prototype evaluation have been 
included/solved in the Prototype P1. For this iteration, tool providers have developed User Manuals for the 
tools and specifically for the different STO objectives as well, which have been an immeasurable help in the 
development of the Case Studies. 

The deliverable D1.5 focuses on validating the Prototype P1 functionalities, having the Core Prototype tools 
been previously analysed for D1.4 [4].  

During this second iteration, some case studies have also used the previously developed Core Prototype 
functionalities, such as OpenCert or EPF-Composer for compliance management. For each of the case 
studies, the coverage with respect to the AMASS Prototype P1 has been identified. 

Finally, this document provides input for the implementation tasks in the technical work packages, in the 
form of feedback about aspects that could be improved or addressed in the future, taking into account 
usability aspects as well.  
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1. Introduction 

The AMASS approach focuses on the development and consolidation of an open and holistic assurance and 
certification framework for CPS, which constitutes the evolution of the approaches proposed by the EU 
projects OPENCOSS [10] and SafeCer [12] towards an architecture-driven, multi-concern assurance, reuse-
oriented, and seamlessly interoperable tool platform. 

The expected tangible AMASS results are: 

a) The AMASS Reference Tool Architecture, which will extend the OPENCOSS and SafeCer conceptual, 
modelling and methodological frameworks for architecture-driven and multi-concern assurance, as 
well as for further cross-domain and intra-domain reuse capabilities and seamless interoperability 
mechanisms. 

b) The AMASS Open Tool Platform, which will correspond to a collaborative tool environment 
supporting CPS assurance and certification. This platform represents a concrete implementation of 
the AMASS Reference Tool Architecture, with a capability for evolution and adaptation, which will 
be released as an open technological solution by the AMASS project.  

c) The Open AMASS Community, which will manage the project outcomes, for maintenance, 
evolution and industrialization. The Open Community will be supported by a governance board, 
and by rules, policies, and quality models. This includes support for the AMASS base tools (tool 
infrastructure for database and access management, among others) and extension tools enriching 
the AMASS platform functionalities. 

To achieve the AMASS results, as depicted in Figure 1, the multiple challenges and corresponding scientific 
and technical project objectives are addressed by different work packages. 

 

Figure 1. AMASS Building blocks 

The scope of the previous deliverable D1.4 [4] was the Core Prototype, which covers the AMASS Platform 
Basic Building Blocks in the middle of Figure 1. 
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This deliverable (D1.5) covers the Prototype P1. This second iteration addresses not only the basic building 
block functionalities but also evolves to tackle some of the functionalities highlighted in green in Figure 1 
(not all the functionalities have been fully implemented yet, the remaining ones will be covered during the 
third iteration, or Prototype P2, next year). 

1.1. Scope and Purpose 

The objective of this deliverable is to validate the prototype P1 of the AMASS solution. This second 
deliverable related to the task TмΦп άCase Study Implementation and Benchmarkingέ ƛǎ ōŀǎŜŘ on the case 
study specifications from the task T1.1, as well as from the data collection usage scenarios presented in the 
deliverable D1.2 [2]. The task 1.4 provides the user validation for the developing work packages and is in 
charge of benchmarking in real projects the capability of the AMASS solution.  

For the deliverable D1.4 [4], the implementation of the AMASS Platform Basic Building Blocks was covered. 
The deliverable D1.5 addresses the validation of more features related to the different STOs (see Figure 1). 
Benchmarking work will be covered once the on-going task TмΦо άBenchmarking Frameworkέ has 
progressed and achieved a validated and stable benchmarking framework.   

Given the importance of the industrial stakeholderΩs opinion, !a!{{ ƛƴŘǳǎǘǊƛŀƭ ǇŀǊǘƴŜǊΩǎ feedback has been 
gathered for a number of distinct aspects related to the functionality (e.g. access management) and the 
usability (e.g. GUI improvements) of the AMASS Prototype P1, which will be taken into consideration for 
further evolvements of the platform. 

The results of the industrial participation will be matched with the AMASS technical requirements and test 
cases (WP2-WP6) and the achievement of the goals, from the end-user perspective in Space, Railway, 
Automotive, Industrial automation and Aeronautic domains.  

1.2. Structure of the Document 

The rest of the deliverable is structured as follows:  

¶ Section 2 offers an overview of the AMASS project roadmap, the functional groups that constitute 
AMASS Prototype P1 and the main challenges in implementing the case studies.  

¶ In Section 3, each case study presents an assessment of the platform, its coverage with respect to 
the AMASS Prototype P1, and some feedback about the main benefits and potential 
recommendations of the AMASS Platform functionalities.  

¶ Section 4 provides a summary of the coverage of the AMASS Prototype P1 by the Case Studies. 

¶ Section 5 concludes the document. 
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2. Background 

2.1. AMASS Prototyping Roadmap 

The AMASS Consortium has decided to follow an incremental approach by developing rapid and early 
prototypes. The benefits of following a prototyping approach are: 

¶ Better assessment of ideas by initially focusing on a few aspects of the solution. 

¶ Ability to change critical decisions based on practical and industrial feedback (case studies). 

The AMASS project has three milestones (M2 to M4) to demonstrate this incremental evolution (see Figure 
2): 

1. During the first prototyping iteration (Core Prototype), the AMASS Platform Basic Building Blocks 
(see Figure 1) were aligned, merged and consolidated. This iteration covers the basic functionality 
as specified by the project backend needs. Since the beginning of the project, every technical work 
package (WP3-WP6) contributed to complete the first prototype until milestone M2 (m13, April 
2017).  

2. During the second prototyping iteration (Prototype P1), the AMASS-specific Building Blocks have 
been developed and benchmarked at TRL4; this comprises the blue basic building blocks as well as 
the green building blocks in Figure 1. By milestone M3 (m24, March 2018), the second prototype is  
available with the improvements and new features already included. 

3. Finally, during the third prototyping iteration (Prototype P2), all AMASS building blocks will be 
integrated in a comprehensive toolset operating at TRL5. By milestone M4 (m36, March 2019) the 
third and last prototype will conclude the project with all the features and functionalities. 

 

Figure 2. AMASS Prototyping roadmap 

Each of these iterations has the following three prototyping dimensions: 

¶ Conceptual/research development: development of solutions from a conceptual perspective. 

¶ Tool development: development of tools implementing conceptual solutions. 

¶ Case study development: development of industrial case studies using the tool-supported 
solutions. 

This project deliverable (D1.5) summarises the results of the άCase study developmentέ dimension for the 
second AMASS prototype (Prototype P1). 
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2.2.  Usage Scenarios per Case Study 

Case Studies represent different potential applications within the targeted industrial domains by the 
AMASS project. AMASS Usage Scenarios offer a general overview on how the AMASS solutions are intended 
to be used in the proposed case studies. 

The approach to specify usage scenarios is based on the following principles: 

(a) Description of usage scenarios are centred on the !a!{{ ǇƭŀǘŦƻǊƳ άǳǎŜǊέ ǇŜǊǎǇŜŎǘƛǾŜ όi.e. how 
users will interact with the AMASS platform), in the context of typical business cases. The 
deliverable D1.2 [2] provides a description of usage scenarios per case study. 

(b) Realisation of usage scenarios reports the results of the application of usage scenarios in each of 
the AMASS prototyping iterations. This deliverable (D1.5) summarises the main results of the 
realisation of usage scenarios by using the Prototype P1. 

(c) Benchmarking of usage scenarios will use a number of research/industrial questions and metrics to 
measure the effectiveness of the AMASS platform regarding the proposed business goals. This will 
be reported in the deliverable D1.7 (AMASS solution benchmarking). 

The AMASS Prototype P1 functionalities have been evaluated by the eleven AMASS Case Studies described 
in D1.1 [1] : 

¶ CS1: Industrial and Automation Control Systems (IACS). 

¶ CS2: Advanced driver assistance function with electric vehicle sub-system. 

¶ CS3: Collaborative automated fleet of vehicles.   

¶ CS4: Design and safety assessment of on-board software applications in Space Systems. 

¶ CS5: Platform screen-doors controller. 

¶ CS6: Automatic Train Control Formal Verification 

¶ CS7: Safety assessment of multi-modal interactions in cockpits. 

¶ CS8: Telematics function. 

¶ CS9: Safety-Critical SW Lifecycle of a Monitoring Syst. for NavAid. 

¶ CS10: Certification basis to boost the usage of Multiprocessor System-on-Chip (MPSoC) architectures 
in the Space Market. 

¶ CS11: Design and efficiency assessment of model based Attitude and Orbit Control software 
development. 

Table 1 shows the /ŀǎŜ {ǘǳŘƛŜǎΩ usage scenarios involved in the evaluation of the AMASS Prototype P1. 

Table 1.  Usages scenarios involved in the evaluation of the AMASS Prototype P1 

CS Owner Short Domain Usage Scenarios 

CS1 Schneider Electric 
España S.A. 

TLV Industrial 
Automation  

US1: Managing compliance with IEC 61508, IEC 62443 
and IEC 62351 

US2: Perform safety and security co-assessment 

CS2 Infineon IFX Automotive  US1: Reuse of safety artefacts within a product family 
(Intra-domain reuse) 

CS3 Assystem 
Germany 

B&M Automotive  US1: Safety assessment for collaborative automated 
vehicle functions by model-based safety analysis 
and contracts 

US2: Process for development of collaborative 
automated vehicle functions, which considers 
functional safety, cybersecurity and reuse aspect 
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US3: Collection and Analysis of Assurance Information 

CS4 GMV Aerospace 
and Defence, 
S.A.U. 

GMV Space  US1: Assessment of components reuse using different 
execution platforms. 

US2: Re-qualification impact of modifying the 
hardware platform. 

US3: AMASS platform analyses to define safety, 
performance, reliability and availability 
requirements. 

CS5 CLEARSY SAS CLS Railway  US1: Generation of Frama-C asserted C code from B 
models 

US2: Support for system-level model, including safety 
and security aspects 

CS6 Alstom Transport 
SA 

ALS Railway  US1: Assurance Project Creation 
US2: System Design, V&V and Dependability 

Assessment 
US3: Evidence Management 
US4: Compliance Management 

CS7 Honeywell  HON Avionics  US1: Application of aerospace industrial standards for 
safety assessments 

US2: Automation of verification objectives 

CS8 RISE Research 
Institutes of 
Sweden 

SPS Automotive  US1: Multi-concern assurance case for safety/security  
US2: Multi-concern assessment  
US3: Multi-concern specification, analysis, assurance  

CS9 Thales Italia SpA THI Air Traffic 
Management  

US1: System/Software Design and Safety Analysis  
US2: Safety Case  

CS10 Thales Alenia 
Space 

TAS-E Space  US1: BSW modelling for SSDP  
US2: Reconfigurable FPGA architectures 

CS11 OHB Sweden AB OHB Space  US1: Managing compliance with ECSS-E-ST-40C 
US2: V&V integration of RapiCov 
US3: Process-Related Reuse via Management of 

Process Lines 
US4: Product-Related Reuse via Management of 

Process Lines 
US5: Compliance Management (generation of process-

based arguments) 

 

2.3. Evaluation Scope 

Table 2 lists the different AMASS functionalities grouped by STOs (cf. Figure 1).  

The second iteration of the AMASS platform is built upon the basic building functionalities (blue highlighted 
cells) already covered during the first iteration and it is enhanced by advanced functionalities (green 
highlighted cells). It must be mentioned that some of the functionalities are achieved by external tools (e.g. 
MORETO, OCRA).  

During the second iteration, besides the Prototype P1 functionalities, some case studies have also 
evaluated the already existing Core Prototype basic functionalities, such as System component specification 
(CHESS), Assurance case specification (OpenCert), Evidence Management (OpenCert) and Compliance 
Management (EPF-Composer/OpenCert).  
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¢ƘŜ ǎǳǇǇƻǊǘ ŦƻǊ ά!ǊŎƘƛǘŜŎǘǳǊŀƭ tŀǘǘŜǊƴǎ ŦƻǊ ŀǎǎǳǊŀƴŎŜέ ŦǳƴŎǘƛƻƴŀƭƛǘy provided by the AMASS platform will 
be addressed in the next iteration (Prototype P2).  

Table 2.  Summary of the AMASS Prototype P1 functionalities 

STO Functionality Group Description Available tools 

A
rc

h
ite

ct
u

re
 D

ri
v
e
n

 A
ss

u
ra

n
ce 

System 
Component 
Specification 

This group provides features to allow the 
modelling of the system architecture 
specification, in particular, to allow the 
definition of components as reusable entities, 
and then the assembly of the components 
themselves, at any level of the hierarchical 
architecture, to build/decompose the system. 

CHESS 

SAVONA (external) 

Papyrus/SysML 

MORETO (external) 

 

System 
Architecture 
Modelling for 
Assurance 

This block contains the functionalities that are 
focused on the modelling of the system 
architecture to support the system assurance, 
which are:  

¶ Supporting the modelling of additional 
aspects (not already included in the system 
component specification), related to the 
system architecture, that are needed for 
system assurance.  

¶ Tracing the elements of the system 
architecture model to the assurance case.  

¶ Generating evidence for the assurance case 
from the system architecture model or from 
the analysis thereof.  

¶ Importing the system architecture model 
from other tools/languages. 

 

Papyrus/CHESS 

CHESS with variability 

SAVONA(external) 

Enterprise Architect 
(external) 

MORETO (Enterprise 
Architect plug-in) (external) 

 

Architectural 
Patterns for 
Assurance 

Support for architectural patterns management 
will be provided by Prototype P2. 

For now, some support 
with an external tool: 
MORETO (Enterprise 
Architect plug-in) (external) 

Contract-based 
Design for 
Assurance 

This block introduces the functionalities that 
support the contract-based design of the 
system architecture, which provides additional 
arguments and evidence for system assurance. 
These functionalities, also include:  
ω  Contracts specification, i.e., specification of 
ŎƻƳǇƻƴŜƴǘǎΩ ŀǎǎǳƳǇǘƛƻƴǎ ŀƴŘ ƎǳŀǊŀƴǘŜŜǎΦ  

ω  Contract-based reuse of components, i.e., a 
component reuse that is supported by 
checks on the contracts.  

ω  Generation of assurance arguments from 
the contract specification and validation.  

CHESS + OCRA 

Activities 
supporting 
Assurance Case 

This block contains the functionalities that are 
focused on enriching the assurance case with 
advanced analysis to support the evidence of 
the assurance case. These functionalities 
include:  

OCRA (external) 

KM (external) 

nuXmv (external) 

xSAP (external) 
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¶ Requirements formalisation into temporal 
logics. 

¶ Analysis of reqǳƛǊŜƳŜƴǘǎΩ ǎemantics based 
on their formalisation into temporal logics. 

¶ Analysis of requirements based on quality 
metrics. 

¶ Contract-based verification and analysis, i.e. 
exploiting contracts to verify the 
architectural decomposition, to perform 
compositional analysis, and to analyse the 
safety and reliability of the system 
architecture. 

¶  Automated Formal verification (model 
checking) of requirements on the system 
design. (e.g. nuXmv, DIVINE, NuSMV). 

¶ Model-based specification of fault-injection 
and analysis of faulty scenarios with 
simulation (Sabotage) or model checking 
(xSAP) (model-based safety analysis). 

¶ Other techniques (e.g. Component Fault 
Trees from SysML models) for Model-based 
safety analysis (e.g. Medini Analyze) 

¶ Document generation 

ForReq (formalisation) 

System Quality Analyzer 
(SQA) 

Knowledge Manager (KM) 

Medini Analyze (external) 

Sabotage (external) 
(ongoing and planned for 
P2) 

AMT 2.0 (external) 
(ongoing and planned for 
P2) 

V&V Manager 

DIVINE, NuSMV, nuXmv, 
Looney, Acacia+ 
(externals) 

RapiCov 

 

M
u

lti
-c

o
n

ce
rn

 A
ss

u
ra

n
ce 

Assurance Case 
Specification 
 

This group manages argumentation information 
in a modular fashion. It also includes 
mechanisms to support compositional 
assurance and assurance patterns 
management. 

OpenCert 

Dependability 
Assurance 

This group contains the functionality for 
creating and structuring the multi-concern 
assurance case argumentation in an 
understandable and maintainable way. This 
includes argumentations targeting various 
dependability attributes with support of 
argumentation patterns. 

OpenCert 

System 
Dependability Co-
Analysis/Co-
Assessment 

This group provides functionalities for analysing 
different quality attributes while taking care of 
the inter-dependences between them. This is 
ideally realized by inherently combined Co-
Analysis and Co-Assessment methods, which 
take care of the inter-dependencies within the 
method. On the other hand, multi-concern 
assurance can be implemented combining 
separate processes with mono-concern 
assurance methods by a workflow tool with a 
subsequent interaction point activity for 
treating the mutual dependencies between the 
quality attributes. 

FMVEA (external) 

EPF-C+BVR 

ConcertoFLA (external) 

Papyrus SSE 

 

  

 

 

Contract-based 
Multi -concern 

This group comprises functionalities which 
contribute to assurance for multiple concerns 

CHESS 
OpenCert 
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assurance by two kinds of contracts: on the one hand, 
component contracts, which target more than 
one quality attribute. On the other hand, 
argument contracts, which provide a means for 
realizing a link between related assurance 
cases. 

S
e
a

m
le

ss
 I
n

te
ro

p
e
ra

b
ili

ty 

Evidence 
management 
 

This module manages the full lifecycle of 
evidence artefacts and evidence chains. This 
includes evidence traceability management and 
impact analysis. 

OpenCert 

Tool Integration 
Management 

This module enables the exchange of data 
between engineering/assurance tools, e.g. 
between the AMASS Tool Platform and other 
tools developed by the AMASS partners. 

OSLC 

Collaborative Work 
Management 

This module allows different users to work at 
the same time with the same pieces of data, 
supporting the interaction of the different 
users. 

 

Tool Quality 
Assessment and 
Characterisation 

This module supports the specification and 
management of tool quality needs for CPS 
assurance and certification. It is currently 
supported by the Compliance Management 
functionality for Cross/Intra-Domain Reuse. 

 

C
ro

ss
/I
n

tr
a-

D
o

m
a

in
 R

e
u

se 

Compliance 
Management 
 

Functionality related to the management 
(edition, search, transfer, etc.) of process and 
ǎǘŀƴŘŀǊŘǎΩ ƛƴŦƻǊƳŀǘƛƻƴ ŀǎ ǿŜƭƭ ŀǎ ƻŦ ŀƴȅ ƻǘƘŜǊ 
information derived from them, such as 
interpretations about intents and mapping 
between processes and standards. This 
functional group maintains a knowledge 
ŘŀǘŀōŀǎŜ ŀōƻǳǘ άǎǘŀƴŘŀǊŘǎ ϧ ǇǊƻŎŜǎǎŜǎέΣ ǿƘƛŎƘ 
can be consulted by other AMASS 
functionalities. 

OpenCert 

EPF 

Reuse Assistant  The reuse assistance functionality concerns 
intra and cross-domain reuse of assurance and 
certification assets. This module supports users 
to understand whether reuse of the assurance 
assets is reasonable or determine what further 
assurance activities (engineering, V&V, or 
compliance activities) are required to justify 
compliance in the new scenario. 

OpenCert 

Process-related 

reuse via 

management of 

variability at 

process level 
 

Functionality related to the management of 
variability at process level. This functionality 
takes as input a process, which needs to be 
reconfigured, and the new selections, desired 
by the user. As outcome, this functionality 
generates a new valid re-configuration of the 
process. 

EPF-Composer and BVR 

VSpec, Resolution, and 
Realisation editors 
(external) 

 

Product-related 

Functionality related to the management of 
variability at product level. This functionality 

EPF Composer 

BVR Tool  
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reuse via 

management of 

variability at 

product level 
 

takes as input a product (more specifically, an 
architectural specification given in CHESSML), 
which needs to be tailored/reconfigured, and 
the new selections, desired by the user. As 
outcome, this functionality generates a new 
valid re-configuration of the architectural 
specification.  

Small GEO Vspec (external) 

 

Automatic 
generation of 
process-based 
arguments 

This functionality is related to the generation of 
process-based arguments from process models. 
It supports the strengthening of the safety case 
via arguments that are aimed at explaining why 
a process is compliant. 

OpenCert 

Automatic 
generation of 
product-based 
arguments 

This functionality is related to the generation of 
product-based arguments from contract-based 
architectural specification. It supports the 
strengthening of the safety case via arguments 
aimed at showing why the product is expected 
to behave safely. 

OpenCert 

 
From a user interface perspective, the AMASS tool platform has been realised in the form of: 

¶ Eclipse-based editors are used for creating and defining process and standard models, assurance 
projects, assurance case argumentation, evidence and system component models. 

¶ Web application, which synthesizes and summarises compliance information by means of different 
reports (e.g., gap analysis report), and can also be used for consulting the evidence, compliance 
justification, and argumentation information of an assurance project. 

2.4. Challenges implementing AMASS Case Studies 

This section discusses the main challenges that have been found for implementing the case studies. 

The wide spectrum in the AMASS case studies implies a high complexity on developing a tool which satisfies 
all the necessities for each domain. 

2.4.1. Comparison of AMASS Scenarios with Real Projects 

WP1 focuses in general on the evaluation framework and benchmarking of AMASS tools. In particular, it 
aims at demonstrating the benefits of using AMASS tools with regard to current practice on safety/security 
assurance and certification. 

One issue to work in real industrial projects is that a complete data set is not available for confidentiality 
and competitive pressure reasons. As mitigation measures, the following action lines were agreed upon: 

1. The industrial partners sanitise the case study data for approval. 

2. The scope of AMASS evaluation was initially narrowed to specific parts of the product life-cycle, still 
meaningful to validate AMASS benefits. 

Another challenge is the comparison of the AMASS results regarding the current practice in industrial 
companies. In practice, the only way to really compare the situation before and after the availability of the 
AMASS platform, would be to execute the same project twice. This is most often not economical and has 
methodological issues as well. For example, the same team cannot be used as it would bias the second 
execution of the project. Hence, the most obvious method would be for a given organisation that has 
sufficient historical metrics, to compare how subsequent projects are executed and deliver after the 
AMASS is introduced and used. Another aspect that compounds the comparison is that the reuse of 
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components and assurance artefacts is only measurable over successive projects. The first project is likely 
not to have much benefit as the work must be done once, but subsequent projects can benefit from it. 

2.4.2. Timing for the Prototype P1 Setting 

The data required as input for this deliverable was collected last year in D1.2 [2] and the partners have 
been working based on it since then.  

The second release of the AMASS Prototype (P1) and the training provided by the tool developers was held 
two months before the submission deadline of this deliverable. Since the timing was quite tight, Use Case 
owners have done their job being in close relationship with the tool developers via point-to-point calls as 
well as group-calls aimed at speeding up the knowledge transfer related to the implementation of the 
topics in the tools and giving each other real-time feedback. 

It should be noted that typically, prototypes always require a first sprint for understanding how to install 
and run properly the applications, and for detecting the problems. However, for this second release of the 
AMASS Prototype (P1), this sprint could be shorter than the first one (Core Prototype) because the bugs 
and the industrial expectations remarked in the first sprint were treated and solved. Despite this positive 
evolution of the core tools, given the richness of the second prototype (P1), an important challenge was 
identified: much more functionalities have been added with respect to the ones available for the Core 
Prototype, released last year.  

As pointed out in Section 2.4.1, to achieve meaningful measurement results, ideally, the same project 
should be executed twice (with and without AMASS support) and the resources and time consumption 
compared. Given the numerous functionalities of the AMASS Platform, this goal is not easy to achieve and 
could involve a high cost.   

Benchmarking will add consistency and extra information about the needs of the future potential markets 
in different application domains. Some more trials are going to be done with the new improvements to 
make every partner capable of using the tools in a perfect way.  
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3. Case Study Realisation 

3.1. Case Study 1: Industrial Automation domain: Industrial and 
Automation Control Systems (IACS) 

3.1.1. Case Study Specification 

The Case Study 1 is based on an IACS (Industrial and Automation Control System). These systems are in 
charge of controlling and monitoring of the electrical infrastructures, such as the primary and secondary 
substations. In particular, the Case Study 1 focuses on the RTU (Remote Terminal Unit) devices. The RTUs 
are one of the main elements in the control system due to the fact that they execute the commands 
received by the control centre, acting directly over the devices placed in the field site.  

Security and safety aspects are one of the primary concerns for RTU manufacturers and end users. 
Standards such as: IEC 61508, IEC 62443 and IEC 62351 are the reference in the Smart Grid domain. The 
aim of this case study is to integrate the new AMASS tool platform in the lifecycle of the RTU development 
process, providing assistance for assurance and certification with respect to the aforementioned standards. 

¢ƘŜ ŎŀǎŜ ǎǘǳŘȅ ƛǎ ŘŜǎŎǊƛōŜŘ ƳƻǊŜ ƛƴ ŘŜǇǘƘ ƛƴ 5мΦм ά/ŀǎŜ ǎǘǳŘƛŜǎ ŘŜǎŎǊƛǇǘƛƻƴ ŀƴŘ ōǳǎƛƴŜǎǎ ƛƳǇŀŎǘέ [1]. 

Two different usage scenarios are defined in this case study: 

¶ US1: Managing compliance with IEC 61508, IEC 62443 and IEC 62351 

¶ US2: Perform safety and security co-assessment 

On the one hand, US1 focuses on the assessment of the RTU processes. The target for US1 is to check the 
compliance of the RTU processes with respect to safety and security standards. The information obtained 
by this scenario is very useful for the industrial partner (Schneider Electric) to identify GAPs (between what 
we do and we must do) and improve the RTU processes in order to align with the standards and assure the 
RTU product.  

On the other hand, US2 addressed  the RTU product assurance. This scenario is more related to the safety 
and security co-engineering by modelling the RTU product requirements, and evaluating the product 
integrity respect to safety and security aspects. Based on the relevant standards, the scenario has the 
objective to do the safety and security co-assessment of the RTU, analysing the requirements and 
identifying safety hazards, security threats and their interrelations.   

The final target for both scenarios is to reduce certification time and cost for the RTU using the AMASS 
tools.  

3.1.2. US1: Managing compliance with IEC 61508, IEC 62443 and IEC 62351 

US1 is related to process assurance, i.e. to ensure that the RTU development process follows a given set of 
recommendations from the targeted standards.  

The goal of this usage scenario is to enable easier understanding of these industry standards, easier 
checking for compliance and easier adaptation and reuse of assurance assets. 

Assurance Project Creation  

Respect to this process, in the first iteration, two assurance projects were created with the OpenCert tool: 
one for RTU Safety assurance (based on the standard IEC 61508) and the other for RTU Security assurance 
(based on the standard IEC 62443). 
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Figure 3. RTU assurance projects created 

Lƴ ǘƘŜ ǎŜŎƻƴŘ ƛǘŜǊŀǘƛƻƴΣ ƴŜǿ ŦŜŀǘǳǊŜǎ ǊŜƎŀǊŘƛƴƎ ά/ǊƛǘƛŎŀƭƛǘȅ ƭŜǾŜƭέ ŀƴŘ ά!ǇǇƭƛŎŀōƛƭƛǘȅ ƭŜǾŜƭέ ǿŜǊŜ ƛƴŎƭǳŘŜŘ ƛƴ 
the assurance projects. These functions allow us to select the requirements according to the security level. 
In this case study, we have selected SIL-2 for safety and SL-3 for security.   

 

Figure 4. Assurance project creation ς Criticality level and Applicability level 

3.1.2.1. STO2 Multi -concern Assurance  

In addition, another new functionality was checked for the security project. During the creation of the 
assurance project, the argumentation diagram of the OpenCert tool was included. 
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Figure 5. Assurance project creation ς Argumentation diagram 

 
Two Assurance Projects (safety and security) were defined for RTU where the baseline models (instances of 
reference frameworks for specific assurance) were created. 

Table 3. CS1-Multi-concern Assurance: US1-Assurance Project Management (Create Assurance Project) 

Realisation Scenario Assurance Project Management (Create Assurance Project) and Argumentation 
Diagram 

Scope In iteration 1:  

¶ Creation of two Assurance Projects, one for RTU Safety assurance and the 
other for RTU Security assurance.  

In iteration 2:  

¶ ¢ǿƻ ƴŜǿ ŦŜŀǘǳǊŜǎ ά/ǊƛǘƛŎŀƭƛǘȅ ƭŜǾŜƭέ ŀƴŘ ά!ǇǇƭƛŎŀōƛƭƛǘȅ ƭŜǾŜƭέ ŀƴŘ 
Argumentation diagram included. Furthermore, and argumentation diagram 
has been created out of the security project. 

Tool Settings OpenCert Tools: Assurance Project Management Editor 

Participants ¶ Data Analysis: TLV  

¶ Tool User: TLV, TEC  

Activities realised 1. Create assurance projects for RTU Safety and for RTU Security. 
2. When creating the Baseline models, specify the activities we focus on for the 

prototype benchmarking. 

Usage Decisions None 

Expected Results ¶ Assurance Project structure and Baseline model for RTU Safety  

¶ Assurance Project structure and Baseline model for RTU Security  

Conclusions Assurance project management validated for Prototype P1. 

3.1.2.2. STO3 Seamless Interoperability  

Evidence Management 

In the first iteration, a subset of evidence documents was included respect to the safety assurance project. 
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Figure 6. Evidences for safety assurance project 

In the second iteration, we have focused on the evidences creation for the security assurance project. 
Those evidences can be generated and linked from the architecture-driven assurance and multi concern-
assurance (FMVEA co-analysis artefact) approaches explained in Usage Scenario 2. 

Two evidence models were created for respective assurance case projects.  

Table 4. CS1-Seamless Interoperability: US1-Evidence Management 

Realisation Scenario Evidence Management 

Scope In iteration 1:  

¶ Evidence documents for the safety assurance project included 

In iteration 2:  

¶ Evidence documents for the security assurance project included 

Tool Settings OpenCert Tools: Evidence Management Editor.  
SVN repository to store actual evidence documents.  

Participants ¶ Data Analysis: TLV 

¶ Tool User: TLV, TEC 

¶ Results Analysis: TLV 

Activities realised 1. Create artefact model for RTU Security   
2.  Create SVN repository for RTU Security   
3.  Collect evidence documents into the SVN repository for RTU Security 
4.  Specify characteristics of RTU Security artefacts 
5.  Collect evidence documents into the SVN repository for RTU   
6.  Use cross-domain functionality to reuse Artefact models from RTU Safety 

project in RTU Security project 
7.  Complete any evaluation of the artefact elements in the assurance project.  

Usage Decisions Reuse of some artefacts. 

Expected Results Evidence model and artefact repository for RTU Security. 

Conclusions Evidence management validated for Prototype P1. 
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3.1.2.3. STO4 Cross Intra-domain reuse 

Standards Models Creation  

In the first iteration, the IEC 61508 Part 3, -which applies to any software forming part of a safety-related 
system, ǿŀǎ ǘƻǘŀƭƭȅ ƳƻŘŜƭƭŜŘ ǳǎƛƴƎ hǇŜƴ/ŜǊǘΦ .ŜǎƛŘŜǎΣ ǘƘŜ ƳƻŘŜƭƭƛƴƎ ƻŦ ǘƘŜ ǎŜŎǳǊƛǘȅ ǎǘŀƴŘŀǊŘ άL9/ снппоΥ 
4-н ¢ŜŎƘƴƛŎŀƭ ǎŜŎǳǊƛǘȅ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ L!/{ ŎƻƳǇƻƴŜƴǘǎά ǿŀǎ ǎǘŀǊǘŜŘΦ 5ǳǊƛƴƎ ǘƘŜ ǎŜŎond iteration, the 
modelling of IEC 62443:4-2 has been finished.  The structure of these standards, as well as the core 
concepts such as: phases, activities, artefacts, requirements and criticality levels were analysed. After that, 
a reference framework diagram was created for each standard. 
 

 
Figure 7. IEC61508 ς Part 3 reference framework diagram (OpenCert) 

 

 

Figure 8. IEC62443 ς Part 4.2 initial reference framework diagram (OpenCert) 




















































































































































































































































































































