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Introduction

A Coassessment is a central prerequisite for efficient
assurance of safety and security (& other concerns):

I Traditionally, ceengineering is supported by applying separate, safety
specific and security specific tools.

I For a few years, combined approaches have been a topic in research
and are now producing first tools as results.

A Using separatéools hasdrawbacks:
I results may (and mostly do) influence the assumptimnsapplying
the other one.

I An additional analysisf the mutual influences between the quality
attributes (Supporting/Conflicting/Dependency Impact Relationship)
and ofthe trade-offs betweenthem is necessary.

I At least one additional iteration of the (concespecific, parallel)
assurance steps is required to integrdite trade-off analysigesults.
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Concepts Relationspetween Claimswrt. Quality Attributes

Dependencyelationship.

A Theclaim A of one attribute depends on the fulfillment of claim B of another
attribute.

A E.g. dail-safe claim(safety)depends orsafety system notampered(security).

Conflicting relationship

A Theassurance measure of attribute A is in conflict with the assurance measure of
attribute B.

A 9 d3 > padsvdi®oylibcking a terminal after several fale@ 3 Ay | GG S
(security)conflicts withd SYSNASyYy Oé &aKdziR2g6yé oal TSI
A Resolutiornof such a conflicheedsto be noted in the Assurance Case.

Supporting relationship.

A Assuranceneasure of attribute A is also applicable to assurance of attriBute
=> oneassurance measure can be used to replace two sepanas.

A E.g.encryption can be used for bottonfidentiality (security) antb check data
integrity insteadof checksum (safety).
=> Thigneans two goals can be addressed by one argumentation.
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ARTA: Building Blocks fdvulticoncern Assurance
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How Standards deawith CoEngineering

SAEJ3061 Cybersecurity Guidebook for Cyk&nysical Vehicl&ystems

Guidebook and not a standard

Only available for a few months,

Feature Definition

Y

Initiation of Cybersecurity Lifecycle
(Planning)

{

——— = =p
Potential Communication
Paths hetween Cybersecurity
and Safety Engineers

then back to Work in Progress

Threat Analysis and Risk Assessment

Identify Highest Risk Potential Threats

y

Multiple methods proposed,

Cybersecurity Concept

but no consistent approach

y

Identify Functional Cybersecurity
Requiremen its

(e.g. risk rating differs on used

v

method)

Initial Cybersecurity Assessment

h 4

Process copied from 1SO26262

Concept Phase Review

Alignment is needed but cybersecurity

needs to include later stages
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How Standards deawith CoEngineering

ISO/SAE 21434 WD Ro¥ehicles- CybersecurityEngineering

A Basedon SABEI3061 bumuchmore detailedguidance
A Scope:

I Requirements for cybersecurity risk management for road vehicles,
their components and interfaces, throughout engineering (concept,
design, development), productlon operation, maintenance, and
decommissioning.

I A framework that includes requirements for cybersecurity processes
and a common language for communicating and managing
cybersecurity risk among stakeholders

I applicable to road vehicles that include electrical and electronic (E/E)
systems, their interfaces and their communications

I Standard does not prescribe specific technology or solutions related to
cybersecurity

I Engineering rigor depends on CAL (Cybersecurity Assurance Level)
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How Standards deawith CoEngineering

IEC62443 ndustrial
communication networksg
Network and system security

Security
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How Standards deawith CoEngineering

IEC 6244 "dustrial communication networks Network and system security:

Mappingbetweensafetyand securitylifecycles

Lifecycle Phase Functional Safety IACS Cybersecurity
Target of Equipment under control (EUC) e Zones and Conduits based on logical grouping of assets
Evaluation
Random failures due to operational and environmental stresses e Threats: Internal, external or combination
Systematic failures due to errors during safety life cycle e Vulnerabilities due to

Failure o component or system design flaws

Likelihood o making non-validated changes
o not following security practices and procedures
o Threats exploiting vulnerabilities Lead to failure

: Consequence Impact on environment, health and safety of personnel and the e Loss of availability and/or data integrity has direct impact and loss of
R'Skl . | Severity general public confidentiality has indirect impact on functional safety
Analysis Based on likelihood and severity; risk may be quantified e Based on likelihood and severity; risk is currently qualitative
Risk e Risk categorization for every security requirement;
Categorization * multi-dimensional problem
* Assigned to Zone with target SL for each zone/conduit
Relies on independent protection layers concept * Relies on security countermeasures within conduits connected to the

Risk Safeguards reduce likelihood of consequence evaluated Zone, and defense in depth concept

Mitigation identifies integrity requirements for safeguards; for SIF assigns e Countermeasures reduce likelihood

Measures target SIL e identifies requirements for countermeasures to meet the Zone Target
SL for each threat vector

Implementation of
Measures

Safety manual for components
Quantitative SIL verification for SIF

e Security manual for components
e Verification through different Levels of testing for target SL

Operation and
Maintenance

Restrict access to IACS components to competent personnel with
necessary access privileges

Periodic testing of measures

Demand rate and component failures to be monitored
Awareness and training

e Restrict access to IACS components to competent personnel with
necessary access privileges

e Periodic testing of measures

Frequent reviews to identify new vulnerabilities and

take appropriate action, if necessary

Awareness and training

L]
L]
L
® Cyber risk reassessment after each software or hardware change

Management System

Defines requirements for competency, training, verification, testing,
audit, MOC, and documentation

Defines requirements for competency, training, verification, testing,
audit, MOC, and documentation
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Two Waysto RealizeCoEngineering

Usingseparatetools Usingone combinedtool

MORETO e.g.APIS FMEA FMVEA

IEC 61508
EN 50126/8/9

IEC 62443 EN/ISO 13849

IEC 62061

IEC 61511
Security WEFACT Safety < > Combined
Process Proces Process

S

AMASS

p
s>

The real challenge is the trade-off analysis

Inter-
action

SAE-J3061
SAE/ISO 21443
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CoEngineeringP’rocesses

2 waysof realizingco-engineering

AMAS $refersefficient combinedtools

Otherprojectsrely on separatedon,esA e.g.,AQUAS?\/hoseinteraction

point approachissimilarto a LJ2 U SgoMmminicationpathsx A ,y’A {19
Wo n €ybersecurityGuidebook for CyberPhysical Vehiclp é a G SY a €
A Standardizatiorfor safetyandsecurityis still separate. Irthe casestudy

we used

A Forsafety
I IEC 6150&unctional Safety of Electrical / Electronic / Programmable
Electronic safetyelated systems
A Forsecurity

I |IEEE 1682013- IEEE Standarfdr Intelligent Electronic Devic&syber
SecurityCapabilitiesand
I IEC 62443 Industriabmmunication networkg Network and systeraecurity

To Io o
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Multiconcern Assurance Scenaroverview

A Developing aindustrial Automation domaicPS iiCase Study 1:
Industrial and Automation Control Systems (IACS)

A Different tools are used for system analysis and requirements generation
(so far MORETO, in th& Broject year FMVEA)

i FMVEA is included in the recent delivery of tffeABVIASS platform iteration
P2 as an external tool.

A TheAMASS Platform is used for assurance & certificagjmecific
activities:

I Security analysis and security requirements allocation in compliance with the
requirements of IEEE686H n m 0 Stabhdar® r Intelligent Electronic
5SOA0Sa [/ &@0SNI { SOdzdX o éndustbaldbnanfuriichtionh S
networks- Network and system security

I Combinedsafetyandsecurityanalysisn compliancewith IEC 61508 and IEC
62443avoidingiterationsdue to conflictsdetectedin the trade-off analysis

A The company aims to be able manage safety and security analysis; risk
assessment based on a common model in the AMA&® M
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Higherlevel objectives & expected gains

A 02:define amulti-concern assurancapproachto ensure not only
safety and security, but also other dependability aspects such as
availability, robustness and reliability

A Metrics
I Effortfor assurancendcertification
I Effectivenessn failure/threat identification capabillities
I Numberof requirementsfed backinto the model

I time neededfor separatesafety andsecurityengineeringorocess
andthe co-engineeringorocess

I architecturaldesignmodificationssavedby combined
safety/securityco-engineering

A G1 to demonstrate a potential gain for design efficiency of complex
CPS by reducing their assurance and certification/qualification effort by
50% (STO1&2).
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Intro to MORETO & WEFACT/FMVEA Scenarios

A CaseStudy 1: Industrial Automation domain: Industrial and Automation
Control Systems (IACS)

A UsageScenario 2Perform safety and security @ssessment

A Timeline:
Platfqrm 1st Iteration - Pcore 2| 2nd lteration i P1 3rd Iteration 1 P2
lteration
MORETO MORETQ FMVEA (+WEFACT
Tool (Eclipse) (Enterprise (Browser) (Eclipse))
P Architect)
Safety - : IEC 61508
Standards
Security |IEEE 1686 |IEEE 1586
Standards IEC 624431 IEC 62443 IEC 62443

1) Not yet for RTU
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Scenario In 2nd Ilteration P1

A Design System in MOREM©Odeleditor or import SysML
model

A Addsecurityrelevantpropertiesincludingalreadypresent
securitycontrolsinto model

A Startrequirementsgeneration

A Feed backorrespondingsecuritycontrolsinto the model
(with IEC 62443 orrespondingo ST (Targesecurity
level)
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A Workflow

Import
model
via SysML
IEEE, OR
EC, ISO,
CENELEC Creaté E”:taéf;ﬁed
model in y
model

Feed back
mitigation

measures
\ into model

Safety &

Security
Require-

ments
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MORETO Workflow

Modeling

MORETO
Diagrams

MORETO
Modeling
Process

Network Topology Diagram Data Flow Diagram Remote Terminal Unit Intemnal Block Diagram

A—
Security m Manually
Analysis

—
‘_

Security -3
Requirements

Self-requirements generation Manual Requirements Generalion

Reporting

Full Documentation
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MORETO Design

4 different diagramsfor the systemmodelingprocess

Block Definition Diagram

Internal Block Diagram (IBD) for

Dataflow Diagram (DFD)

Requirement diagram for security

(BDD) for network elements detailed modeling for ThreatModeling requirements
Toolbox v # x  Toolbox v Toolbox ~ 1 x | Toolbox M
Mare tools... | = Mare tools... More tools. . More tools... |4
Connection Internal Block Diagram DFD Toolbox FR 1 - Identification and authentication control
i FR 2 - Use control
Acess Points = Adjunct Property Boundary
Server a Use Contral
Ed Bound Reference  Process
Adaptors o . i+l CR 2.1 - Authorization enforcement
Switches Ed Classifier Behavior Property @ Gate . .
o ¢ CR 210 - Response to audit processing f...
) E=l Connector Property .+ Data Flow
m ATM Switch ) — CR 211 - Timestamps
: & Directed Feature — Data Store
fal Bridge CR 212 - Non-repudiation
; : B Distributed Poperty [d External _ . .
ﬁ Cisco 5500 Family 1 EndPsth Multiplici CR 213 - Use of physical diagnosticand ...
. ndPa ultiplici
3 Content Service Module ¢ plicity Common CR 2.2 — Wireless use control
e . Flow Part Artifacts
g Content Switch ix] CR 23 - Use control for partable and mo...
Data Center Switch = Flo‘a?: .Propert_\,f ] CR24 - Maobile code
Ethernet Switch Bl Participant Property CR 25 - Session lock
LAM2ZLAN Swicth W Port CR 2.6 - Remote session termination
£F Multi-Switch Device Property CR 2.7 - Concurrent session contral
B8 Multilayer Remote Switch Signal [ CR28 - Auditable events
ﬂ Multilayer Switch IBD Relationships ¥ CR 29 - Audit storage capacity
Multiservice Switch i
- Container FR 3 - System integrity
[&] Repeater _ & cContainer FR 4 - Data confidentiality
B8 secure Catalyst Switch 0 Port FR 5 - Restricted data flow
E Switch Processor Common FR & - Timely response to events
&F switch - Artifacts FR 7 - Resource availability -
Lt B [T
\ e o
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External /Intermedate/ Internal Layer

The external layer networkarchitecture

§% 1 .
=

Theinteral layer = further
details about components
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