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ÅCo-assessment  is a central prerequisite for efficient 
assurance of safety and security (& other concerns):
ïTraditionally, co-engineering is supported by applying separate, safety 

specific and security specific tools.

ïFor a few years, combined approaches have been a topic in research 
and are now producing first tools as results.

ÅUsing separate tools has drawbacks:
ï results may (and mostly do) influence the assumptions for applying 

the other one.

ïAn additional analysis of the mutual influences between the quality 
attributes (Supporting/Conflicting/Dependency Impact Relationship) 
and of the trade-offs between them is necessary.

ïAt least one additional iteration of the (concern-specific, parallel) 
assurance steps is required to integrate the trade-off analysis results.

Introduction
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Concepts: Relations betweenClaims wrt . Quality Attributes

Dependency relationship.

Å The claim A of one attribute depends on the fulfillment of claim B of another 
attribute.

Å E.g. a fail-safe claim (safety) depends on safety system not tampered (security).  

Conflicting relationship.

Å The assurance measure of attribute A is in conflict with the assurance measure of 
attribute B.

Å 9ΦƎΦ άǎǘǊƻƴƎ password or blocking a terminal after several failed ƭƻƎƛƴ ŀǘǘŜƳǇǘǎέ 
(security) conflicts with άŜƳŜǊƎŜƴŎȅ ǎƘǳǘŘƻǿƴέ όǎŀŦŜǘȅύΦ

Å Resolution of such a conflict needs to be noted in the Assurance Case.

Supporting relationship.

Å Assurance measure of attribute A is also applicable to assurance of attribute B
=> one assurance measure can be used to replace two separate ones.

Å E.g., encryption can be used for both confidentiality (security) and to check data 
integrity instead of checksum (safety).
=> This means two goals can be addressed by one argumentation.

32nd EAB Workshop, Västerås, Sept 17, 2018
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ARTA: Building Blocks for MulticoncernAssurance

42nd EAB Workshop, Västerås, Sept 17, 2018
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WP4
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edition delivered
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P2 Implementation

in progress

WP4
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How Standards deal with Co-Engineering

SAE-J3061 Cybersecurity Guidebook for Cyber-Physical Vehicle Systems

52nd EAB Workshop, Västerås, Sept 17, 2018

Guidebook and not a standard

Only available for a few months,
then back to Work in Progress 

Multiple methods proposed,
but no consistent approach
(e.g. risk rating differs on used
method)

Process copied from ISO26262
Alignment is needed but cybersecurity 
needs to include later stages

ȵ0ÏÔÅÎÔÉÁÌ #ÏÍÍÕÎÉÃÁÔÉÏÎ 0ÁÔÈȰ
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How Standards deal with Co-Engineering

62nd EAB Workshop, Västerås, Sept 17, 2018

ISO/SAE 21434 WD Road Vehicles- CybersecurityEngineering

Å Basedon SAE-J3061 but muchmoredetailedguidance
Å Scope:
ïRequirements for cybersecurity risk management for road vehicles, 

their components and interfaces, throughout engineering (concept, 
design, development), production, operation, maintenance, and 
decommissioning.

ïA framework that includes requirements for cybersecurity processes 
and a common language for communicating and managing 
cybersecurity risk among stakeholders

ïapplicable to road vehicles that include electrical and electronic (E/E) 
systems, their interfaces and their communications

ïStandard does not prescribe specific technology or solutions related to 
cybersecurity

ïEngineering rigor depends on CAL (Cybersecurity Assurance Level)
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How Standards deal with Co-Engineering

72nd EAB Workshop, Västerås, Sept 17, 2018

Security

Lifecycle

IEC62443  Industrial

communication networks ς

Network and system security
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How Standards deal with Co-Engineering

IEC 62443 Industrial communication networks - Network and system security:

Mapping betweensafetyand securitylifecycles

82nd EAB Workshop, Västerås, Sept 17, 2018
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TwoWaysto RealizeCo-Engineering

92nd EAB Workshop, Västerås, Sept 17, 2018

Usingseparate tools Usingonecombinedtool
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AQUAS

SAE-J3061

SAE/ISO 21443

IEC 62443

IEC 61508

IEC 61511

IEC 62061

EN/ISO 13849
EN 50126/8/9

The real challenge is the trade-off analysis

MORETO e.g.APIS FMEA FMVEA

WEFACT
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Å 2 waysof realizingco-engineering

Å AMASS prefersefficient combinedtools

Å Other projectsrely on separatedones, e.g. AQUAS, whoseinteraction
point approachissimilartoαǇƻǘŜƴǘƛŀƭ communicationpathsά ƛƴ {!9-
Wолсм αCybersecurity Guidebook for Cyber-Physical Vehicle {ȅǎǘŜƳǎέ 

Å Standardizationfor safetyand securityisstill separate. In the casestudy
we used:

Å Forsafety

ï IEC 61508 Functional Safety of Electrical / Electronic / Programmable 
Electronic safety-related systems

Å Forsecurity

ï IEEE 1686-2013 - IEEE Standard for Intelligent Electronic Devices Cyber
Security Capabilities, and 

ï IEC 62443 Industrial communication networks ςNetwork and system security

Co-Engineering Processes

2nd EAB Workshop, Västerås, Sept 17, 2018
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Å Developing an Industrial Automation domainCPS in Case Study 1: 
Industrial and Automation Control Systems (IACS)

Å Different tools are used for system analysis and requirements generation 
(so far MORETO, in the 3rd project year FMVEA)

ï FMVEA is included in the recent delivery of the 3rd AMASS platform iteration 
P2 as an external tool.

Å The AMASS Platform is used for assurance & certification-specific 
activities:

ï Security analysis and security requirements allocation in compliance with the 
requirements of IEEE 1686-нлмо άL999 Standard for Intelligent Electronic 
5ŜǾƛŎŜǎ /ȅōŜǊ {ŜŎǳǊƛǘȅ /ŀǇŀōƛƭƛǘƛŜǎέ ŀƴŘ L9/ снппо άIndustrial communication 
networks - Network and system securityά

ï Combinedsafetyand securityanalysisin compliancewith IEC 61508 and IEC 
62443 avoidingiterationsdue to conflictsdetectedin the trade-off analysis

Å The company aims to be able manage safety and security analysis; risk 
assessment based on a common model in the AMASS Platform

MulticoncernAssurance Scenario Overview
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Higher-level objectives & expected gains

Å O2:define a multi-concern assuranceapproach to ensure not only 
safety and security, but also other dependability aspects such as 
availability, robustness and reliability.

Å Metrics

ïEffort for assuranceand certification

ïEffectiveness in failure/threat identification capabilities

ïNumberof requirementsfed back into the model

ï time neededfor separatesafety and securityengineeringprocess
and the co-engineeringprocess

ïarchitectural/designmodificationssavedby combined
safety/securityco-engineering

Å G1: to demonstrate a potential gain for design efficiency of complex 
CPS by reducing their assurance and certification/qualification effort by 
50% (STO1&2). 

122nd EAB Workshop, Västerås, Sept 17, 2018
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Intro to MORETO  &  WEFACT/FMVEA Scenarios

Å Case Study 1: Industrial Automation domain: Industrial and Automation 
Control Systems (IACS)

Å Usage Scenario 2: Perform safety and security co-assessment

Å Timeline:

132nd EAB Workshop, Västerås, Sept 17, 2018

1st Iteration - Pcore 2nd Iteration ïP1 3rd Iteration ïP2Platform

Iteration

Tool
MORETO

(Eclipse)

MORETO

(Enterprise

Architect)

FMVEA

(Browser)

(+WEFACT

(Eclipse) )

Safety

Standards

Security

Standards

- IEC 61508-

IEEE 1686

IEC 624431)

IEEE 1586

IEC 62443
IEC 62443

1) Not yet for RTU
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Scenario in 2nd Iteration P1

ÅDesign System in MORETO modeleditor or import SysML
model

ÅAdd securityrelevant propertiesincludingalreadypresent
securitycontrolsinto model

ÅStart requirementsgeneration

ÅFeed back correspondingsecuritycontrolsinto the model
(with IEC 62443: correspondingto SL-T (Target security
level)

142nd Project Review, Brussels, June 7, 2018



AMASS

Scenario in the 2nd Iteration P1 with MORETO

ÅWorkflow

152nd EAB Workshop, Västerås, Sept 17, 2018
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MORETO Workflow

2nd EAB Workshop, Västerås, Sept 17, 2018
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4 different diagramsfor the systemmodelingprocess: 

MORETO Design

2nd EAB Workshop, Västerås, Sept 17, 2018

Block Definition Diagram 

(BDD) for network elements 

Internal Block Diagram (IBD) for
detailed modeling

Dataflow Diagram  (DFD)
for ThreatModeling

Requirement diagram for security 
requirements
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The external layer = network architecture

External / Intermedate / Internal Layer

2nd EAB Workshop, Västerås, Sept 17, 2018

The intermediate layer = component details

The interal layer = further 
details  about components


