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CS1 Description  
• Focused on the Smart Grid domain   

• Industrial Control Systems (ICS) and Remote 
Terminal Units (RTU) for the electrical 
substation management 

• Critical Infrastructure -> Safety and Security 
as main concerns for manufacturers and 
utilities 

• 60% of incidents involving process control 
systems occur during the specification, 
design and implementation phases 

• IEC 61508 (safety) and IEC 62443 / IEC 62351 
(security) 
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CS1 Description  
 
 Saitel® RTU platform: 

– Real time control device 
– Acquisition and communication 

functions 
– Multiple signals and 

communication ports 
– Cybersecurity  
– OS Linux 
– Baseline® software platform 
– Tools: Easergy Builder 

(configuration) and webApp 
(monitoring)  
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CS1 Business Interest  
• NOW -> RTU Verification and Validation 

plan. 

• AMASS Improvements: safety and 
security integration in the RTU design 
process, safety and security assessment, 
SIL estimation. 

• Business needs -> reduce effort and cost 
in assurance and certification processes. 

 
 ⇒ Thanks to AMASS tools, the RTU designer will introduce the safety and security aspects in 

the early phases of the RTU process. This will reduce the effort and cost related to the 
safety and security analysis, compliance and certification processes.      
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CS1 Usage Scenarios  
US1. Compliance management 

 
 

 
 
 

 
 

US1.1 Standards Models
Creation

US1.2 Assurance Project 
Creation US1.3 Evidence Management US1.4 Compliance

Management

Get a common and 
structured 
understanding, 
interpretation and 
specification of the  
standards to comply 
with. 

Create safety and 
security assurance 
projects for RTU, 
including the set of 
compliance 
obligations from the 
safety and cyber-
security standard  

Evidence 
management that 
concerns with the 
collection and 
handling of safety and 
security evidence 
within the context of 
assurance projects.  

Monitor how a given 
assurance project 
execution complies 
with the baseline 
reference frameworks 
(models of standards). 
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CS1 Usage Scenarios  
US2. Safety and security co-assessment 

 
 

 
 
 

 
 

Develop a novel and 
practical approach for 
an all-in-one 
requirement 
management for 
system co-analysis 
and co-engineering. 

Apply Failure Mode, 
Vulnerability, and Effects 
Analysis (FMVEA) and 
Microsoft threat 
modelling for the 
identification of safety 
and security 
requirements and 
concerns 

Structure and 
document all safety 
and security 
assurance related 
information to argue 
about safety and 
security.  
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CS1 First Prototype (US1) 
• Standards modelling (IEC 61508-3 & IEC 62443-4-2) 

• RTU Assurance projects (Safety & Security) 

• RTU Evidence models (Safety & Security) 

• RTU Compliance report (IEC 61508) 
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Thank you for your attention! 
 

? 
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